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Preface

Fast Software Encryption is an eight-year-old workshop on symmetric crypto-
graphy, including the design and cryptanalysis of block and stream ciphers, as
well as hash functions. The first Fast Software Encryption Workshop was held
in Cambridge in 1993, followed by Leuven in 1994, Cambridge in 1996, Haifa in
1997, Paris in 1998, Rome in 1999, and New York in 2000. This Fast Software
Encryption Workshop, FSE 2001, was held from 2-4 April 2001 in Yokohama,
Japan, in cooperation with the Institute of Industrial Science, of the University
of Tokyo.

This year a total of 46 papers were submitted to FSE 2001. After a two-
month review process, 27 papers were accepted for presentation at the workshop.
In addition, we were fortunate to be able to organize a special talk by Bart
Preneel on the NESSIE project, a European initiative to evaluate cryptographic
algorithms. The committee of this workshop was:

General Chair
Hideki Imai (The University of Tokyo)
Program Committee

Ross Anderson (Cambridge Univ.) Eli Biham (Technion)

Cunsheng Ding (Singapore) Henri Gilbert (France Telecom)
Dieter Gollman (Microsoft) Thomas Johansson (Lund Univ.)
Lars Knudsen (Bergen Univ.) James Massey (Denmark)
Mitsuru Matsui (Mitsubishi Electric, Chair) Kaisa Nyberg (Nokia)

Bart Preneel (Katholieke Univ. Leuven) Bruce Schneier (Counterpane)

We would like to thank all submitting authors and the committee members
for their hard work. We are also appreciative of the financial support provided
by Mitsubishi Electric Corporation. Special thanks are due to Toshio Tokita,
Junko Nakajima, Yasuyuki Sakai, Seiichi Amada, Toshio Hasegawa, Katsuyuki
Takashima, and Toru Sorimachi for their efforts in making the local arrangements
for this workshop.

We were very pleased and honored to host the first FSE workshop held in
Asia. Finally, we are also happy to announce that the next FSE will be the first
FSE workshop sponsored by International Association for Cryptologic Research

(IACR).

May 2002 Mitsuru Matsui
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The Saturation Attack — A Bait for Twofish

Stefan Lucks*

Theoretische Informatik
University of Mannheim, 68131 Mannheim, Germany
lucks@th.informatik.uni-mannheim.de

Abstract. This paper introduces the notion of a “saturation attack”.
Consider a permutation p over w-bit words. If p is applied to all 2% dis-
joint words, the set of outputs is exactly the same as the set of inputs. A
saturation attack exploits this fact. The current paper applies saturation
attacks on reduced-round variants of the T'wofish block cipher with up
to seven rounds with full whitening or eight rounds without whitening
at the end (i.e., half of the cipher). The attacks take up to 2'27 chosen
plaintexts (half of the codebook) and are 2—4 times faster than exhaustive
search. The attacks are based on key-independent distinguishers for up
to six rounds of Twofish, making extensive use of saturation properties.

1 Introduction

Modern b-bit block ciphers often use permutations p : {0,1}* — {0,1}* with
w < b as building blocks. E.g., p may be an S-box, a round function, or a group
operation where one of the operands is constant. The constant may be unknown
to the cryptanalyst, e.g. as a part of the (round) key. We regard the input for p
as a data channel. For the cryptanalyst, p may be known or unknown, and the
cryptanalysts may be unable to determine the input for p. A “saturation attack”
is based on the idea of choosing a set of k % 2" plaintexts such that each of the
2" inputs for p occurs exactly k times. In this case, we say that the data channel
into p is “saturated”. A saturation attack exploits the fact that if the input for
p is saturated, then the output from p is saturated, too.

The name “saturation attack” is new, but such attacks have been studied
before. E.g., the “Square attack” is a saturation attack, developed for the block
cipher Square [4]. It works as well for other Square-like ciphers such as the AES
candidate Crypton [T1/T2] and the finalist Rijndael [5], which has recently been
chosen as the AES. All these ciphers are 128-bit block ciphers with 8-bit data
channels. The attack starts with a set of 28 plaintexts with one saturated channel.
The other 15 channels are constant. After two rounds, all 16 data channels are
saturated. After three rounds, the saturation property is likely to have been lost,
but the sum of all values in a data channel is zero. This allows to distinguish the
three-round output from random. The best currently known attacks on Crypton
[B] and Rijndael/AES [7] are extensions of the Square attack.

* Supported by German Science Foundation (DFG) grant KR 1521/3-2.

M. Matsui (Ed.): FSE 2001, LNCS 2355, pp. 115 2002.
© Springer-Verlag Berlin Heidelberg 2002



2 S. Lucks

“Miss in the middle” attacks [1] are rudimentarily related to saturation at-
tacks, exploiting the fact that given two inputs x # y for a permutation p one
gets two outputs p(z) and p(y) with p(x) # p(y). Also related is the attack on
“Ladder DES”, based on choosing ¢*23? distinct inputs for a 64-bit data channel
and checking if all the outputs are distinct [2].

When using “higher-order differentials” [9], one chooses a certain complete
set of plaintexts and, after some rounds of the cipher, predicts a key-independent
property with probability one. This resembles the current approach.

This paper shows that saturation attacks are a useful tool for ciphers which
are definitely not Square-like. We concentrate on the AES finalist Twofish [T5].
So far, the authors of Twofish published some preliminary cryptanalytic results
[16/6] themselves, a key separation property has been identified for Twofish [T3]
T418], and some observations on the generation of the Twofish S-Boxes and on
differential cryptanalysis have been made [10].

The motivation for this research has been twofold. First, even though Twofish
has not been chosen as the AES, it is (and probably will continue to be) used
in practice. E.g., recent versions of popular email encryption programs, namely
PGP and GnuPG [17], implement Twofish. Second, the study of saturation at-
tacks appears to be of independent interest in cryptanalysis.

1.1 Notation

<

We will use the notion of a “multiset” to describe a w-bit data channel. A
multiset with &k x 2% entries is “saturated” if every value in {0,1}" is found
exactly k times in the multiset. If k£ = 1, a saturated multiset is the set {0, 1}*.

In the context of this paper, a data channel is always 32 bits wide, and
we call a value in a data channel a “word”. We interchangeably view a word
T as a 32-bit string z = (w31,...,20) € {0,1}32 and as an unsigned integer
z = Y, x; * 2". The addition of values in a data channel is thus addition mod
232, We write “x<b” for the rotation of the word = by b bits to the left, and
“r>>b” for rotation to the right. E.g. (z<b)>>b = z for all  and b, and
(zs1,230,-..,21,20)<K]1 = (z30,...,%1, %0, T31). LSB(z) = 2 mod 2 denotes the
“least significant bit (LSB)” of x, and LSB'(z) = LSB(zdiv2) denotes the
2nd-least significant bit. Similarly, we define the “most significant bit (MSB)”:
MSB(z) = LSB(x<1). If the multiset M denotes a data channel, the bits at
the LSB-position of M are “balanced” if €, ,, LSB(m) = 0. It turns out to
be useful to also consider “semi-saturated” data channels. The multiset M is
semi-saturated if one bit of M is constant and each of the 23! remaining values
for M appears exactly 2k times in M.

2 A Description of Twofish

In this section, we describe the structure of Twofish. We omit many details,
concentrating on the properties of Twofish which are relevant for our attack.
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2.1 The Main Operations of Twofish
Twofish is based on the following operations:

Whitening. Decompose a 128-bit text block into words ay,...,as € {0,1}32.
The Twofish whitening operation is the XOR of four key words K, 5 €
{0,1}%2 to the words a;: b; := a; ® K;15 for j € {0,...,3}, see Figure[l

aop a a2 as
Ko+54<—|% QFiKué K2+54§|—5 %Bif(sw
bo b1 b2 b3

Fig. 1. The Twofish Whitening Operation.

Application of the round function. To compute the i-th round function Fj,
use a pair (a,b) € ({0,1}32)? as the input and and compute a pair (a’,b') =
F(a,b) € ({0,1}3%)2. The round function F; is defined by two round keys
Koiy 2 and Ko; 3 and two functions G, Gy : {0,1}32 — {0,1}?2, see Fig. 2

a = Gl(a) + Gg(b) + Kyiyo, and b= G1(a) + QGg(b) + Kojiys,

The functions G; and G5 are key-dependent, but do not depend on ¢. Given
the round function’s results a’ and b’, the remaining two words ¢, d € {0,1}32
come into play:

r:=(a ®c)>1, and y:=b & (dxl).

Except for the rotate operations, Twofish works like a Feistel cipher.

" "Round Function F;
a b

Fig. 2. The Application of the Twofish Round Function.

Our attack greatly depends on the functions G; and G5 to be permutations
over {0,1}32. Actually, Go(x) = G1(r<<8). Apart from that, the internal
structure of GG; and G5 is not relevant for us.

The swap. Replace (a,b,c,d) € ({0,1}3%)* by (c,d, a,b). See Figure Bl
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Fig. 3. The Twofish Swap.

2.2 The Basic Structure of Twofish

Twofish uses a 16-round Feistel structure with two additional one-bit rotates in
each round, pre-whitening before the first round and post-whitening after the
last round. Twofish works as follows:

1. Generate the key-dependent S-boxes, which define the functions G; and Gs.

2. Generate four subkey words Ky, ... K3 € {0,1}32 for the pre-whitening, two
subkey words Ko; 9, Ko;43 for each round and another four subkey words
Ksg, - .., K39 for the post-whitening.

3. Given a plaintext block, do the pre-whitening.

4. For i:=1to 15 do: (a) Apply the round function F;.

(b) Do the swap.
. Apply the last round function Fig (no swap in the final round).
6. Do the post-whitening.

ot

The first two of the above steps constitute the “key schedule” described
below. Note that we can obviously generalise the Twofish structure to r rounds,
where the loop in step [l is iterated r — 1 times.

2.3 The Twofish Key Schedule

A Twofish key consists of 128, 192, or 256 bitl]: 2k words My, ..., Mo,_1 €
{0,1}32 with k € {2, 3,4}, organised as two vectors M, = (Mg, Ma, ..., Map_2)
and M, = (M3, Ms, ..., Msp_1). A third vector S = (Sp, S1,...,Sk—1) is derived
from M, and M, by using techniques from the theory of Reed-Solomon codes.
Given any two of the three vectors M., M, and S, the third one is easy to find.

With these three vectors, the “three halves of a Twofish key”, we can do the
first two steps of the structure described above:

1. The vector S determines the internal S-boxes and thus the functions G; and
Gs. S is a k-word vector, while the key consists of 2k words or 64k bit.
2. The 40 subkey words Ky, ..., K39 are defined by using functions h, and h,
and by doing 20 “subkey generation” steps (j € {0,...,19}):
Aj = he(j,Me); KQj = Aj +BJ,
Bj = ho(j,Mo); K2j+1 = (A] + 2Bj)<<<9

! These are the three generic key lengths of Twofish. Other keys of less than 256 bit
are padded to the next generic length by appending zeros.
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3 Distinguishers for Twofish

Given a well-chosen set of plaintexts, we describe how to distinguish reduced-
round versions of Twofish from random permutations.

3.1 A Four-Round Distinguisher
Consider 232 plaintexts (ag, a1, 4, a3), where ag, a1, and oz are three arbitrary
32-bit constants and A is the set of all 232 words. The pre-whitening changes
this set of texts to (o, 01, A, B3) with new constants (;.

Given this set of texts as the input for the first round, the input for the
round function F} is constant: (8o, 51). By (70,71) we denote the output of Fy,
which then generates the texts (8o, 81, 4, v3) with 3 = (f3<1) ®~;. (Note that
A ={a;} = {(a; ®v)>>1}.) The swap changes these texts to (A,~s, Bo, 51)-

In the second round, the 232 inputs for the round function are (A,~3). The
round function generates the pairs (b;, ¢;) with b; = G1(a;)+G2(v3)+Ks and ¢; =
G1(a;)+2G2(y3)+ K7 for a; € A. The sets B = {b;} and C = {¢;} are saturated,
just like A. Applying the round function here means XORing the constant 3y
to the values of B, followed by a rotation, and XORing ;<1 to C. Neither
operation changes the saturated sets B and C. We get 232 texts (4,73, B,C),
where A, B, and C are saturated. By the swap, we get texts (B, C, A,73).

The 232 inputs for the third round function are of the form (B,C) with
saturated B and C. Since both G; and G2 are permutations, G1(b;) # G1(b;) and
GQ(Ci) 75 GQ(C]‘) for bi, bj € B, ¢, cj € C, and ¢ 7é J. Let d; = Gl(bl)—FGg(Cl)‘i‘Kg
and e; = G1(b;) +2G2(c;) + Kg. The 232 outputs of the round function are of the
form (D, E), with the multisets D = {d;|0 < i < 232} and F = {e;|0 < i < 232}.
Neither D nor F is likely to be saturated. However, we are still able to observe
a weaker property: Since Y, cpbi = Y, co Ci = D g<ics @ = 2% mod 2°%:

Z dy = 281 4+ 231 1232 4« Kg = 0 (mod 2°%),
0<i<282

> e =2 42528 4 2% 5 Ko = 2% (mod 2%?),
0<i<232

thus >~ d; = > e; =0 (mod 2) — i.e., the LSBs of D and E are balanced.

Applying the round function means to evaluate 232 pairs (f;, g;) with f; =
fiI>1, fl = a; ® d;, and ¢g; = (73<]1) @ e;. Define the multisets F = {f;},
F' ={f!}, and G = {g;}. We observe: The bits at the LSB-positions of both F”
and G are balanced, and, due to the rotate, the bits at the MSB-position of F
are balanced. Hence, the third round generates 232 texts of the form (B, C, F, G),
which are then swapped to (F, G, B, C).

The multisets (F, G) of inputs for the fourth round function Fy are balanced.
We write (?,?) for the outputs. Applying Fy gives us 232 texts (F, G, ?,7). After
the swap, we get (?,?, F,G), where one bit in each F' and G is balanced.
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Figure U] describes graphically, how the distinguisher works. Having chosen
232 plaintexts, we can check the balancedness of the ciphertext bits at the two
positions determined by the MSB of F' and the LSB of G. Whatever the keys are,
four rounds of Twofish always pass this test — even the post-whitening cannot
destroy the balancedness. But a random permutation only passes this test with
about a 25% probability.

(cc%st)(cc%st) A (cgst)
VR

AX (cozst)

(const)(const) (const)

- ®
: *j
(const)(const) A (const)

®
— @
a.

>
(bal.) (1}1.)
-

Sizal

]
=

(const) (const)(const) (bal.) (bal.)
<

— @ —>
B B
(const) B (bal.) (bal.) ?
\KL' \/'/
ﬁ 3 (CO;}St) !/?( (bfa‘l.) (b(a}l.)

Fig. 4. The Four-Round Distinguisher from Section Bl

3.2 Another Four-Round Distinguisher

Our second distinguisher works quite similarly to the first one. We start with
232 plaintexts of the form (g, a1, s, A) with arbitrary constants a;. The pre-
whitening changes the constants and we get texts (8o, 51, 82, A). After the first
round, including the swap, these are (2, A4, Bo, 1)-

In the second round, the inputs to the round function are of the form
(72, A), where A = {0,1}3? is a saturated set and -y, is constant. The round
function generates the pairs (b;,¢;) with b; = Gi(y2) + Ga(a;) + K¢ and
¢i = Gi1(y2) + 2G2(a;) + K7 for a; € A. Now the set B = {b;} is saturated
like A, but the multiset C* = {¢;} isn’t. Instead, it is semi-saturated with a
constant LSB(¢;) = v* € {0,1} for all ¢; € C*: v* = LSB(G1(72)) & LSB(K7).
We apply the round function by adding some constants to the elements of B
and C*, and by then rotating the elements of B. The results are a saturated set
B and a semi-saturated set C*, as before. After the swap, we have texts of the
form (B, C*, 2, A).

In the third round the 232 inputs for the round function are of the form
(B,C*). Consider the round function’s outputs (d;,e;) with d; = Gy(b;) +
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Ga(c;) + Ks and e; = G1(b;) + 2Ga(c;) + Ky. Since B = {b;} is saturated,
so is {G1(b;)}, and especially

Z G1(b;) =0 (mod 2).

0<i<232

Since C* is semi-saturated, it has 23! different values, each repeated exactly
twice. The same holds for the 232 values Gz(c;) (with ¢; € C*), hence

Z GQ(CZ‘) =0 (HlOd 2)

0<i<232

Thus, both multisets D = {d;} and E = {e;} are balanced:

Z d; = ZGl +ZG2(ci)+232*KSEO(m0d2)

0<i<232

and

Z ZG1 +2*ZG2 )+ 2% % K9 =0 (mod 2).

0<i<232

By applying the round function and swapping, we get 232 texts of the form
(F,G, B,C*). The bits at the LSB-position of G are balanced, as are the bits at
the MSB-position of F' (due to the one-bit rotate). The fourth round makes this
(F,G,?,7), and if we do the swap we get texts of the form (7,7, F, G).

A random permutation passes the corresponding test only with a probability
of about 0.25.

3.3 An Extension to Five Rounds

Next, we show how to extend the distinguisher from Section to five rounds.
Let o an arbitrary 32-bit constant and ¢* an arbitrary 1-bit constant. We
choose all 2% plaintexts of the form («,a;,b;,cx), with ¢; div23t = ¢*. We
write (o, A, B,C%) for these 2% texts. Note that the multisets A and B are
saturated and the multiset C'" is semi-saturated. The pre-whitening changes the
constant « to 3, and the constant ¢* to v*, but leaves A and B saturated and
C7 semi-saturated with a constant MSB. We still have 2°° distinct input texts
(B, A, B,CT) for the first round.

Let (e, fi) = F1(B,a;) with a; € A. We can write ¢; = . + G2(a;) and
fi = By +2G2(a;), for some constants (., 5y. Hence the outputs of Fy consist
of pairs (E, F*) with saturated E and semi-saturated F*. Set §* = f; mod 2 for
the constant LSB of the values f; € F™.

For every value a; € A there are 2% pairs (b, c;) with a constant bit v* =
¢; div 23! = MSB(c;). We can fix any constants 72, v3 € {0, 1}32 with v3 mod 2 =
v* @ f* and find pairs (b;,¢;) in (B,CT) such that (e; @ b;)>>1 = v, and
fi ® (¢;<1) = ~3 holds for every a;. (Note that the MSB of ¢; is the LSB of
Ci<<<1.)
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Now the 2% input texts (3, A, B,CT) can be separated into 263 disjoint
groups of 232 texts, determined by the pair (72,73) of constants, such that after
applying the first round functions all texts in the same group are of the form
(8, A, v2,73). The swap changes these to (y2,7s, 3, A).

For each such group, applying the four-round distinguisher from Section [3.2]
would result in a set of 232 ciphertexts (?,?, F, ), where the ciphertext bits at
the LSB-position of G and at the MSB-position of F' are balanced. Now, we do
not know which ciphertexts belong into which group, but if these bits for each
group are balanced, then so are all 2% such bits. Five rounds of Twofish always
pass this test, while a random permutation passes it with about 25% probability.

The same technique can also be applied to the distinguisher from Section
Bl Here, we need 2% plaintexts of the form (o, A, B,C) with constant a. A
random permutation passes the corresponding test with about 25% probability.

3.4 An Extension to Six Rounds

To attack six rounds, we choose 227 plaintexts (a;, b;, ¢;, d;), (half of the code-
book (1)), where b; div23! = MSB(b;) is fixed to an arbitrary constant. Our
plaintexts are of the form (A, BT, C, D), where A, B, and D are saturated mul-
tisets, and BT is a semi-saturated one.

Our choice of plaintexts ensures that for each of the 263 left-side pairs (a;, b;),
all 264 right-side pairs (c;, d;) exist. Neither the pre-whitening nor the application
of the first round function change this property. By the swap we get 2'27 texts
(C,D, A, BT) as the input for the second round. For each 32-bit constant « we
get a group of 2% texts (o, D, A, BT). These are 232 disjoint groups which are
the kind of input we need for the 5-round distinguisher.

After six rounds of Twofish, we get 2'27 ciphertexts (?, ?, F, G) with balanced
bits at two positions. A random permutation does satisfy this with about 25%
probability.

3.5 Distinguishers: Summary

In Table [l we summarise the distinguishers we have found. We describe which
section the distinguisher was described in, the number r of Twofish rounds the
attack works for, the chosen plaintexts required (how they look like and how
many we need), and the probability for a random permutation to pass the test.
All tests are one-sided, i.e. r rounds of Twofish pass the test with probability 1.

4 Finding the Key

In modern cryptanalysis, one often uses a distinguisher for some rounds of a
product cipher to find the key: Guess some key bits for one or more additional
rounds and exploit the distinguishing property to falsify wrong key guesses. This
is what we do below, concentrating on using the six-round distinguisher.
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Table 1. Distinguishers for Twofish.

Section | Rounds Chosen Plaintexts Probability
r Form ‘ Number
m 4 (ao,Oq,A, 043) 232 25%
4 (Oto7 a1, 2, A) 232 25%
R 5 (a, A,B,CT) 295 25%
B3 5 (a, A, B,C) 296 25%
B4 6 (A,BT,C,D) 2127 25%

4.1 The Basic Technique

Consider seven rounds of Twofish. Let 2'27 plaintexts be chosen as required

for the six-round distinguisher. After six rounds (including the swap), we have
2127 text quadruples (a;, b;,c;, d;) of 32-bit words. We have two distinguishing
properties: the bits at the LSB-position of the words d; are balanced, and the bits
at the MSB-position of the ¢;-words are balanced. We start with concentrating
on the first distinguishing property.

The XOR over the 227 LSBs §; = d; mod 2 of d; is:

= P ds=o.

0<i<2127

After seven rounds, we have 2'27 ciphertext quadruples (w;,z;, s, 2;), and

we cannot count on balanced ciphertext bits. Note that the seventh round uses
the keys K16 and K77, and the post-whitening keys denoted by Kig, ..., Ko1.
Figure [ visualises the last round, including the post-whitening.

Fig. 5. The Seventh Round and the Post-Whitening.
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Rewrite 0; by 6; = 0ui @ (J5, ; * LSB(K17)) ® 05, D 9., & LSBl(KN) with

Sw.i = LSBY (G (w; ® K1)

5, ; = LSB(G1 (w; ® Kig)),
05,i = LSB(G2(z; @ K19)),

6. =LSB'(z;) ® LSB' (Ky).

The necessity to consider the 2nd-least significant bits LSB*(...) is due to
the last round’s one-bit rotate: LSB(d;) = LSB'(d;<<1). Note that the value
(d5,; * LSB(K17)) € {0,1} specifically deals with the carry bit generated at the
LSB position.

We can evaluate the bit §; by partial decryption. Since we are rather inter-
ested in the bit 6* = €, d;, we rewrite 6* by

0" =65 @ (65« LSB(K17)) ® 6% B 0%
with

6y = @ dui=EPLSB (GCi(wi ® Kis))),

0<i<2127 7

e = P e @ LSB(G1(w; ® K1g))),

0<i<2127

5t = @ b.i=EDLSB(Ga(w: ® Kio)),

0<i<2127

5= @ b..=EPASB (=) ®LSB' (K2)) @LSB z).

0<i<2127 i

Assume an adversary to know (or to have guessed) the S-boxes, i.e., to know
the functions G; and Go. Given 2'27 ciphertexts (w;, x;, v, 2;), We can compute
the bits 6%, 0::°, 0% and 6% independently.

For &% just count how often one of the 2'27 bits LSB*(z;) is one — §* is just
this number (modulo 2). Regarding % we just need to consider all words z;
which appear an odd time as a part of a ciphertext (wy,x;, Yk, 2k ). These are at
most 232 words z;. Given these and the key word K9 we just count mod 2 how
often LSB(Ga(x; ® K19)) is one. Computing 67, and 0*° can be done similarly.

4.2 Attacking Seven Rounds with Full Whitening

In this section we describe and analyse the seven-round attack. Consider the
following algorithm.

0. Choose 2'27 plaintexts as required for the six-round distinguisher. Ask for
the corresponding ciphertexts (w;, s, ¥i, 2i), 0 < i < 2127,

1. For all W € {0,1}3%: count (mod 2) the ciphertexts (W, x;,y;, 2;).

2. For all X € {0,1}%?: count (mod 2) the ciphertexts (w;, X, yi, 2;)-
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3. Evaluate 8% by counting the bits LSB'(2;) of the words z;.

Guess the key-dependent vector S, defining the functions G; and Gb.

5. Consider the 232 one-bit counters for ciphertexts (w;, X, y;, 2;). For every key
Kig € {0,1}3% evaluate 0. Write §%(K19) for the results.

6. Consider the 232 one-bit counters for ciphertexts (W, z;,y;, z;). For every
choice of K15 evaluate d;; and 6.:°. Write §; (K1s) and §;¢(Ks) for the results.

7. Check the subkey triple (LSB(K17), K18, K19) € {0,1} x {0,1}%2 x {0,1}?2,
It is is “valid for S” if and only if

e~

8, (K1s) @ (6, (K1s) * LSB(K17)) ® 6, (K19) = 67.

How expensive is this algorithm? Let K € {128,192,256} be the key size,
i.e. each of the “key halfs” M., M,, and S consists of K/64 € {2,3,4} words.
Obviously, we need 2'27 chosen plaintexts, half of the codebook. Each of the
steps [H3l requires 2127 very simple operations (incrementing a one-bit counter).
Step H requires to guess K/2 key bits. Each of the steps [BH1 is repeated 2%/2
times:

— Note that we can compute and store a table with 232 entries for the function
G1. Then for each key K9, step Bl requires an average of 23! very simple
operations (essentially table look-ups).

— Since Ga(x) = G1(x>>8), we can reuse the table for G; for the function Gs.
Then for Each key Kig, step Bl requires 2 * 232 very simple operations, on
the average.

Hence this algorithm requires about 3%2(5/2)+64 «ery simple” operations. Since

such an operation is much faster than a single Twofish encryption, the attack is
much faster than exhaustive key search for K > 128.

The algorithm allows us to filter out half of the keys. (I.e., about 50% of all
random permutations pass the test.) So a key finding attack based on the algo-
rithm has to exhaustively search the remaining half of the key space, requiring
an expected number of 25X =2 Twofish encryptions.

4.3 Attacking Eight Rounds without Post-whitening

The previous attack can be modified to work for eight rounds of Twofish with-
out post-whitening. Let the usual 2'%7 plaintext be chosen. After six rounds,
including the swap, we have 2127 quadruples (a;, b;, ¢;, d;) of 32 bit words, and

*=0= (P LSB(d).

0<i<2127

Applying the seven round functions changes these to (a;, b;, €;, f;), the swap to
(e, fisai,b;), and the last round to (e, fi, gi, hi). See Figure [B. Note that Kig
and K9 are no longer part of the post-whitening key, but constitute the round
key for round eight.

Set z; = G1(e;) +Ga(f;) and y; = G1(e;) +2G2(f;). For every key-dependent
k-word vector S we know a mapping from the 264 pairs (e;, f;) to the pairs
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Fig. 6. Round Seven and Eight Without Post-Whitening.

(wi,9i). So we can virtually blow up the 2127 ciphertext quadruples (e;, fi, gi, hs)

to six-tuples (e;, fi, x4, Yi, gi, hi). Computing the mapping requires about the
time of 2% one-round decryptions.

The attack on eight rounds of Twofish works quite similarly to the previous
attack. We decompose o* into key-dependent bits ¢ (K1), 0:°(K1s), 65 (K19)
and 5 with

Su(K1s) = @D (LSB' (G1(a:))) = €D (LSBY(G1((wi + K1) @ (9:<<1)))) ,

0,5 (Kis) = @ (LSB(G1(a))) = @ (LSB(G1((z; + Kis) @ (9:<1))))

05 (K19) = € (LSB(Ga(b:)) = @D (LSB(Ga(((yi + K10) & hi)3>1))),

i i

and 0} = P (LSB'(£,)) .

3

As above, a subkey triple (LSB(K17), K1s, K19) € {0,1} x {0,1}3? x {0,1}3?
is “valid for S” if and only if

6Z(K18) D ((SZC(Klg) * LSB(K17)) D 6Z(K19) = 6;
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The basic idea for the attack is to run a filtering algorithm to sort out 50%
of the keys, and then to exhaustively search the remaining half of the keys. First
we guess the key-dependent vector S, defining G; and G5. When G and G» are
known, computing d; (K1) takes roughly 264 very simple steps for each key K.
Similarly, computing 6,(K1s) and §7¢(K1s) takes roughly 264 very simple steps
for each key Kis. The filtering is significantly faster than exhaustive key search
for K > 192, key finding using this attack takes the equivalent of about 22
encryptions and hence is twice as fast as exhaustively searching the entire key
space.

4.4 An Improvement for 256-Bit Keys

Reconsider seven rounds of Twofish and 2'?7 plaintexts chosen as before, as
described in SectionE:2land Figure Bl So far, we only have used one distinguishing
property: the bits at the LSB-position of the words d; are balanced. Thus we
could filter out half of the keys. Using the second property too, we can filter out
75 % of the keys: the bits at the MSB-position of the ¢;-words are balanced.

Set U; = Gl(wz D KlS) + GQ(Il D Klg) and Vi = Uu; D K16. Then Cc; =
v; @ ((ys ® K20)>>1). The bits at the MSB-position of ¢; are balanced, i,e.,

MSB(c;) =0 <= P MSBw)= @ MSBri<l).

0<i<2127 0<4<2127 0<i<2127
Consider running the following algorithm:

Choose 2'%7 plaintexts as before and ask for the ciphertexts (w;, s, ¥i, 2i).
For all (W, X) € ({0,1}??)2: count (mod 232) the ciphertexts (W, X, y;, 2;).
Evaluate d;* by counting the bits MSB(y;<<1)
Guess the key-dependent vector S, defining the functions G; and Gs.
For each of the 264 key pairs (K15, K19), and every u; € {0,1}3%:
Use the 254 counters from Step [[lto compute counters cnt|u;, Kig, K1
for the values u; = Gy (w; B Kig) + Ga(x; & Kig).
5. For each of the 232 keys K14, compute

W o

0y (K, Kig, Kag) = @MSB((W + K1) * entlug, Kig, Kig]).

6. The triple (Kig, K18, K19) € ({0,1}32)3 is “good for S” if and only if
6y (Kis, Kis, Ka20) = 0,".

Similar to Section @2, the above algorithm requires 2'2” chosen plaintexts,
and each of the steps [[HZ requires 2'27 very simple operations (incrementing a
32-bit counter). Step @l requires to guess K /2 key bits, and both the steps[d and
Bl are repeated 2%/2 times. Step Bl deals with 264 counters and 2 key words, and
step Bl deals with 232 values u; and 3 key words. Hence, both steps require 228
very simple operations.
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The entire algorithm requires about 2 % 2(K/2)+64+64 — 9(K/2)+129  a@0py,
simple” operations and is clearly faster than exhaustive key search for K > 256.

The same technique works for the attack on eight rounds of Twofish without
post-whitening, too. So for K = 256 a key finding attack based on checking
subkeys being both wvalid and good requires computation time equivalent to about
253 Twofish encryptions.

4.5 Finding the Key: Summary

In Table 2] we summarise our key finding attacks and compare them with
exhaustive key search. Note that the running time depends on the number
K € {128,192,256} of key bits, and we use one encryption as unit of time.

Table 2. Key Finding Attacks for Twofish.

Attack Plaintexts | Rounds Key Whitening | Running
Bits Pre- ‘ Post- Time
Section 2127 chosen 7 K > 128 | yes | yes 2K =2
Section @2 / B4l | 27 chosen 7 K =256 | yes | yes oK=3
Section 2127 chosen 8 K >192 | yes no oK=2
Section @3 / B4l | 2™ chosen 8 K =256 | yes no 2K=3
l ex. key search ‘ ~ 3 known any any ‘ any ‘ any ‘ oK1

Note that our attacks are only 2-4 times faster than exhaustive key search,
because we filter out 50 % or 75 % of the keys. The overwhelming part of the
running time is needed to exhaustively search the remaining key space. Improved
distinguishers for six rounds of Twofish, filtering out more keys, could speed up
our attacks. Finding such improved distinguishers remains an open problem.

5 Conclusion

At present, this paper describes the best known attack on the AES finalist
Twofish. We can break up to 8 rounds of Twofish with one-sided whitening
faster than exhaustively searching the key would require, though our attacks are
only 24 times faster than exhausive key search. Since Twofish is a 16-round
cipher with twosided whitening, we are able to penetrate exactly one half of
Twofish. This still leaves Twofish with a reasonable security margin. An inter-
esting side-note is that the one-bit rotates in Twofish appear to be useful — a
variant of without the rotates would allow some enhancement of our attacks.

Also, the paper demonstrates the usefulness of saturation attacks for attack-
ing ciphers which are not square-like. It would be interesting to use saturation
techniques to attack other cryptographic primitives.
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Abstract. Serpent is one of the 5 AES finalists. In this paper we present
a 9-round linear approximation for Serpent with probability of 1/2+27°2.
We use it to attack 10-round Serpent with all key lengths with data com-
plexity of 2118 and running time of 2%°. A variant of this approximation
is used in the first attack against an 11-round Serpent with 192-bit and
256-bit keys, which require the same amount of data and 2'®7 running
time.

1 Introduction

Serpent [1] is a block cipher which was suggested as a candidate for the Advanced
Encryption Standard (AES) [9], and was selected to be among the five finalists.

In [5] a modified variant of Serpent in which the linear transformation was
modified into a permutation was analyzed. The permutation allows one active S
box to activate only one S box in the consecutive round, a property that cannot
occur in Serpent. Thus, it is not surprising that this variant is much weaker than
Serpent, and that it can be attacked with up to 35 rounds.

In [7] the 256-bit variant of Serpent up to 9 rounds is attacked using an
amplified boomerang attack. The attack is based on building a 7-round distin-
guisher for Serpent, and using it for attacking up to 9 rounds. The distinguisher
is built using the amplified boomerang technique. It uses a 4-round differential
characteristics in rounds 14, and a 3-round characteristic in rounds 5-7.

In [4] 10-round Serpent with 256-bit keys was analyzed using the rectangle
attack. Also the best known 3-round, 4-round, 5-round and 6-round differential
characteristics of Serpent have been presented.

In this paper we present the best known linear approximation of Serpent
of 9 rounds which has a probability of 1/2 + 2752. We use a variant of this
approximation (with bias of 2758 in order to attack 10-round Serpent with all key
lengths with data complexity of 2''® and running time of 289 memory accesses.

* This work was supported by the European Union fund IST-1999-12324 — NESSIE

M. Matsui (Ed.): FSE 2001, LNCS 2355, pp. 1627 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Using another variant of this approximation allows us to attack up to 11-round
Serpent with 192-bit and 256-bit keys, using the same amount of data and which
requires time equivalent to 2'87 11-round Serpent encryptions.

The paper is organized as follows: In Section 2] we give the description of
Serpent. In Section Blwe present the 9-round linear approximation of Serpent. In
Section @l we describe the search methodology we used to find the approximation.
In Section [B] we present the linear attack on 10-round Serpent with all possible
key lengths. In Section Bl we present the linear attack on 11-round Serpent with
256-bit keys. Section [7l summarizes the paper.

2 A Description of Serpent

Serpent [I] is a SP-network block cipher with block size of 128 bits and 0-256
bit keys. It is composed of alternating layers of key mixing, S boxes and linear
transformation. We deal only with the equivalent bitsliced description.

The key scheduling algorithm of serpent accepts 128-bit, 192-bit and 256-bit
keys. Keys shorter than 256 bits are padded by 1 followed by as many 0’s needed
to have a total length of 256 bits. The key is then used to derive 33 subkeys of
128 bits.

We use the notations of [1]. Each intermediate value of round 4 is denoted
by B; (a 128-bit value). The 32 rounds are numbered 0-31. Each B; is treated
as four 32-bit words Xy, X1, X3, X3, where bit j of X; is bit 4 %7 + j of the 128
bit value B; (i.e., bit j of X3,..., Xp is the j’th nibble, with the bit from X3 as
the most significant bit).

Serpent has a set of eight 4-bit to 4-bit S boxes. Each round function R;
(i € {0,...,31}) uses a single S box 32 times in parallel. For example, Ry uses
So, 32 copies of which are applied in parallel. Each S box permute nibble, i.e.,
for 0 < j < 31 we take the j’th bit of X3, ..., Xo and return the value according
to the S box.

The set of eight S-boxes is used four times. In round ¢ we use S; moq s, i-€-,
Sp is used in round 0, etc. The last round (round 31) is slightly different from
the others: apply S7 on By @ K31, and XOR the result with K3, rather than
applying the linear transformation.

The cipher may be formally described by the following equations:

BO =P
Biy1:= Ri(B))
C .= é32

where
Ri(X) = LT(S(X ® K;)) i=0,...,30
Ri(X)=8(XaK)® Ky i=31
where S'Z is the application of the S-box S; moq g 32 times in parallel, and LT is
the linear transformation.
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The linear transformation: The 32 bits in each of the output words are linearly
mixed by

Xo, X1, X2, X3 1= Si(B: ® K;)
Xg = Xp <<< 13
X9 =Xy <<« 3
X1 :=X10 X Xo
X3 =X30XoP (X() << 3)
X=X <1
X3 = X3 <<« 7
Xo:=Xo® X1 X3
Xo=Xo®d X5 (X1 <<7)
Xp:= Xy <<<5
Xo = Xo <<< 22
Bit1 = Xo, X1, X2, X3

where <<< denotes rotation, and << denotes shift.

In the last round, this linear transformation is replaced by an additional key
mixing: 332 = 57(831 %) Kgl) D Kgg.

3 A 9-Round Linear Approximation

We adopt the representation similar to the differential characteristics as in [6l/4],
and add more data to the figures. In our representation, the rows are the bitsliced
32-bit words, and each column is the input to a different S box. The first line
represents X, the last line represents X3, and the rightmost column represents
the least significant bit of the words. A thin arrow represents an approximation
with probability % + % for the specific S box (given the input parity, the output
parity is achieved with probability % + %), and a fat arrow stands for probability
% + i. If the bit is taken into consideration of the parity, the box related to it is
filled. Example for our notation can be found in Figure [Il in which in the first
S box (related to bits 0) the parity of 1 equals to the parity of 3 in the output
with probability 1/24+1/4 (1/4 or 3/4), and in S box 30 the parity of the input
3 causes an output parity of 1 with probability 1/2 +1/8 (3/8 or 5/8).

This 9-round linear approximation has a probability of 1/2 + 2752, in round

3 (or 11 or 19 or any other round using S3) the following approximation holds
with bias of 27!1:
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Fig. 1. Linear Approximation Representation Example
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S¢ T p=1/2-2"

H

After the linear transformation, and the application of S; we get the following
linear approximation with bias of 27°:

s, l p=1/2-2"

After the linear transformation, and the application of Sy we get the following
linear approximation with bias of 276:

S, l P=1/2+2"°

After the linear transformation, and the application of S; we get the following
linear approximation with bias of 277:

p=1/2-2"

ok

After the linear transformation, and the application of Sy we get the following
linear approximation with bias of 276:
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S, + p=1/2-2°
o = o N

After the linear transformation, and the application of S3 we get the following
linear approximation with bias of 278:

H

-8
S, + + + P=1/2+2
. #
I N [ ]

The total bias of the approximation is therefore 28 . 2711 .279.275.2-3.
275.276.277.976.978 = 9752,

We can play with the input subsets and output subsets. There are 2'° possible
input biases (all with the same bias, half of them has probability of 1/2 + 2711
and half with probability 1/2 — 27!!) and 27 output subsets with the same
bias. Thus, receiving 2'7 possible approximations with the same bias. 2'6 have
probability 1/2 4+ 2752 and the other 2'¢ have probability 1/2 — 2752,

These approximations can also be rotated by one or two bits to the left,

due to the nature of the linear transformation. Thus, we have in total 3 - 2!7
approximations.

4 Search Methodology

We have searched for the the linear characteristic in the following way:

— We searched over all one bit inputs to the linear transformation and looked
for the cases where the minimal number of S boxes are affected in the next
round.

— We searched over all one bit outputs from the linear transformation and
looked for the cases where the minimal number of S boxes are affected in
the previous round.

— We observed that knowing a least significant bit of a nibble (bit which is in
X)) in the entrance to the linear transformation, affects 2 to 3 S boxes in
the next round.

— We observed that knowing a most significant bit of a nibble (bit which is in
X3) in the exit from the linear transformation, affects 2 to 3 S boxes in the
previous round.



22 E. Biham, O. Dunkelman, and N. Keller

— For S box 7, 8 and 9 (out of the parallel 32), the input has only two active
S boxes in the round before, and the output cause only two active S boxes
in the next round. Thus, we found a 3-round approximation with 5 active S
boxes.

— We tried to add more rounds to the approximation, using the fact that when
we go backward to the previous round, it is better to take subsets of bits
from X; and X3, and while going forward it is better to take subsets of bits
from Xy and Xs.

— By iteratively adding rounds in the beginning and in the end of the approx-
imation we have found a 9-round approximation.

The approximations’ details we found in the way on fewer rounds are given in
Table[dl The approximations themselves can be easily derived from the 9-round
approximation by removing the unnecessary rounds, and making the edge rounds
(first and last round) of the approximation with maximal bias. From this table
it becomes clear that the authors of Serpent made a mistake in their claimed
bounds, as the biases found here are 4-8 times higher than the bounds in [IJ.
However, this mistake does not affect the security claims for the whole cipher,
as there is a huge distance between a 9-round approximation and attacking 32
rounds, or even 16 rounds of Serpent.

Table 1. Linear Approximations for Serpent

Number of Starting Number of Bias
Rounds from Active S boxes

3 Ss 5 2~ 7
4 Ss 8 2-12
5 Ss 12 218
6 S 17 272
6 Ss 17 272
7 S 22 2732
8 Sy 29 2739
9 S 39 2752

5 Attacking 10-Round Serpent

We can attack 10-round Serpent (in rounds 3-12) using a 9-round linear approx-
imation (in rounds 3-11), which is similar to the one presented in Section 3, be-
sides the last round of the approximation (round 11) which is shown in Figure
This replacement gives us a linear approximation with probability of 1/2 — 2758
(instead of 1/2 + 27°2), but we reduce by 12 the number of active S boxes in
round 12, as this last round activates only 11 S boxes in round 12 instead of 23
in the original approximation.
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Fig. 2. Last Round of the 9-round Linear Approximation used in the Attack
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The basic algorithm of the attack is based on the basic M2 algorithm [g].
Given 218 plaintexts perform the following algorithm:
— Initialize array of 2% counters (counters must be at least 118 bits long).
— For each of the 44-bit subkey value of the 11 S boxes in the last round:

e Decrypt each ciphertext using the subkey value in the 11 S boxes in the
last round.

e Calculate the input subset parity and the output subset parity required
by the approximation, and calculate the XOR of two. If the XOR value is
zero increase the counter related to the subkey by 1, otherwise decrease
by 1.

— look over the counters, and choose the one with the maximal absolute value.

It is expected that the maximal deviation would be suggested for the right
subkey. Moreover, we can take into consideration several subkeys with the highest
Absolute values, and increase the success rate (on the expense of running time).

We can use other approximations involving as few as possible S boxes with
unknown subkeys (there are many such approximations, even with one new S
box), and receive additional bits of subkey material. This way one can find as
many as 112 bits of the last round subkey. We now decrypt one round (guessing
16 bits from the last round subkey) and perform attack on 9-round Serpent
(which is much faster than attacking 10-round Serpent). Due to time complexity
this attack is applicable only on the 192-bit and 256-bit keys variants.

The time complexity for this algorithm is the time needed to decrypt 11 S
boxes (out of 320) under 244 keys for 21! ciphertexts. Thus, the time complexity
is 2118.244.11/320 ~ 21°7-14 10-round Serpent encryptions, with data complexity
of 2118 plaintexts, and memory of 2** counters.

Note that for each ciphertext we look only on 44 bits, and decrypt many
times the same value under the same key. These give rise to a better algorithm:

— Initialize array of 2%° counters (counters must be at least 118 bits long).

— For each plaintext P calculate the input subset parity, and advance the
counter which is related to the parity and the 44 bits from the output of 11
S boxes in the last round.

— Initialize array of 2% counters (counters must be at least 118 bits long).
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— For each value of the subkey do the following:

e Decrypt each possible 44 bits (of ciphertext) and calculate the output
subset parity. Increase/decrease the related counter related to subkey
according the XOR of the parities (the parity from the first table, and the
calculated parity) by the number of plaintext/ciphertext pairs satisfying
the parity and the 44 bits of ciphertext.

— look over the counters, and choose the one with the maximal absolute value.

This way, each 44-bit ciphertext value is decrypted only twice under each
subkey, and we note that the variant of the algorithm which uses only one de-
cryption is trivial.

Thus, the time complexity of the attack is the time required to perform
245 . 24 = 289 decryptions of 11 S boxes (as the first step is just counting the
number of occurrences of a bit string), which is equivalent to 289-11/320 = 284-13
10-round Serpent encryptions. Again we can use other approximations (there are
another 15 approximations with 11 active S boxes in the last round), and again
retrieve 112 bits from the last round subkey. For 128-bit keys we can now just
guess the remaining 16 bits, and for longer keys we just guess those 16 bits, and
decrypt one round to attack 9-round Serpent.

We can also use other linear approximations. There is a linear approxima-
tion with bias 2757, with only 12 active S boxes in the last round. Using this
approximation instead, would result in 2''6 plaintexts needed, with 2%° coun-
ters, and 249 - 248 = 297 times we decrypt 12 S boxes, which is equivalent to
297.12/320 = 29226 10-round Serpent encryptions.

For 192-bit and 256-bit keys we can use the original 9-round linear approxi-
mation, counting on 23 S boxes and reducing the required plaintexts to 2'°¢. The
memory complexity would be in such a case 23 counters, and the time needed
is equivalent to 293 - 292 = 2185 times decrypting 23 S boxes.

6 Attacking 11-Round 256-Bit Key Serpent

We can attack 11-round Serpent (in rounds 2-12) using a 9-round linear approx-
imation (in rounds 3-11), which is similar to the one presented in Section [{ (the
modified approximation with probability 1/2 + 2758), besides the first round
which is shown in Figure Bl This replacement gives us approximation with bias
of 2758 and we reduce by 5 the number of active S boxes in round 2, as this first
round of the approximation has only 24 active S boxes in round 2 (instead of 29
in the original approximation) and 11 active S boxes in the last round (instead
of 23 in the original approximation).

The basic algorithm in this attack is quite similar to the algorithm from
Section Bl Given 2'® plaintexts:

— Initialize array of 244196 = 2140

long).
— For each of the 44-bit subkey value in the 11 S boxes in the last round and
96-bit subkey value in the 24 S boxes in the first round:

counters (counters must be at least 118 bits
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Fig. 3. First Round of the 9-round Linear Approximation used in the 11-round Attack

e Decrypt each ciphertext through the 11 S boxes in round 12.

e Encrypt each plaintext through the 24 S boxes in round 2.

e (Calculate the input subset parity and the output subset parity required
by the approximation, and calculate the XOR of two. If the XOR value is
zero increase the counter related to the subkey by 1, otherwise decrease
by 1.

— look over the counters, and choose the one with the maximal absolute value.

The time complexity for this algorithm would therefore be the time needed
to encrypt/decrypt 35 S boxes (out of 352) under 2'40 keys for 2''® plain-
texts/ciphertexts. Thus, the time complexity is 2118 . 2140 . 35/352 ~ 2255 11-
round Serpent encryptions, with data complexity of 2'® plaintexts, and memory
needed for 20 counters. As one can see this attack is marginally faster than
exhaustive search.

We can also use the better algorithm from the previous section. This time we
will count according the 96 bits from the plaintext, and take the output subset
parity. However, in order to perform the attack, we need to know the parity
itself, which we do not know due to the additional round. The solution would be
to try for each of the 244 possible subkeys of the last round the improved attack.
The algorithm we receive is as follows:

— Initialize array of 2% entries (with entry size of 96+118=214 bits at least)
— For each 44-bit subkey of the last round:
e decrypt all ciphertext under the subkey, and calculate the output subset
parity.
o Initialize array of 2”7 counters (counters must be at least 118 bits long).
e For each plaintext P advance the counter which is related to the output
subset parity and the 96 bits from the 24 S boxes.
e Initialize array of 29 counters (counters must be at least 118 bits long).
e For each value of the subkey encrypt each possible 96 bits (of plaintext)
and calculate the output subset parity. Increase/decrease the related
counter related to subkey according the XOR of the parities (the parity
from the first table, and the calculated parity) by the number of plain-
text/ciphertext pairs satisfying the parity and the 96 bits of plaintext.

297
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e look over the counters, and choose the one with the maximal absolute
value.
e Keep this 96-bit subkey value for this subkey with the value of the
counter in the smaller table.
— Run over the smaller table and look for the entry with the maximal absolute
value. The 44-bit subkey related to it, and the 96-bit subkey value stored in
the entry has a good chance of being the right ones.

The time complexity for the attack is the time needed to decrypt 2% ci-
phertexts 11 S boxes under 244 possible subkeys, and for each subkey to run an
internal loop which requires 26 - 297 = 2193 times encrypting 24 S boxes. Thus,
the total running time is 244 . (2118 . 11/352 + 2197) = 2241,

Table 2. Known Attacks on Serpent

Rounds Key Size Complexity Source
Data Time Memory
7 256 277 2% 275 6] - Section 3.5
all 285 286 MA 252 5] - Section 3
8 192 & 256 2™ 21%° 2" [6] - Section 4.2
(§)

256 285 9214 MA 285
9 256 2110 2252 2212
10 256 2126.4 2208 21314
256 21264 92048 91955 5] _ Qection 4.1
all o8 9891 A 2% This paper
192 & 256 2'06 2185 296 This paper
11 192 & 256 218 2187 2193 This paper

!
%
192 & 256 2110 2175 215
[
[
!
[

MA - Memory Accesses

However, the heavy internal loop (for each of the 2°7 possible entries and for

each 96-bit subkey) can be done only once, and by keeping the result in a large
table we reduce the time for each iteration of the external loop to just copy the
values in the right place.

Using this better algorithm would require to run once the internal loop (in
the cost of 2192 times encrypting 24 S boxes, and for each of the 244 last round
subkeys to decrypt 28 ciphertext under 11 S boxes, and than access 2?6 cells in
the precomputed table. Thus, the total running time of the attack is equivalent
to 2192.24/352 244 . (2118 .11/352 + 296) = 2187 11-round Serpent encryptions.
The memory needed for this attack is 219 entries (containing one bit - the input
subset parity).

We conclude that this attack is better than exhaustive search for 192-bit and
256-bit keys.
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7  Summary

In this paper we performed the first linear cryptanalysis of Serpent, we presented
the best known 9-round linear approximation for Serpent with probability 1/2+
2752 and explained our search method.

Using the approximations we have found, we have attacked 10-round Serpent
with all bit lengths with time complexity 28413 and 2''® known plaintexts. We
have also presented an attack on 11-round Serpent with 192-bit and 256-bit keys
with time complexity of 2'87 11-round Serpent encryptions, with the same data
complexity (21'%) and 2!93 memory cells (of one bit).
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Abstract. The Mercy block cipher is examined, and a differential attack
is shown. Using this differential, a method of distinguishing the cipher
from a random permutation is given.

1 Introduction

Mercy is a block cipher that was presented at Fast Software Encryption 2000
[1], and was designed by Paul Crowley. It has a block size of 4096 bits, 128
bits of spic7 and a variable sized key. It was specifically designed for bulk disk
encryption, where each disk block would be encrypted separately, and with the
sector index used as the spice. An explicit design goal was that any procedure
for distinguishing Mercy encryption using a 128 bit key from a sequence of 2'28
random permutations should show no more bias toward correctness than a key
guessing attack with the same work factor.

We show that this design goal is not achieved, by using a differential to
distinguish the cipher from randomness with 227 chosen plaintexts. In addition,
we describe how to rederive some of the hidden whitening bits. Further, we
analyze why Mercy was vulnerable to this attack.

This paper is structured as follows. In Section [2] the Mercy block cipher is
described. Section [ describes the differential, and section M shows how this dif-
ferential can be used to attack the cipher. Section Bl summarizes our conclusions.

2 Description of Mercy

Mercy is a Feistel network with 6 rounds, and partial pre- and post-whitening.
The key is used to derive a substitution tabld] T : {0,1}® — {0,1}?2. The T
function is used to define a function M : {0,1}32 — {0,1}32, as shown on Figure

! Spice is a parameter to the cipher, designed to be known to the attacker. It is
intended to allow the user to modify the actual permutation implemented by the
block cipher, possibly on a per-block basis, without forcing a full rekey

2 Tt actually derives affine transformations that is used along with a fixed table N :
{0,1}® — {0,1}® to expand the T substitution table, but this is irrelevant to this
attack.

M. Matsui (Ed.): FSE 2001, LNCS 2355, pp. 28-[36, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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18. The important point for this attack is that, as long as the most significant
8 bits have zero differential, M preserves any differential in the remaining bits
with probability 1, shifting that differential over 8 bits.

]

Fig. 1. Operation M, with each line standing for 8 bits.

The M function is used, along with an exclusive-or and two additions modulo
232 to define the function @ : {0,1}'2% x {0,1}3? — {0,1}'%¥ x {0, 1}3?, as shown
on Figure 2.

=

T

Fig. 2. Operation Q, with each line standing for 32 bits.

The Q function is used to define the function F : {0,1}29® x {0,1}1%® —
{0,1}2948 " as shown on Figure 3.

The F function is then used as the round function of a six round Feistel
network, along with partial pre- and post-whitening, as shown in Figure 4.

There are no attacks on Mercy previous to this attack described in the open
literature.

3 Note that the format of this diagram differs from the diagram in [I] in that the least
significant octet on the right.
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Fig. 3. Operation F, with each line standing for 32 bits.
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Fig. 4. Mercy, with each line standing for 2048 bits, except for the lines carrying spice,
which are 128 bits.

3 Description of the Differential

The first thing to note about this structure is in the F function (Figure 3). If
we assume that the last 8 32 bit words of the input halfblock and the spice have
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zero differential, then the effect of an input differentiafl] in a particular input
word can be characterized by a differential in the corresponding output word,
and a differential in the 128 descending bits output by that Q box. Normally, a
differential in the 128 descending bits would avalanche throughout the remainder
of the block. However, what is possible is if several consecutive input words have
nonzero differentials, then the descending lines immediately afterwards may have
zero differential. If the rest of the input block also has zero differential, that
means that the sole effect of that input differential would be an output differential
in the corresponding output words.

The second thing to note about Mercy is that, within the Q function, only
8 bits are presented to a key-dependent sbox. All other operations within the Q
function are either linear or near linear. Hence, if we arrange things so that the
input to the key-dependent sbox always has zero differential, we have a realistic
prospect of having a high probability differential.

Figure 5 has the simplest example of such a differential (which is not a differ-
ential used in the attack — the differentials actually used are approximately twice
as long). A specific difference comes in from the input half-block, flows through
the Q boxes as indicated, outputs a specific differential to the output half-block,
and leaves the descending bits to the next Q box with a zero differential. The
differentials that come in from the input halfblock have been carefully chosen to
cancel out the effects of the differentials within the Q box itself before they can
avalanche. This is how these types of differentials work.

Also note that this is not a probability 1 differential: in three of the additions
(marked by *), we need to assume that the carry between bitf] 23 and 24 has
zero differential, and thus the addition treats the differential exactly the same as
an exclusive-or would. Assuming that the actual values of the bits are effectively
random (which we will assume), this holds with probability approximatelyﬁ 0.5,
and so this differential holds with probability 273. The unmarked additions with
differential inputs work only with differentials in bit 31. Because the addition
ignores the carry from bit 31, addition always treats that differential exactly the
same as exclusive-or would.

We also note that the exact place within the halfblocks where the differential
occurs doesn’t matter. As long as the last 8 32-bit words have zero differential
(required because those words are fed into the beginning of the Q stack), the
attacker can place the differentials where convenient.

Of course, we need to do more than have a differential for a single round. We
need to set up differentials so that it leaves the cipher in a state where the next
round differential is also bounded. We need this to occur for at least 4 rounds, for
reasons that will be discussed below. It turns out that we can actually manage
5 rounds.

4 All differentials considered within this paper are bitwise differentials.

5 This paper will use the convention that the least significant bit in a word is labeled
as bit 0.

5 Because the carry is biased slightly towards zero, the probability is slightly higher.
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Output Input
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Fig.5. An example differential within 5 Q boxes contained within the F function.
Boldened lines contain a nonzero differential, and the input and output lines are labeled
with the exact differential values.

We will use the abbreviated format for differentials where a single character
corresponds to an entire octet, and a 0 stands for a zero differential, and an X
stands for a differential in the seventh bit of the octet. Hence, a differential of
00008000 (in hexadecimal) in a word would be abbreviated as 00X0. We will
also list differentials only in the area that the attacker selects for the differential
to occur. All other regions of the halfblocks always have zero differential.
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Then, let us consider the following differential in the corresponding sections
in the plaintext half-blocks, and where the spice has zero differential:

Left: X0X0 0000 X000 0000 0000 0000 00X0 0000 X0XO0
Right: 0X00 X000 0000 0X00 0000 X000 0000 0X00 0X00

This differential goes through the pre-whitening without effect. Then, the right
halfblock is presented to the F function. This differential is similar to the exam-
ple differential given above, except that the single bit difference cycles through
the 4 internal lines twice. This differential holds with probability 2% and pro-
duces this differential on the F output:

X000 0000 0000 0000 0000 0000 0000 0000 X000

Exclusive-oring that into the the left half-block, and swapping half-blocks gives
as output of round 1 the following differential:

Left: 0X00 X000 0000 0X00 0000 X000 0000 0X00 0X00
Right: 00X0 0000 X000 0000 0000 0000 00X0 0000 00X0

The right halfblock is presented to the F function, and is somewhat more com-
plex. This differential holds with probability 27! and produces this differential
on the F output:

0X00 X000 0000 0X00 0000 X000 0000 0X00 0X00

It turns out that this differential is the same as the differential in the left half-
block, and so, after exclusive-oring and swapping half-blocks, we get the following
differential after two rounds:

Left: 00X0 0000 X000 0000 0000 0000 00X0 0000 00X0
Right: 0000 0000 0000 0000 0000 0000 0000 0000 0000

This is the trivial one-round differential, and so with probability 1, this produces
a zero differential on the F output, and after swapping half-blocks, we get the
following differential after round 3:

Left: 0000 0000 0000 0000 0000 0000 0000 0000 0000
Right: 00X0 0000 X000 0000 0000 0000 00X0 0000 00X0

The right halfblock differential is exactly the same as in round 2, and hence it,
with probability 271! produces the same differential on the F output, and after
the exclusive-or, and swapping half-blocks, we get the differential after round 4:

Left: 00X0 0000 X000 0000 0000 0000 00X0 0000 00XO0
Right: 0X00 X000 0000 0X00 0000 X000 0000 0X00 0X00

As we will show below, a four round differential is sufficient for use as a dis-
tinguisher, and we have demonstrated one at total probability 2~ (4+11+0+11) —
2726, However, if we do need another round, we can continue. The right half-
block differential is identical to the differential in round 1, and so with probability
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274 produces the same differential on the F output, and after the exclusive-or,
and swapping half-blocks, we get the differential after round 5:

Left: 0X00 X000 0000 0X00 0000 X000 0000 0X00 0X00
Right: X0X0 0000 X000 0000 0000 0000 00X0 0000 X0X0

This 5 round differential holds with a probability 2~ (4+11+0+11+4) — 9-30

Note that the characteristic formed from this differential are not formed by
an iterated characteristic. Instead it is a specific concatenation of single round
characteristics, where each characteristic leaves the cipher in exactly the state
the next round characteristic requires.

4 Using This Differential

The most obvious use of this differential is as a distinguisher. The four round
differential works as a distinguisher because the F function does not have com-
plete diffusion. A 32 bit word at offset S of the F output is a function of the last
8 words and the words at offset 0 through S of the right halfblock, the spice and
the key. With the above four round differential, at round five, all these inputs
have zero differential for all offset S prior to the actual differential, as well as
words 0 through S in the left halfblock. Therefor, the corresponding words in the
left halfblock will still have zero differential after round 5, and since those words
are never modified afterwards (other than xoring the postwhitening key) those
words are output with zero differential. If we chose to put the input differential
near the end of the halfblocks, the occurrence of the four round differential will
cause the majority of one of the ciphertext halfblocks to have zero differential.
This area is sufficiently largeﬂ that the probability of a zero differential of that
size by coincidence is negligible.

We also note that this attack can be extended for variants of Mercy with
more rounds. For example, the 5 round differential can be used in a boomerang
configuration [2] to distinguish a 10 round Mercy variant from a random permu-
tation with approximately 2'22 chosen plaintexts and ciphertexts. In addition,
there is a more complex differential over 6 rounds at probability 2714, which can
be used to distinguish an 8 round Mercy variant from a random permutation
using only chosen plaintexts. These show that, rather than adding additional
rounds, modifying the F function would be recommended.

At first glance, this differential would appear to be sensitive to the precise
organization of operation Q. To study this, a computerized search was done over
a considerable number of variants of operation Q). Each variant studied had 1-4
operations where one of the internal lines were added or exclusive-ored into the
leftmost data line, and where the the various operations were done in various
orders. It turns out that all variants studied permitted differentials similar to the
one presented in section 3. In addition, it turns out that the actual operation Q

" Possibly as large as 1504 bits



Cryptanalysis of the Mercy Block Cipher 35

that Mercy used was optimal for variants with three operations in terms of dif-
ferential probability, except for some variants that applied operation M directly
to the data from the right halfside, and for some variants which used three addi-
tions, both of which possibly weaken the cipher for other reasons. When variants
with an additional add or exclusive-or operation were considered, the optimal
variants turned out to permit a four round differential with probability 2752, and
one such variant shown on Figure 6 (and the other three are slight modifications
of this). It is apparent that even this modified operation Q is still insufficient to
prevent exploitable differentials.

=+

Ol

Fig. 6. Modified operation Q that yields a four round differential resistance of 2752.

5 Conclusions

We have shown a differential with a probability 272 that is detectable after 6
rounds. We have shown how to use this as a distinguisher which violates the
Mercy design criteria.

This differential works because of two specific properties of the cipher. The
first property is that, in spite of having a large number of sbox lookups during a
block encryption, the actual number of sbox inputs are relatively small compared
to the number of bits within the block itself. During a single block encryption,
a total of 3264 bits are presented to the sbox. This would appear to be a large
number, except there is a total of 4096 bits within the block, or in other words,
there is less than a single sbox lookup per input octet. This attack took advantage
of that relative paucity of sbox lookups by managing to control the sbox inputs
while having nonzero differentials elsewhere in the cipher.

The other property that this attack used was the fact that, if we examine the
effect of a differential within a sequential part of the right half-block, we find the
effects can be described by the differential in the descending lines in the Q array
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immediately afterwards and in the corresponding segment in the left half-block.
If we managed to cancel out the differential immediately afterwards within the
Q array, the only remaining effect was confined to an area that would, in the
next round, modify the first area (and the descending outputs of that round’s
Q array). Hence, by repeatedly confining the differential, we were able to have a
differential that was zero in most of the cipher, while two limited areas interacted
with each other. If one were to modify the relationship between F inputs and
outputs so that the effect of a differential could not be easily confined to two
small areas, this should prevent such limited differentials. It would not, in fact,
prevent large scale differentials, however, large scale differentials would have large
numbers of additions with active differentials, and because each such additio
would stop the differential with nontrivial probability, a large number of them
would make the differential hold with extremely low probability.

It will require more research to determine whether this attack can derive
information on the internal d tables (or equivalently, the 7" function), or how to
derive a Mercy variant that is immune to versions of this attack.
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Abstract. PANAMA is a cryptographic module that was presented at
the FSE Workshop in ’98 by Joan Daemen and Craig Clapp. It can serve
both as a stream cipher and as a cryptographic hash function, with a
hash result of 256 bits. PANAMA achieves high performance (for large
amounts of data) because of its inherent parallelism. We will analyse the
security of PANAMA when used as a hash function, and demonstrate
an attack able to find collisions much faster than by birthday attack.
The computational complexity of our current attack is 2%?; the required
amount of memory is negligible.

1 Introduction

PANAMA is a cryptographic module that can be used in two modes, called push
and pull mode. The module can be used both as a hash function and as a stream
cipher. For a full description of PANAMA, we refer to [1].

In this paper we will describe a method to produce collisions for the
PANAMA hash function. A collision occurs when two different messages are
hashed to the same value. The PANAMA hash function maps messages of arbi-
trary length to a hash result of 256 bits, which means that a general birthday
attack would need about 2!2® operations fo find a colliding pair of messages. We
will show that with our method a collision can be found with significantly less
operations and a small amount of memory.

2 Short Description of PANAMA

The PANAMA stream/hash module has two types of internal memory: the buffer
and the state. The buffer is a linear feedback shift register, containing 32 cells
of 256 bits, denoted b°,...b3'. The state consists of 544 bits, divided in 17 32-
bit words. Let the state of PANAMA be denoted by a 3-tuple (r, s, t), where r

* The work described in this paper has been supported in part by the Commission of
the European Communities through the IST Programme under Contract IST-1999-
12324 and by the Concerted Research Action (GOA) Mefisto-666.

** F.W.O. postdoctoral researcher, sponsored by the Fund for Scientific Research, Flan-
ders — Belgium.
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denotes the first 32-bit word of the state, and s and ¢ each denote a 256-bit (8
words) value.

In the PANAMA hash mode, the input is padded to a multiple of 256 bits,
and divided into blocks of 256 bits. All internal memory bits are set to zero, and
then the following steps are executed for each message block. First, the state is
updated by applying the nonlinear transformation p (which is composed of three
specific transformations 6 o 7 o «y, described in the next section):

(/r7 S7t) e p(’r7 87 t)'

Secondly, the message block m and b'®, the contents of buffer cell 16, are exored
into the state. The least significant bit of word 0 is flipped. These three operations
are denoted her by o:

(r,s,t) < o(r,s,t) = (r+ 1,8 + m,t + b'°).

Thirdly, the message block is fed into the buffer and the LFSR is stepped once.

When all message blocks have been processed, 33 extra iterations are per-
formed, but now the message input to the buffer is replaced by the state (part
s), and the message input of o is replaced by the contents of buffer cell 4. The
256-bit hash result is defined as the final state (part t).

Note that the buffer content is not present in the output. This means that
there are two types of collisions for PANAMA: collisions in the state only, and
collisions in both the buffer and the state. The 33 iterations after the last message
block has been processed have as function to make it difficult to produce collisions
of the first kind. We will try to find collisions of the second kind.

We will use the following notation: A message stream is denoted by Pn, P(n—
1),..., P2, P1, PO, where PO0 is the first message block and Pn the last. Let X be
an array of 8 32-bit words X;, then Y = r(X) < Y; = X429 moa s- Throughout
this paper, ‘+’ denotes bitwise addition (exor), except when used in the indices,
where it denotes addition modulo 17 (if not explicitly stated otherwise).

3 Components of PANAMA

We describe here the different components of the nonlinear state updating trans-
formation p. We also make some preliminary observations which will be useful
later on. The transformations operate on the 17 words of the PANAMA state,
where each word consists of 32 bits. In the following the index ¢ (0 < i < 17)
denotes the position of the word in the state.

3.1 The Transformation 6
The linear transformation 6 is defined as follows:

c=06(a) & ci=a;+a;11+ aitq (1)
We calculated the inverse transformation 6~!:

! Our notation differs with the one in [I], where o is included in p.
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Qj = Ci41 + Cit2 + Cit5 + Cit9 + Cit10 + Cit11 + Cit12 + Cit14 + Cit16- (2)

3.2 The Transformation

The transformation 7 which combines cyclic word shifts with a permutation of
the word positions is defined below. Here [j] (0 < j < 32) denotes the bit position
in a word, the multiplication 7¢ in the index is modulo 17 like the additions, and
r(i) =i x (i 4+ 1)/2 is a bit rotation which should be taken modulo 32.

¢ =m(a) & cilj] = anlj + (D)) 3)

3.3 The Transformation ~

The transformation + is the only nonlinear component. Because v does not mix
bits with different posititions in the words, it can be considered as a parallel
application of 32 transformations ;.

Let a and a + d denote two 17-bit vectors (containing one bit from each of
the state words), that are input to -y,. Let ¢ and ¢+ e denote the corresponding
outputs: ¢ = Yp(a),c + e = y(a + d). From the definition of v, we have the
following:

Cc; = a; + (aiH \Y (1 + ai+2))7 (4)
ci+e =a; + dz —+ ((CL,L'+1 —+ di+1) \Y (1 + 42 + di-‘r?))' (5)

Using De Morgan’s law, (@) can be transformed into
¢ = a; + a4j+10i4+2 + ajy2 + 1. (6)
Doing the same with (b)) and combining the result with (B), we get
e +di +digo +dip1dito = aip1diyo + aiyoditq. (7)

Table [1 below lists the solutions to this equation, in a format that is useful
further on. It shows the relation between the absolute value of the input, the
input difference and the output difference.

4 Message Format for Collisions

The linear updating function of the buffer imposes strict conditions on the format
of colliding messages.

4.1 Collisions for the Buffer

The buffer has a linear updating function A that is slightly more complex than
in an ordinary LFSR, b <+ A(b) is defined by:
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Table 1. The transformation 7s: relation between input difference (d), output differ-
ence (e) and absolute value of the input (a). An z or y in the column of a means that
this bit can take two values, e.g. (z,1 + z) means ‘both (0,1) and (1,0) are possible.’

di + €; dit1 div2|(@it1,ait2)

0 0 0 (z,9)

0 0 1 (1,2)

0 1 0| (z,0)

0 1 1 (z,z)

1 0 0 -

1 0 1| (02)

1 1 0| (1)

1 1 1| (z,142)

Vo— bt if ¢ {0,25),
B b3 4 m,
b25 — b24 +T(b31),

where m is the message block that is fed into the buffer.

Therefore, the simplest collision for the buffer has the following difference
pattern in the message stream (remember that the rightmost message block is
the first):

dX, 24 zero cells, r(dX),0,0,0,0,0,0,dX . (8)

All difference patterns for buffer collisions are composed by adding shifted ver-
sions of pattern (&).

4.2 Collisions for the State

For a difference pattern of type (B)), there will be five occasions where the input
difference of the state is nonzero: the first two nonzero blocks are each injected
twice in the state: once when they are the current message block and once when
they pass through buffer cell 16. The last nonzero block cancels out all differences
in the buffer, but is injected once in the state.

We are going to use a strategy of immediate compensation in the state: every
time a difference is introduced in the state, we will try to let it die out as quickly
as possible. A collision can then be seen as consisting of five ‘sub-collisions’, where
a sub-collision is defined as a collision in the state only. This is also observed by
the designers of PANAMA in [1].

Since the state update function p is invertible, a difference dX which is
introduced can only disappear under the influence of another difference dY. An
intuitive choice for the colliding messages format is the following:

dY,dX,23 zero cells, r(dY),r(dX),0,0,0,0,0,dY,dX . 9)

Since this format is the addition of two shifted copies of (B)), it will produce a
collision in the buffer. The strategy of immediate compensation demands that
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the difference introduced in the state by the ‘dX’ values, is compensated by the
‘dY”’ values. The difference propagation should be as follows:

o

(0,0,0) < (0,dX,0) 2 (0,dY,0) -Z(0,0,0)

(0,0,0) = (0,7(dX),0) = (0,7(dY),0) % (0,0,0) (10)
(0,0,0) L (0,0,dX) L (0,0,dY) % (0,0,0)

(0,0,0) - (0,0, 7(dX)) - (0,0,7(dY)) - (0,0, 0)

Note that the first propagation path applies to the first and the fifth sub-collision.
It turns out that due the interaction between the buffer update operation and
the state update operation, there are no solutions dX,dY for (IU). A proof is
given in Appendix[Al Therefore we will use a difference pattern of the following
form:

dY,0,dX, 22 zero cells, r(dY),0,7(dX),0,0,0,0,dY,0,dX . (11)

Table 2 gives a schematic overview of the difference values in the buffer and the
state during the attack.

5 Overview of the Procedure

We will use differences where the bits of a 32-bit word are all set or all unset.
This allows to denote a difference pattern in the state with 17 bits, one for each
word. Furthermore, it means that the bit rotation in 7 has no effect on the
difference values. We make this choice mainly because it is easier to think about
differences of this format.

A collision will be found by combining the results of the searches for the five
sub-collisions. The method we present here to find a sub-collision works for any
value of the state. Note that in every sub-collision, the message input of o is
‘fresh’; it can be chosen freely. Since the message words are added to state words
1 to 8, it is easy to control that part of the state. State word 0 is exored with
the constant 00000001, so we have no direct control over its value. The buffer
input of ¢ is added to state words 9 to 16. This input is influenced by the values
of messages that have been injected in the state earlier on.

It seems difficult to make use of the fact that the buffer can be controlled:
changing the buffer would require a recalculation of the current state. Our
method assumes that only the message input can be controlled. Because the
message input of o influences only 8 of the 17 state words, we have not enough
degrees of freedom if we vary the current message block only. Therefore, we will
also have to select values for the common message block before message blocks
with difference dX or r(dX).

For every sub-collision, we use the following notation. The state will be de-
noted by the capitals A to N, the difference values by dA to dN.

K%, 2w~ N- a2 DY E

J oy AN AN - LN SN
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Table 2. Schematic overview of the difference propagation through the buffer cells and
the state. The shown values for the buffer and the state are the values after message
block P, has been processed. The nonzero differences in the state during subcollision %
are denoted with z;. Because of the strategy of immediate compensation, the differences
in the state are zero most of the time.

n| P, Buffer State

0 2 .. 16 24 25 ... 30 31||r S t
0 0 0 0 0 0 0 0 0 0|0 0 0
1| dX dX 0 0 0 0 0 0 0]l0 dX 0
21 0 0 dX 0 0 0 0 0 0]lzx =1 21
3| dY dy 0 dX 0 0 0 0 0|0 0 0
41 0 0 dY 0 0 0 0 0O 00 o0 0
50 0 0 0 dY 0 0 0 0O 00 o0 0
6 0 0 0 0 0 0 0 0 0|0 0 0
710 0 0 0 0 0 0 0O 00 o0 0
8|r(dX)||r(dX) 0 0 0 0 0 0 00rdX) O
9 0 0 rdX) O 0 0 0 0 0 |z2 22 29
10|r(dY)||r(dY) 0 r(dX) 0 0 0 0O 00 o0 0
11| 0 0 rdY) O 0 0 0 0O 00 o0 0
12/ O 0 0 r(dY) 0 0 0 0 0|0 0 0
13| 0 0 0 0 0 0 0 0O 00 o0 0
14| 0 0 0 0 0 0 0 0O 00 o0 0
15/ 0 0 0 0 0 0 0 0 0|0 0 0
16| 0 0 0 0 0 0 0 0 00 o0 0
171 0 0 0 0 dX 0 0 0O 00 o0 dX
18 0 0 0 0 0 0 0 0 O ||lzs =23 23
19| 0 0 0 0 dY 0 0 0O 00 o0 0
200 O 0 0 0 0 0 0 0O 00 o0 0
21| O 0 0 0 0 0 0 0 0|0 0 0
22 0 0 0 0 0 0 0 0O 0fl0 o0 0
23] 0 0 0 0 0 0 0 0 010 o0 0
24| 0 0 0 0 r(dX) 0 0 0 0llo 0 rdX)
25 0 0 0 0 0 dX 0 0 O |lza 24 24
26| 0 0 0 0 r(dY) 0 dX 0O 00 o0 0
270 0 0 0 0 0 dYy O 0 0|0 0 0
28| 0 0 0 0 0 0 dY 0O 010 o0 0
29 O 0 0 0 0 0 0 0O 00 o0 0
300 O 0 0 0 0 0 0 0 0|0 0 0
31 O 0 0 0 0 0 0 dX 0|0 0 0
32 0 0 0 0 0 r(dX) 0 0 dX||0 0 0
33| dX 0 0 0 0 0 0 dy 00 dX 0
34 0 0 0 0 0 r(dY) 0 0 dYl|lzs =5 25
35| dY 0 0 0 0 0 0 0O 00 o0 0

We consider in total 4 o operations, on denoting the o operation with message
block Pn. Message blocks PO and P2 are equal for both messages of the collision.
For sub-collisions 1, 2 and 5 block P1 has the ‘dX difference’, and block P3 the
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‘dY” difference. For the other two sub-collisions these differences are imposed
by the contents of buffer cell 16 in o1 and o3. The states K to A are equal in
both messages, the common block PO is used to bring the state to a value that
allows a sub-collision to happen. It can be seen that the absolute value of the P3
blocks has no importance, for every sub-collision the difference in state I must
be canceled by the difference in P3 (or in buffer cell 16 for 03).

6 The Chosen Difference Format

We give here a difference pattern that is a solution of ([II)). We describe the
propagation of the difference from state B to I for every sub-collision. As noted
above the pattern is decribed by 17 bits, one bit for each word (0 < i < 17).

The difference propagation through the linear transformations 7 and 6 does
not depend on the absolute value of the state, while 02 doesn’t change the dif-
ference at all. The difference propagation through the nonlinear transformation
~ depends on the absolute value of the state and this imposes a set of conditions
on the absolute value of the state at ‘time’ B and F'. These conditions, which can
be derived using the results from Table[Il must be satisfied for the sub-collisions
to occur. Note again that we can work with single bits because v can be seen as
32 parallel transformations ;.

Table Bl below shows the required difference propagation for sub-collision 1
(and 5). In this table state B has the difference dX in part s, as imposed by
message block P1. State I has the difference dY in part s, which will be canceled
by message block P3. Parts r (i =0), s (¢ =1,...8) and ¢t ( = 9,...16) are
clearly seperated in the table. Table [I] has been used to derive the following
conditions on B and F for the difference propagation of Table [3

Bs=1,Bs+ B;=1,Bs =0, (13)

I+ F =1,F,=1,F3=0,F5=0,Fs =0,F7 = Fg,Fg + Fg =1,
Fio=0,F11 =0,Fi2 = Fi3=Fyy4,Fi5=1F¢=1

For the other sub-collisions we refer to the similar TablesHltoBland conditions
B5) to @) in Appendix[B. All these sub-collisions are related because in every
case state B contains the difference dX or r(dX) in part s (imposed by the
message) or part ¢ (imposed by buffer cell 16), while state I must contain the
difference dY respectively r(dY’) in the corresponding part of the state.

Other solutions for the difference format are possible. We have chosen one
which results in the minimum number of conditions on B and F'. It is not clear
how to make an optimal choice for an easy solution of these conditions in the
next step of the attack (section 7).

(14)

7 Producing Collisions

In order to generate each of the sub-collisions we need to solve the conditions for
the absolute state values at ‘time’ B and F' as given in section [fland Appendix



44 V. Rijmen et al.

Table 3. The required difference propagation for sub-collision 1 (and 5).

idB dC dD dE = dF dG dH dI
00 0 O 1 0 0 0
10 0 1 1 1 0 0
20 0 O 0 1 1 1
30 0 0 0 0 1 1
40 0 0 1 1 0 0
50 1 0 0 1 1 1
61 1 0 0 0 1 0
71 1 0 1 0 0 0
8§ 0 0 1 1 1 1 1
90 0 0 1 1 10
100 0 O 0 1 1 0
110 0 O 0 0 1 0
120 0 0 1 1 10
130 0 1 1 0 0 O
140 0 O 1 1 0 0
150 0 0 0 0 0 O
16 0 0 O 0 1 1 0

Values for state words 1 to 8 (part s) can be met by a suitable choice of the
message block used at the corresponding time: P1 for B and P2 for F. To meet
the values for the other state words (0 and 9 to 16, parts r and ¢) we need to
calculate backwards to the previous message block: PO for B and P1 for F. In
this way the problem of finding a sub-collision can be solved in three steps:

1. solve a system of equations in the unknowns L1, ... Lg, this determines mes-
sage block PO,

2. solve a system of equations in the unknowns By, ... Bg, this determines mes-
sage block P1,
3. solve a system of equations in the unknowns Fi, ... Fg, this determines mes-

sage block P2.

The difficulty in solving these systems of equations is that when we calcu-
late backwards to the previous message blocks, we obtain increasingly nonlinear
equations because of the transformation 7. In our approach we only go back
through one application of . To explain how we solve the problem, we will first
describe the solution of the first sub-collision in some detail. Next we will sum-
marize the procedure for the other sub-collisions and discuss the complexity of
the attack.

7.1 Producing Sub-collision 1 (and 5)

From ([[4) it can be seen that there are 7 conditions in the unknowns Fi, ... Fg.
Let [j] denote the bit position, then we have the following equations for 0 < j <
32:
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Folj]l + Fi[j] = 1, Fa[j] = 1, F3[j] = 0, F5[j] = 0,
Fslj] = 0, F7[j] = Fglj], Fs[j] + Fo[j] = 1.

These conditions are easy to satisfy because F1,...Fyg are obtained by bitwise
addition of Fy, ... Fg and message block P2 which can be freely chosen.

In ([I4)) we have 6 remaining conditions on Fy, Fy, . .. Fig, which can be trans-
formed into equations in the unknowns Bj,... Bs. These have to be added to
the 3 conditions we already have in these unknowns from (3],

(15)

Bs[j] = 1, Belj] + Br[j] = 1, Bs[j] = 0, (16)

resulting in an overdetermined system of 9 equations (and 32 bit positions). Gen-
erally such a system of equations has no solution, unless if one of the equations is
dependent on the other eight. If there is no hidden structure in these equations,
we can assume that we will need 232 trials before we can solve this system of
equations. Experimental evidence confirms this assumption.

To calculate backwards from F' to B we apply the transformations o, 6, m and
7, which lead to the following equations. Here mb;[j] = b}[j] for 9 < i < 16,
mbg[j] =0 for 0 < j < 30 and mby[31] = 1.

Filj] = mb[j] + Ei[5] (i=0,9...16),
E;lj] = Di[j] + Dit1[j] + Diyaljl,

D;lj] = Ci[j + ()],

Cilj] = Bilj]l + Bit1j]Biy2[j] + Bitalj] + 1.

(17)

Using these equations, for example the condition Fig[j] = 0 can be transformed
in the following equation in the unknowns Bs, B3 and Bj:

Bs[j + 23] + Bs[j + 23] B4[j + 23] + Ba[j + 23]
+ Bg[j + 2] + Bio[j + 2]Bu1[j + 2] + Bui[j + 2|
+ Bi3[j + 9] + Bualj +9]Bis[j + 9] + Bis[j + 9]
+ mbo[j] +1 = 0.

(18)

It is because of the different bit rotations in this equation (and others), that we
need to solve the equations bit per bit.

In order to simplify the system of 9 equations in Bji,...Bg, we impose an
extra condition By[j] = 0, which can be transformed into the equation:

Lo[j] + L1[j]La2[j] + Lalj]
+ Lr[j + 1] + Lg[j + 1] Lo[j + 1] + Lo[j + 1]
+ L11[j + 10] 4 Lia[j + 10]L13[j + 10] + Ly3[j + 10]
+ mbolj] +1 =0,

(19)

in the unknowns Ly, Ly, L7 and Lg. Starting from an arbitrary but specified
state K and buffer, the values Lo, Ly, ... L1s are fixed, and condition ([I9) can
easily be satisfied, by picking random values for Lq,...Lg, Ls and calculating
L. This determines message block P0, and allows us to calculate states M, IV,
A and BQ,BQ, ce Bl6-
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Returning to the system of equations in By, ... Bg we have already seen that
there is a requirement on 32 bits. It turns out that there is another complication
because by replacing Bg[j] by Bz7[j] + 1 (see ([[G)), we end up with an equation
in two bit positions of the same state word By, of the form:

Br[j+ 27|+ B[j +1] = ...,

which translates to two requirements, one for bitwise addition of all values ob-
tained with even j, and one for bitwise addition of all values obtained with odd
j. This can be seen as a requirement on 2 bits. Hence the probability that a
solution for this system of equations can be found is 1/232%2. We can try ran-
dom values of the initial state K until this happens and at that time message
blocks PO and P1 are determined. We can then calculate states C, D, E and
Fy, Fy, ... Fig, and choose a suitable value of message block P2 to satisfy (I3)
(the conditions on Fi,... Fy).
The complexity to find sub-collision 1 (or 5) with this procedure is 234.

7.2 Producing the Other Sub-collisions

Sub-collision 2. In this case there are 6 conditions in the unknowns Fi, ... Fg,
which can easily be met by choosing message block P2. The 7 remaining condi-
tions on Fy, Fy, ... Fig, are added to the 3 existing conditions in the unknowns
B, ... Bg, resulting in an overdetermined system of 10 equations, which leads
to a requirement for 2 x 32 = 64 bits. The system is simplified by specifying
By[j] = Byglj] = 0, which leads to 2 extra conditions in the unknowns L1, ... Ls,
which are easily solved with a suitable choice of message block P0. The nonlin-
earity of the system for By, ... Bg imposes two more requirements to solve it: one
for 2 bits (similar to the case for sub-collision 1), and another for 16 bits. This
last requirement comes from an equation in the unknown Bg of the following
form:

Br[j+27)Bg[j + 27+ Bs[j + 27) = ...,

where By has already been solved. It can be seen that for B7[j + 27] = 0 we
can calculate Bsg[j + 27], but for Br[j + 27] = 1 all unknowns drop from the
equation. On average this happens for 16 bits and we end up with a requirement
that has to be satisfied in order to get a solvable system of equations. Hence the
probability that a solution can be found is 1/232+32+2+16 " and the complexity
for finding this sub-collision is 282.

Sub-collision 3. There are 7 conditions in the unknowns F1,... Fg, which can
easily be met by choosing message block P2. The 7 remaining conditions on
Foy, Fy, ... Fig, lead to 7 equations in the unknowns By, ... Bg. We simplify the
system by specifying By[j] = 0, which added to the 3 existing conditions in
By, ... Big, leads to 4 equations in the unknowns Lq,... Lg, which are easy to
solve with a suitable choice of message block P0. The nonlinear system for
Bi,...Bg can be solved with two requirements for 32 and 16 bits respectively.
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The 32-bit requirement comes from the fact that one equation specifies the same
unknown as a set of three other equations. The complexity for finding this sub-
collision is 232716 = 248,

Sub-collision 4. This case is similar to the previous one, except there are only
4 conditions in the unknowns Fi,... Fg, and the system of 4 equations in the
unknowns Lq,...Lg imposes another requirement of 32 bits, which raises the
complexity to 232+16+32 — 980,

7.3 Complexity of the Attack

As seen above the complexities for finding the 5 sub-collisions are 234, 282, 248
280 and 234 respectively. There is no problem in connecting the sub-collisions,
as we only need an arbitrary initial state for each, which can be obtained by
choosing random message blocks between the sub-collisions. So the total com-
plexity for our collision-finding attack is determined by sub-collision 2 (which is
the most difficult to find). This complexity is about 252.

We tested this attack for a reduced version of PANAMA where all words have
a bitlength of 8 instead of 32 (so the hash has length 64), and this confirmed
the given complexities (for the 8-bit version the complexity is about 222). Sub-
collisions 1, 3 (and 5) were also tested for a 16-bit version which again confirmed
the complexity.

We believe improvements to this attack are possible. First of all better meth-
ods to solve the systems of nonlinear equations can be looked for. Furthermore,
our attack still has a lot of freedom. We can calculate further backwards which
has the advantage that we get more unknowns, but the difficulty that we get
more complex nonlinear equations.

8 Conclusion

We have presented a method for producing collisions for PANAMA. The com-
plexity of our current attack is 282. Although this is still too high to actually
find collisions for PANAMA, it is much faster than a general birthday attack
which would require on the order of 2128 operations. Furthermore, we believe this
attack can be improved, and because of the large degree of freedom we have, we
think it is likely that with additional effort collisions can actually be found for
PANAMA.

In order to improve the security of PANAMA, the design could be altered so
that the message influences a smaller part of the state (e.g., exor only 4 message
words into the state at every application of ¢). Instead, more buffer cells could
be used as input of 0. The consequence for the attacker is that he has a smaller
degree of freedom, and therefore needs to go further backwards in the attack
to obtain enough unknowns, which gives him more complex equations to solve.
Preferrably, the different buffer cells that would be used as input of ¢, should be
selected in such a way that the different sub-collisions can no longer be treated
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independently (cf. Table [2). Of course this would decrease the performance of
the algorithm. Furthermore, there still is a fundamental problem that we have
the freedom to choose message blocks, and are able to go backwards in the attack
by choosing message blocks before the sub-collision. To obtain confidence in the
security of the algorithm, it seems necessary to ensure that we need to consider
so many message blocks for one sub-collision so that the attacks on the different
sub-collisions interfere with each other, making this strategy impossible.
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A Collisions in Two Steps Are Not Possible

We show here why there are no solutions for (@). In this case the ‘timeline’ ({2
reduces to:
A% B Lo 5D S ESF (20)

Here 00 introduces the ‘dX difference’, and o1 the ‘dY difference’ which must
cancel the difference in state E for every sub-collision.
We start by considering the first sub-collision. We know that for any value
of PO and dX,
dB; =0, for i =0,9,10,11, ..., 16. (21)

Since v does only mix nearby words it follows that
dC; =0, fori=9,10,11,...15. (22)
Applying the definition of 7 gives the following:
dD; =0, for i =2,4,7,9,11,14, 16. (23)
With (@), this can be translated to the following conditions on dE;:

dEs 4+ dEy + dE7 + dEy + dEyo + dE3 + dE14 + dE1g +dE; =0
dEs + dEg + dEg + dFE13 + dF4 + dE5 + dE1g + dE; + dE3 =0
dEg +dEg + dFE12 + dE1g +dEg + dE, +dEs +dE; +dEg =0
dFE19 +dE11 + dE14 +dE1 + dEy + dE3 + dEy + dEg + dEg =0 (24)
dF15 +dFE3+ dFE1g + dE3 + dEy + dEs + dEg + dEg + dEg =0
dEy s + dE6 + dE2 + dEg + dE7 + dEg + dEg 4+ dE11 + dE13 =0
dEo + dEy + dEs + dEs + dEg + dE1g + dEy; + dE13+dE15 =0
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Fulfilling (@) also requires that dF; = 0,Vi. Without specifying P1 or dY;, we
have conditions on dE:

dE; =0, for i = 0,9,10,11,..., 16. (25)
Furthermore,
dE; = dY;_q, fori=1,2,...,8. (26)
Combining 24), (28) and (28), gives us the following conditions on dY:

dYs + dYs + dYs + dYy = 0
dY; + dYs + dYy + dYy = 0
dYy + dYy + dY; + dYs + dYs = 0
dYy + dY| + dYs + dYs + dYs + dYs = 0 (27)
dYy + dYs + dY, + dYs + dYy = 0
dY; + dYs + dYs + dY; = 0
dYy +dYs +dY; = 0

This can be transformed into:
dYs =0,dYs = dY7,dYs = dY1,dYs+dYs+dYy = 0,dY,+dY1 +dY, = 0. (28)

We can do the same excercise for sub-collision 3, where the same differences
are injected in the state, but now via the buffer tap. We get the following:

dB; =0, for i=0,1,2,...,8 (29)
dC; =0, for i=0,1,2,...,6 (30)
dD; =0, for i=0,3,5,8,10,13,15. (31)

dE| + dEs + dEs + dEg + dEjg + dE; + dE13 + dEj4 + dE16 =0
dEy + dEs + dEg + dE2 + dE3 + dE1s + dE5 +dEy +dE; =0
dEe + dE7 + dEqo + dFEvy + dEs + dEg +dEy +dE; +dE, =0
dEg + dFE1g + dF13 + dEy + dE1 + dEy + dFEs +dEs + dE; =0 (32)
dFE11 +dE9 +dE 5 +dEy + dE3 + dE4s + dEs + dE; + dEg =0
dEv4 + dE 5 + dE; + dEs + dEg + dE7 + dEg + dE1g + dE12 =0
dEe + dEy 4+ dEs + dE7 + dEg + dEg + dE1g + dE2 + dE14 =0

Now we have that dFE; =0, for i =0,...,8 and dF; = dY;_g, fori =9,...,16.

dYo+dYr +dYo +dYs +dYs +dY; =0
dYs +dYy +dYs +dYs =0

dY1 +dYs +dYs +dY; =0

dYs +dYs +dYs +dYyg =0

dYs +dYs +dY1 +dY3 =0

dY7; +dYy +dY; +dYs +dY; =0

Combining these results with the results from sub-collision 1 (2§), we get:

dYy = dY, = dYs = dY; = dYs = 0,dYs = dYe = dYs. (34)



50 V. Rijmen et al.

Because sub-collison 2 and 4 will result in similar conditions on r(dY), the only
valid solution is dY = 0. It’s a bit surprising that combining the results of
sub-collision 1 and 3 alone does not suffice to reach this conclusion; we get 7
equations for each sub-collision, but they are not independent, e.g. 2 of the 7
equations from sub-collision 1 are redundant.

B Difference Propagation for Sub-collisions 2 to 4

We give here Tables M and [ with the required difference propagation for sub-
collisions 2, 3 and 4, as well as the corresponding conditions on the absolute
value of the state at ‘time’ B and F'. Sub-collision 1 was described in section [G]
where we also discussed the relations between Tables Bl to[H.

Table 4. The required difference propagation for sub-collision 2.

dB dC dD dE = dF dG dH dI

o
o
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The difference propagation in sub-collision 2, as specified in Table Bl leads to
the following conditions for B:

Bs=1,B4+ Bs=1,Bg =0, (35)
and the following conditions for F:

Fo=0F=0,F+F=1F=F,FF=1F=1F+F=1,

Fy=1,Fq=0,F3=0,Fi3=1,F4=Fi5,Fi;5+ Fig =1 (36)
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Table 5. The required difference propagation for sub-collision 3 (left) and sub-
collision 4 (right).

dB dC dD dE = dF dG dH dI dB dC dD dE = dF dG dH dI
0 0 0 0 1 1 0 0 0 O 0 0 0 O
0 0 0 1 0 1 0 0 0 O 0 0 1 0
0 0 1 1 1 1 0 0 0 O 0 0 1 0
0 0 0 1 0 1 0 0 0 O 0 1 10
0 0 0 0 1 0 0 0 0 0 0 1 10
0 0 0 1 0 0 0 0 0 O 1 1 0 0
0 0 0 1 1 0 0 0 0 O 0 1 0 0
0 0 1 1 1 1 0 0 0 O 0 1 00
0 0 O 1 0 0 0 0 0 O 1 0 1 0
0 0 1 1 1 0 0 0 0 1 1 1 01
0 0 0 1 1 11 0 1 0 1 0 0 O
0 0 0 0 0 1 1 0 0 O 0 1 11
0 1 0 0 0 0 0 1 1 0 1 0 1 0
0 1 0 1 1 11 1 1 0 1 1 10
1 1 1 1 1 10 0 0 1 1 1 11
11 0 1 1 0 0 0 0 O 1 0 1 0
0 0 O 0 0 1 1 0 0 1 1 1 01

The difference propagation in sub-collision 3, as specified in Table B (left),
leads to the following conditions for B:

Bi3=0,B14+ Bi5 =1,B15 =0, (37)
and the following conditions for F:

Fo=1FM+F=1FK+F=1F=0F+F=1F+F =17 = F;,
Fs = Fy, Fg + Fio =1,F11 =0, Fi2 = 1, Fi3 = Fi4 = F15, F16 = 0.
(38)
The difference propagation in sub-collision 4, as specified in Table [ (right),
leads to the following conditions for B:

B11 =0, B12 = B3, B14 = 0, (39)
and the following conditions for F:

Fy=1,F=0,Fs=1,F; =0,F3 + Fg =1, Fg = Fi,

40
Fii =0, Fip + Fis = 1, Fia = Fua, Fia = Fis, Fis = Fig. (40)
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Abstract. In 1992, the cryptographic hash function RIPEMD, a Eu-
ropean proposal, was introduced as an improved variant of the MD4
hash function. RIPEMD involves two parallel lines of modified versions
of the MD4 compression function. Three years later, an attack against
a reduced version of RIPEMD in which the first or the last round of
the RIPEMD compression function is omitted was described by Hans
Dobbertin, who also published in 1998 a cryptanalysis of MD4. In this
paper, we present a method for finding collisions in each of the paral-
lel lines of RIPEMD. The collision search procedure requires only a few
seconds computing time. We show that although the modifications of
the MD4 compression function Used in RIPEMD introduce additional
constraints in the cryptanalysis as Compared with Dobbertin’s attack
of MD4, these modifications do not result in an increase of the collision
search computation time. It is still an open question whether collisions
can be found for the full RIPEMD function.

1 Introduction

A collision resistant hash function can be informally defined as an easy to com-
pute but hard to invert function which maps a message of arbitrary length into
a fixed length (m-bit) hash value, and satisfies the property that finding a colli-
sion, i.e. two messages with the same hash value, is computationally unfeasible.
The best collision resistance one can hope to achieve with an m-bit function
is bounded above by the O(2m/ %) complexity of a birthday attack. For most
currently used hash functions, m = 128 or m = 160. Collision resistant hash
functions represent a quite useful primitive in cryptography and are of frequent
use for the purposes of message pre-processing in digital signature, commitment
in public key authentication schemes, etc.

Most collision resistant hash function candidates proposed so far are based
upon the iterated use of a so-called compression function, which maps a fixed
length (m 4 n-bit) input value into a shorter fixed length m-bit output value.
First padding data (which include filling bits and sometimes information such as
the message length) is appended to the M message to be hashed as to obtain a
padded message which length is a multiple of n, and then split into n-bit blocks
M to My. Denote the compression function by f and the hash function by h.
The m-bit hash value h(M) is computed using the recurrence: Hy = I'V0 (where

M. Matsui (Ed.): FSE 2001, LNCS 2355, pp. 5265, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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IVO0 is an m-bit constant initial value); for i=1 to k H; = f(H;_1||M;); h(M) =
Hjy. We are using in the sequel a terminology introduced by H. Dobbertin to
distinguish two kinds of situations where two distinct (IV,M) and (IV’,M’) inputs
have to the same image by the compression function of an iterated hash function:
we will restrict the use of the term collision to the case where in addition IV=IV’
and use the term pseudo collision otherwise. It was independently shown by
Merkle and Damgard that if a compression function f is collision and pseudo
collision resistant, then under some simple additional conditions on the padding
rule, the associated hash function is collision resistant.

The most commonly used and (for the most recent ones) most trusted existing
collision resistant hash functions do all belong to the MD-family of iterated hash
functions, which includes MD4 (a 128-bit hash function proposed in 1990 by R.
Rivest [9]), MD5 (a more conservative 128-bit hash function proposed in 1991
by R. Rivest [10]), RIPEMD (a 128-bit function which mixes the outputs of two
parallel improved variants of MD4, proposed in 1995 by the European RIPE
consortium [8]), RIPEMD-128 and RIPEMD-160 (128-bit and 160-bit variants
of RIPEMD [6]), SHA (a 160-bit hash function proposed in 1992 by NIST), and
SHA-1 (which was proposed by NIST as an improvement and replacement to
the initial SHA [7] in 1994).

The hash functions of the MD family and the associated compression func-
tions of MD family have been submitted to an extensive cryptanalytic investi-
gation during the past years. Some collisions attacks were discovered on two of
the three rounds of the MD4 compression function: an attack on the two last
rounds by den Boer and Bosselaers [2] and an attack on the two first rounds
leading to almost collisions on the full MD4, by Vaudenay [11]... This provided
initial arguments in favor of moving from MD4 to MD5. Later on, Dobbertin
established three major results on the cryptanalysis of the MD family of hash
functions, namely (1) collisions for the full MD4 compression and hash functions
that led to recommending the abandonment of its use (2) collisions for both
the first and the last two rounds of the compression function of RIPEMD and
(3) pseudo collisions on the whole MD5 compression [4], which do not lead to
a collision of the associated MD5 hash function, but nevertheless invalidate the
applicability of the Merkle-Damgard construction. Finally, Joux and Chabaud
[1] discovered an attack allowing to find collisions for SHA in approximately 2!
SHA computations (instead of the about 28° computations an ideal 160-bit hash
function would require). As a consequence of these analyses, MD4 and SHA are
no longer recommended, RIPEMD-128 seems to be a more conservative 128-bit
hash function than MD5 and RIPEMD, and RIPEMD-160 and SHA-1 seem to
be far from reach of known attack methods. In this paper we present a new result
on the cryptanalysis of RIPEMD, which is to a certain extent complementary of
the attack on the two-round version of RIPEMD described in [5]: we show how
to construct collisions for the RIPEMDY and RIPEMD? three-rounds improved
variants of MD4 used in the two parallel lines of computations of the RIPEMD
compression function (in the left line and the right line respectively). The overall
structure of our attack on RIPEMDY and RIPEMD? is close to the one in Dob-
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bertin’s attack on MD4 [3]. However, some of the MD4 modifications introduced
in RIPEMD” and RIPEMD?® prevent against too direct transpositions of the
MD4 attack, and do substantially complicate the construction of collisions, so
that the key steps of both attacks are quite different. The rest of this paper is
organized as follows. Section 2 briefly describes the RIPEMD, RIPEMD?* and
RIPEMD?® compression functions (a full description of which is provided in ap-
pendix), and introduces some basic techniques applicable to the cryptanalysis
of hash functions of the MD family. Section 3 provides an overview of our at-
tack strategy and of the main steps of the attack, which are later on detailed in
Sections 5, 6 and 7. Section 8 concludes the paper.

2 Preliminaries

2.1 Notation

Throughout this paper, all the operations or functions considered relate to 32-bit
words. The + symbol represents a modulo 232 addition, the @, A, and V symbols
represent the bitwise exclusive OR, bitwise AND and bitwise OR respectively.
If X is a 32-bit word and s € [0..31] then X <<% denotes the left cyclic shift of
X by s bit positions to the left.

2.2 Description of the RIPEMD, RIPEMDZY, and RIPEMD#®
Compression Functions

The RIPEMD compression function transforms a 4-word (128-bit) initial state
value IV = (IVy, IVp, IVe, IVp) and a 16-word message block X = (Xo, .., X15)
into a 128-bit output value (AA, BB, CC, DD). As said before, it consists of two
parallel lines of computation achieving two variants of the MD4 compression
function, namely the RIPEMD’ and RIPEMD?® three round compression func-
tions.

The RIPEMD® (resp RIPEMDZ%) register values (A, B,C,D) (resp
(A’B'C'D’)) are initially set to the IV value. Each of the three rounds of
RIPEMD? (resp RIPEMD?#) consists of 16 steps. Each step consists of a trans-
formation of the form

A = <A+ fr(B7C,D) +X§D(l mod 16) +K’r’)<<s'i
A/ = (Al+fT(B/,C/’D/) _|_XLP(Z mod 16) _~_K;)<<S7

where ¢ € [0..47] denotes the step number, r € [0..2] denotes the round number,
fr is a round dependent 32-bit bitwise boolean function of three inputs (namely
the majority function in the first round, the multiplexing function in the second
round and the exclusive or in the third round; ¢ is a round-dependent permu-
tation of ¢ mod 16, (namely the identity permutation of in the first round and
two other permutations denoted by o and p in the two other rounds), so that
each message word is involved in exactly one step of each round; s; is a rota-
tion amount which depends upon the step number and K, and K are round
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dependent constants: they represent the single element which causes RIPEMD®
and RIPEMD? to differ. Finally the RIPEMD (resp RIPEMDZ and RIPEMD¥)
outputs are deduced from the (A, B,C, D) and (A’, B’,C’,D’) states obtained
at the completion of step 47.

A detailed description of the above compression functions is provided in
appendix.

The problem of finding an (X, X™*) pair of colliding messages for a compres-
sion function of the MD family such as say RIPEMD?® can be restated in terms
of controlling the (AA, AB, AC, AD) = (A, B,C,D) — (A*, B*,C*, D*) differ-
ences between the register values induced by X and X™* at the various steps of
the computation.

3 Outline of Our Attack

In this Section we provide an outline of the overall structure of our attack on
the RIPEMD” and RIPEMD® compression functions. Our aim is to construct
a collision of the form f(IV0,X) = f(IVO, X*) where IV0 is defined as the
proposed initial value for RIPEMD [§] and X = (X;),i =0..15and X* = X,i =
0..15 are two 16-word messages. We further require that only one X word X;, be
distinct from the corresponding X* word X7, and that the AX;, = X;, — X
difference be of weight 1 (in other words there exists an integer k € [0..31], such
that AX;, = 1<<F).

3.1 Attack Structure

There are three occurrences of the X, (resp X/ ) word in the f computation,
namely at steps ig , 16 + p(ip mod 16), 32 + o(ip mod 16), which respectively
belong to the first, the second and the third roundd] of f [table .

Due to the fact that each step represents a one to one transformation of the
(A, B,C, D) register, the collision must necessarily happen at occurrence 3 of
Xi,-

Our overall attack strategy is similar (at least at the level of detail considered
in this Section) to the one used in Dobbertin’s MD4 attack [3]. It consists in
trying to enforce a suitably selected ”almost collision”, i.e. a suitably chosen low
weight difference value, just after occurrence 2 of the X;, (resp X} ) message
words, in such a way that with sufficiently high probability this almost collision
results, just before occurrence 3, in an intermediate difference value which is
compensated during that step by the AX,;, message difference. The collision is
then preserved between both computations after occurrence 3.

A little bit more in detail, our attack consists (once a suitable choice of ig
has been found) of three main parts, which purpose is to efficiently generate
allocations of the 16 X; words in such a way that the probability of obtaining a
full collision for one of these allocations is high.

1 p and o are defined at the end of the article.
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Table 1. The three main parts of the attack.

VO

Part 3: (backward adjustment)

Occurrence 1 of X;,, X] (step io = 10)

Part 2: (inner almost-collisions search)

Occurrence 2 of Xy, X[ (step 16 + p(io mod 16) = 20)

Part 1: (differential part)

Occurrence 3 of Xy, X] (step 32 + o(io mod 16) = 33)

(1) Differential part [occurrences 2 to 3]

This preliminary part of the attack consists in finding a suitable A low weight
intermediate difference value such that if (AA, AB, AC, AD) = A after occur-
rence 2 of the AX,;, message difference, then with a sufficiently high probability
(AA, AB, AC, AD) = 0 after occurrence 3. It is based upon quite simple differ-
ential cryptanalysis techniques.

(2) Almost collision search [occurrences 1 to 2]

This is the most complex part of the attack. It consists of finding an allocation
of the A;,, Bi,,Ci,, Di, registers value at the end of step iy and allocations of the
X; words corresponding to those i values involved in steps ip (occurrence 1) to
16 + p(ip mod 16) (occurrence 2) which together ensure that an almost collision
occurs at occurrence 2, i.e. that the difference value on the registers A to D is
equal to the A low weight difference found in part (1).

109

(3) Backward adjustment [beginning to occurrence 1]

This part of the attack consists of finding allocations of the X; values not
fixed in part (2) such that initial value IVO results in the A, , B;,,Ciy, Di,

103 Yigs
register values at the completion of occurrence 1 (step o).

309

The actual collision search procedure consists of first achieving the precom-
putations of parts (1) and parts (2) above, which determine a first subset of
the X; allocations, and then of using part (3) to efficiently generate many al-
locations of the other X; values leading to an almost collision after occurrence
2, until eventually one of these almost collisions provides a full collision after
occurrence 3.
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3.2 Selecting an Appropriate 79 Value: Reasons for the ig = 10
Choice

The selected ig value must achieve the best possible trade-off between the re-
quirements inherent to the different parts of the attack, which can be summarized
as follows:

- Part 1 (differential part): the number of steps between occurrences 2 and
3 of X, must not be too large in order for the probability of the differential
characteristic used in part 1 to be large enough. More importantly, the o (ip mod )
number of steps where the H function (exclusive OR) is used must be extremely
low, because otherwise the very fast diffusion achieved by H would result in
unacceptably small collision probabilities.

- Part 2 (almost collisions search): the 16+ p(ip mod 16) — ig number of steps
between occurrences 1 and 2 of X;, must be large enough (say at least 6), but
not too large in order to leave some free variables for part 3 of the attack, and if
possible not involve a not too large fraction of F' functions (multiplexing), which
are harder to exploit than the G function (majority).

- Part 3 (backward adjustment): as said before, the number of X; variables
left free after part 2 must be sufficient. Due to the modifications introduced in
the RIPEMD p and o permutations as compared with those involved MD4, it is
impossible to find any ig value which is as suitable for an attack as the ig = 12
value used in the attack of MDA4.

The part 1 requirement on a low o(ip mod 16) number of steps involving
the H functions between occurrences 2 and 3 is very demanding, and leads to
discarding candidate index value such as iy = 15. The iy = 13 index value had
also to be discarded because the number of steps between occurrences 1 and 2
of X;, is only 5, a too low value. The index value 7y = 10 appeared to realize the
best trade-off between the various requirements: the number of steps between
the end of occurrence 2 (step 21) and the end of occurrence 3 (step 34) is 13, a
rather low value (note that the corresponding number of steps in the MD4 attack
is 15), and more importantly only 3 of these 13 steps involve the H function;
finally, the number of steps between occurrence 1 (step 10) and occurrence 2
(step 20) is acceptable (11 steps, which involve the 9 X; input words 1, 4, 7, and
10 to 15).

The difference between X;9 and X7, is chosen equal to the low Hamming
weight value 1<<6. The attack aims at finding a collision for two collections of
words X and X* defined by setting:

XF=X;fori # 10, Xjy = Xio+ 15<6

Each of the 3 parts ends with an occurrence of X1g. The first occurrence of X1g
introduces differences in the computation of the collision. This differences in the
registers are compensated by the difference of the third occurrence of Xy at
step 33 and are equal to zero. So between the first and the second occurrences
of the word 10, the differences have to be controlled to allow the compensation
of the variations between steps 21 and 33.
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To achieve this, a well-chosen value for the differences at step 20, Agg =
(1<<24,0,0, —1<<%), is required.

4 Differential Attack Modulo 23? (Steps 21-33).

The Agg differences value just before step 21 must result after step 32 in an
intermediate difference value compensated at step 33 by the AX;y = 1<<6
difference. This part of the attack is a routine differential attack.

The variations on the register occurring at any computation step ¢ come from
the difference on the inputs X; and X/, the direct diffusion of the changing reg-
ister and the indirect diffusion from the boolean vector function. The difference
on the inputs occurs only when X is used in the step (steps 10, 20 and 33).
The direct diffusion cannot be suppressed whereas the differences due to indirect
diffusions have a non zero probability to appear for the multiplexing (F') and
Majority (G) functions. Thus, with a certain probability, the indirect diffusions
are equal to zero in those steps belonging to the second round of the compres-
sion function (21-31) and compensate the variations during the third round steps
(31-33).

The probabilities can be computed backward from step 33 to step 21. We
obtain at the beginning of step 21, a Agy = (1<<24,0,0, —1<<6) difference lead-
ing to no difference at the end of step 33, Az3 = (0,0,0,0). Table [Z gives for
step i, the probability for A; to be equal to the values in the table under the
assumption that A;_; does the same.

Table 2. Differential attack.

step] 17 1819 20 21 22 23 24 25 26 27 28 29 30 31|32 33
A 1<<24 1<<31 1<<6 0

B 0 0 0 0

c 0 0 0 0

D |_1<<6 _1<<15 _p<<ar _q<<s6 0
P T 11 1 1 1/91/9 1/3 1/3 1/91/9 1/3 1/3 1/91/9|1/3 1

The probabilities in table 2l are an approximation calculated without taking
the correlations between the lines into account. Each step is strongly dependent
on the 3 previous steps, but an exact computation of the probability would
require lengthy considerations.

The differential attack cannot be achieved unless an initial constraint is sat-
isfied. Actually, in an inner almost-collision, the registers are given fixed values.
So registers from 18 to 20 are known and their values fix the probability of a
computation with no indirect diffusion at step 21, to 0 or 1. A constraint is
added. We reflect this additional condition in saying that in order for an inner
almost-collision to be admissible, the following equations must be satisfied:

G (A0, Big, C15) = G(A5, Biy, Cig) (1)
AQO — (1<<24,O707 _1<<6) (2)
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Suppose we have an admissible inner-collision. Then the probabilityﬁ to
achieve the differential attack is smaller than but close to 2726:93,

5 Backward Adjustment (Steps 0 to 9)

Suppose we have found an admissible inner almost-collision. The method used
to find an inner almost-collision corresponds to the resolution of a system where
the parameters are the 32-bit registers used at steps 8 to 20 and the variation
of the input word Xig. Solving the system fixes the contents of the registers Rg
to Rap. So using the equations of steps 12 to 20, we obtain the values of words
1,4, 7,10, 12, 13, 14 and 15.

The input word X1 appears in step 11. But a solution of the almost collision
does not fix By which X7 depends upon. So it does not fix X7;1. Nevertheless,
since the word X is fixed, B7 and Cg are largely linked and X7; cannot be
considered as a free variable:

Cs = C55~® — X9 — F(Dy, Ag, B7) — Ko (3)

There are still 7 free variables left for the rest of the attack. This is 2 variables
less than in the cryptanalysis of MD4. But since the differential part of the attack
requires numerous trials, it must be possible to take arbitrary values for some of
the input words. For this, we randomly select X, X2 and X3. Since X; and X,
are fixed by the admissible inner almost-collision found before, we can compute
steps 0 to 4 to obtain the register values 0 to 4. Thus the backward adjustment
problem consists in finding the remaining free variables, namely D5, X5, X¢, Xs
and Xg.

Let’s fix Cg = —1, set By and compute X11. The equations of step 7 and 10
become:

Ds = B5<?* — X; - B3 — K, (4)
F(Dy, As, B7) = C55~"® — X190 — Cs — Ko (5)

Due to the involvement of the F' boolean function (multiplexing) in the above
equation , By is not easy to compute after the inner almost-collision search. So,
the equation (&) is handled as a new constraint for the resolution of the admissible
inner almost-collision search system. It must be satisfied before the beginning of
the computation for the right initial value.

Finally we know Dy from equation {) above, i.e. we know all registers from
0 to 20. At steps 5, 6, 8 and 9, the values of X5, Xg, Xg and Xg¢ compensate the
contents of the registers.

This means we can reach the connection to a given inner almost-collision
from a given initial value and keep 3 words free for the differential attack if the
given inner almost-collision satisfies (f).

2 This probability has to be compared with 273011 the probability found in the crypt-
analysis of MD4.
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Explicitly, the prescribed initial value is matched by the settings:

(=2}

Ay = (Ag + X4 — F(B3,Cy,Dy) + Ko)<<°

Co=0zfffIIfIf
Ds = B5<?* - By — X7 — K,

o

A/.\,.\,.\
e
—_— O T D T

X5 =D5<* — D) — F(Ay, B3, Cy) — K

X¢ = C5<* — Cy — F(Ds, Ay, B3) — Ky (10
Xg = Ag<* — A, — F(By,Cs, Ds) — Ky (11
Xg = D= — D5 — F(Ag, B7,Cs) — Ko (12

6 Inner Almost-Collisions

6.1 Steps 10 to 20: A System with Constraints

In this Section, we consider the compression function between the first two oc-
currences of X9 and X7, (10-20) and search an inner almost-collision between
steps 10 and 20. The inner almost-collision has to be admissible and to satisfy
the constraints resulting from the backward adjustment and differential parts of
the attack:

Ce = —1
F(Dy, Ag, B7) = C15~"® — X190+ 1 — K
G(A207B19, C'18) = G(A%v Bikga Cfs)
A20 = (1<<24707 Oa _1<<6)

Thus, finding an inner almost-collision can be expressed as solving a system
of equations under these four Constraintd. For each step from 10 to 20, an
equation involving only the AX; difference values, not the X; values themselves,
is provided by eliminating the value of the words.

X; = j<+<132 7 — (aj + fi(bj, cj, dj) + K;) (17)
* * 32*51‘ * * *
X‘ = Ji1< - (aj + fl(bwc]’dj) ) (18)
= AX; = Aa; 30 = Aaj — Afi(by, 5, dy) (19)

Adding the equation (I3)) and using equation (I6), we obtain a system of 12
([9)-like equations.

The resolution of this system fixes the contents of the registers from 8 to 20.
Once the register values are known, the values of the words 10 to 15, 1, 4 and 7
can be deduced, using the (I7))-like equations.

As the words X719 and X3 appear twice between steps 10 and 20, the Xig
(resp X13) values provided by the equations of steps 10 and 20 (resp 13 and 18)

3 there were only two constraints in MD4 cryptanalysis.
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must be equal. Thus two constraints must be added to the system in order for
the register values to provide consistent X19 and Xi3 values. be added to

Therefore, an admissible inner almost-collision can be found by solving the
system under the additional two constraints:

A5 - (A16 + G(B19, Cis, D17) + K20) = C~'® — (G(Dy, Ag, B7) + K10 — 1)
D1<3<25 - (DQ + F(A127 Bll, CIO) + Kls) == Cl<8<24 — (014 + G(D17, A167 315) + Klg)

6.2 Resolution

The resolution of the system and constraints defined above aims at finding the
suitable values for the contents of the registers from By to Asy and differences
on registers Ri1 to Rgg. The registers after 21 are computed by choosing ran-
domly Xg, X2 and X3, whereas the registers before 6 are fixed by the backward
adjustment as described previously.

We have to control the differences in the registers between the two first
occurrences of the word 10, from Ag = (0,0,0,0) to Agy = (1<<24,0,0, —1<<6).
There are two ways to make the choices on the registers. On the one hand, the
content of a register can be fixed to simplify the system, this specialization of
the system reduces strongly the choices on the content of the register. On the
other hand, at first, only the differences in the registers are chosen as to ensure
consistency in the diffusions and afterwards the registers are given values. This
leads to more possible values for a register.

In the resolution of the system, after suitable “specializations”, solutions can
be found by iterative solving of equations of the form:

G(Z -+ dZ,al,bl) — G(Z, QQ,bg) = C

where the Z unknown is a 32-bit word, G is a derived from a ternary boolean
function and dZ, al, bl, a2, b2 and C are known words. Equations are solved
recursively and bitwise from the lowest bit to the highest.

Let’s continue the backward computation of the differences begun in the
differential part of the attack. We obtain the differences for registers from Ri3
to Rgg [table B] and simplify the system.

Table 3. Diffusion.

step 13 1415 16 17 1819 20
A |specialization 1<<13 <<%
B and 0 0 0
(@) resolution 0 0 0
D —1 _1<<6 _1<<6

Since the first equations of the system involve the multiplexing function F,
the indirect diffusions are far more difficult to control. We specialize this part of
the system by choosing D13 = —1 and Dj3 = 0.
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Without the two additional constraints, the system can be rewritten:

Diz=-1, Di3=0 (20)
ACESS = 1<<6 (21)
AF(Cyg, Dy, Ag) = ABS~Y (22)
AF(By1,C19, Dg) = AATS?0 (23)
AF(Ay3,B11,Ch) = -1 (24)
A>1k2 = By + ACy (25)
AF(Ch4, D13, A12) = —AB1y (26)
Bis = C14 ® (15°% — AAyy) (27)

AG(Asg, Bis,C14) =0 (28)
AG(Dy7, A1, Bis) =0 (29)
AG(Cig, D17, A1) =0 (30)
AG(Big, Cig, D17) = —1<6 (31)
AG(Azg, Big,C18) =0 (32)

The end of the system (from equation (Z8)) can be solved as it is done in
MD4 cryptanalysis: except in equation B1] (step 20), the diffusions are direct as
it is in the differential attack and at step 20, the diffusion from the input are
compensated by the indirect diffusio, whereas the direct diffusion introduces
the variations on registers Ry required for the rest of the complete attack.

Only the variations for the registers R1g, R11 and Rpo are still free. Never-
theless, we know AC<'® = 1<<6. By choosing C1o and C7, to maximize the
Hamming weight of the AC, difference, we obtain ACjy = 1<<20 — 1<<14 11
and maximize the possibilities of solving the rest of the system.

7 Collision Search Algorithm

We can now describe the collision search algorithm for RIPEMD?®.

There is a practical algorithm which requires less than 1 second and
allows us to compute an inner almost-collision that satisfies the four
equations:

Ce=-1
F(Dyg, Ag, By) = C55~'% — X190+ 1 — Ky
Agy = (155%4,0,0, —1<<9)
AG(Agg, B1g,C15) =0

4 We can notice that since registers Ri7 has the same variation as words 10, the
majority boolean function leads to a high probability to have a solution for register
Rig.
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Choose C1o and Cf, that satisfy ACjp = 1<<20 — 1<<14 4 1.

2. Choose A12, AA12 and ABll. Verify AF(Alg,Bll,Clo) =—1.

value of Xi3.

to obtain the value of X1g.

Compute registers from 9 to 18 and verify the first constraint to obtain the
Compute registers R7, Rg, R1g and Rog. Then verify the second constraint

With the contents of the registers, set the value for X1, X129, X14, X15, X1,

X4 and X7. We obtain an admissible inner almost-collision.

initial value.

Choose randomly X, Xo and Xj.
Compute the registers for 0 to 5 as described in section[@. We reach the right

and X3 until we reach a collision Azz = (0,0,0,0).

With RIPEMDZ, we obtained a collision for the (X, X*) pair determined by

the following values:

Achieve the differential part of the attack by making new trial for Xg, X5

Xo= 0210978d07
X1= 02937e0e67
Xo=0x697a5fe9
X3= 02313d55b0
X4= 02a816066b
X5= 0xed3 f60d6
Xe¢= 0xcbelela
X7= 0xa58dc669

Xg= 0210978d07
X{= 0x937e0e67
X5=0z697ab fe9
X3= 02313d55b0
Xi= 0xa816066b
XZ= Oxed3 f60d6
Xg= Oxcbeclela
X7 = 0xab8dc669

Xg= 0zd0f6edc3
Xo= 0xd22c0042
X10= 02847dc027
X11= 0284 fbc027
Xq9o= 0z fc7f4140
X13= 0z fff00001
X14= 0z7fff82

Xg= 02d0f6edc3
X5= 0xd22c0042
Xio= 0x847dc067
Xi1= 0284 fbc027
Xi5= 0xfc7f4140
Xi3=0xfff00001
Xi= 0x7fff82

Xis= 0zffbf43

With RIPEMDZ%, we obtained a collision for the (X, X*) pair determined by the

following values:

Xo= 0x3e00cch4
X1= 026008000
Xo= 0x4f269ad0
X3= 02398358a6
X4= 021448002
X5= 0xccd1f9d9
Xg= 0xb0304 fed
X7= 02104002

X5= 0x3e00ccH4
Xi= 0xc6008000
X5=0x4f269ad0
X5= 0239835806
Xi= 021448002

Xg= 0zccdl f9d9
X¢= 0260304 fed
X;= 02104002

Xg= 0xa32b5a9c¢
Xo= 0xd6el7c84
X10= 020003440
X11= 02c07e3440
X12= 0zabdcbb5a
X13: 0maf4d741b
X14= 0zafdd739c
X15= 0xb05d335d

Xi= 0za32bba9c
Xi= 0xdb6el7c84
Xio= 02c0003480
X{1= 02c07e3440
X{9= Ozabdcbd55a
Xi3= 0xaf4d741b
X{4= 0zafdd739c
X{s= 0xb05d335d

8 Conclusion

It turns out that the modifications of the MD4 compression function introduced
in each of the RIPEMD® and RIPEMD® compression functions of RIPEMD
leads to more constraints in the cryptanalysis as compared with the Dobbertin’s
cryptanalysis attack of MD4, but collisions can still be found easily (smaller
than 27269 for the differential part of the attack). Our attack provides some
arguments in favor of the conjecture that the existence of an attack on MD4 is
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not due to a suboptimal selection of parameters such as the ¢ and p, the rotation
amounts, etc. The selection made in RIPEMD does not lead to a stronger version
of MD4.

Collisions could be found for each line of the RIPEMD compression function
and for the two-round versions of RIPEMD described in [5]. The two methods
used have not lead yet to a successful attack on the full compression function
and RIPEMD is still holding up.

9 Appendix
Description of the RIPEMD RIPEMD? and RIPEMD® Compression and Hash

Functions
Define the p and o permutations of [0..15] give by Table [ hereafter

Table 4. Permutations for rounds 2 and 3

Word|0 12345 678 9101112131415
p 93137111 501510 4 14 8 212 6
o) 107203141196 4 1121213 8 5

Define register R (0 < k < 47) as the 32-bit register value computed at
step k. Ry is also denoted Ay when & = 0 mod 4, Dy when k& = 1 mod 4, Cy,
when k£ = 2 mod 4 and By, when k£ = 3 mod 4 as far as the left line is concerned.
The same definitions apply for the right line and for R}, A}, D;, C}, and Bj..

Start with the initial value IV = (IV4, Vg, IV, IVp). For the first iteration,
start with IV = IV0 = (IV4,IVp, IVe, IVp), where IV, = 02067452301; [Vp =
O0zefcdab89; IV = 0298badcefe; IVp = 0x10325476.

Copy IV, IV, IV, IVp into the registers A, B,C, D for the left line and
A’'B'C' D’ for the right line. These registers correspond to steps —4, —3, —2 and
—1.

Define the constants Ky = 020, K7 = 025a827999, Ko = 0x6ed9ebal for the
left line and K, = 0x50a28be6, K = 020, K} = 025c4dd124 for the right line.

Define F(z,y,2) = (x Ay) V ((mz) A2), G(z,y,2) = (x Ay)V(xAz)V (2 Ay)
and H(z,y,z) = (x @ y ® z) functions used in rounds 1, 2 and 3 respectively.

Define the word X and the shift for each step given by Table [l hereafter.

Compute for (i =0; i < 48;i =i+ 1):

Ri = (Ri—4 + fr(Ri—1, Ri—2, Ri—3) + X (i mod 16) + Ko) ="
Ri = (Ri_y + fr(Ri_1, Ri_5, Ri_3) + Xy(i mod 16) + Kg) ==

Where r = 0 when ¢ € [0..15], » = 1 when ¢ € [16..31] and r = 2 when i € [32..47]
andf():F, flzGandfng.
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Table 5. Rotations for each step

step X s|X s|X s |X s|[step X s|X s |X s|X s||step X s|X s|X s|X s
0to 3 0 111 14| 2 153 12|(16 to 19| 7 7|4 6|13 8|1 13||32 to 35| 3 11|10 13|22 14{4 7
4to7 4 5|5 8|6 7|7 9120 to 23|10 11|6 9 (15 7 |3 15|36 to 39| 9 14|15 9|8 13| 1 15
8to 11 |8 11| 9 13|10 14|11 15||24 to 27|12 7|0 12| 9 155 9 (|40 to 43|14 6|7 8|0 13|6 6
12 to 15(12 6 (13 7|14 9|15 8|28 to 31|14 7|2 11|11 13|8 12|44 to 47|11 12|13 5|5 7|12 5

Finally compute the compression function output AA, BB, CC, DD as fol-

lows:

For the RIPEMD compression function: AA =IVB + C + D/,
BB=IVC+D+A,CC=IVD+A+B,DD=IVA+ B+’
For the RIPEMD’ compression function: AA = IV A+ A,
BB=IVB+B,CC=IVC+C,DD=1VD+ D.

For the RIPEMD® compression function: AA = IVA + A’,
BB=IVB+B,CC=IVC+C',DD=IVD+ D"
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Abstract. In this paper we develop a technique that allows to obtain
new effective constructions of highly resilient Boolean functions with
high nonlinearity. In particular, we prove that the upper bound
2"~ — 9™%! on nonlinearity of m-resilient n-variable Boolean functions
is achieved for 0.6n —1 <m <n — 2.

Keywords. Stream cipher, Boolean function, nonlinear combining func-
tion, correlation-immunity, resiliency, nonlinearity.

1 Introduction

One of the most general types of stream cipher systems is several Linear Feedback
Shift Registers (LFSRs) combined by nonlinear Boolean function. This function
must satisfy certain criteria to resist different attacks (in particular, correlation
attacks suggested by Siegenthaler [18] and different types of linear attacks). The
following factors are considered as important properties of Boolean functions for
using in stream cipher applications.

1. Balancedness. A Boolean function must output zeroes and ones with the
same probabilities.

2. Good correlation-immunity (of order m). The output of Boolean function
must be statistically independent of combination of any m its inputs. A balanced
correlation-immune of order m Boolean function is called m-resilient.

3. Good nonlinearity. The Boolean function must be at the sufficiently high
distance from any affine function.

Other important factors are large algebraic degree and simple implementation
in hardware.

The variety of criteria and complicated trade-offs between them caused the
next approach: to fix one or two parameters and try to optimize others. The
most general model is when researchers fix the parameters n (number of vari-
ables) and m (order of correlation-immunity) and try to optimize some other
cryptographically important parameters. Here we can call the works [16], [2],
7], [4] 18], [9], [10], [12], [19], [20], [22].

The present paper continues the investigations in this direction and gives new
results. In Section 2 we give preliminary concepts and notions. In Section 3 we

M. Matsui (Ed.): FSE 2001, LNCS 2355, pp. 66-77, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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give a brief review of the investigations on the problem of maximal nonlinearity
for n-variable m-resilient Boolean function. In Section 4 we discuss a concept
of a linear and a pair of quasilinear variables which works in the following sec-
tions. In Section 5 we present our main construction method. This method is
a generalization of a method described in [19] and [20]. This method allows to
construct recursively the functions with good cryptographic properties using the
functions with good cryptographic properties and smaller number of variables.
The method is based on the existence of a proper matrix with prescribed prop-
erties. In Section 6 we give some examples of proper matrices and obtain new
results on the maximal nonlinearity nlmax(n,[) of m-resilient functions on V.
Namely, we prove that nlmax(n,m) = 2"~ —2m+1 for 5”7;4 <m<n-—2and
for 0.6n—1 < m < n—2. In Section 7 we give some remarks on the combinatorial
problem connected with proper matrices and give a geometrical interpretations
of proper matrices.

2 Preliminary Concepts and Notions

We consider V™, the vector space of n tuples of elements from GF(2). A Boolean
function is a function from V™ to GF(2). The weight wt(f) of a function f on V"
is the number of vectors z on V™ such that f(z) = 1. A function f is said to be
balanced if wt(f) = wt(f @ 1). Obviously, if a function f on V™ is balanced then
wt(f) = 2"~ A subfunction of the Boolean function f is a function f’ obtained
by substitution some constants for some variables in f. If we substitute in the
function f the constants oy, ,...,0;, for the variables z;,,...,x;, respectively
then the obtained subfunction is denoted by fo.!” ni. If a variable ; is not
substituted by constant then z; is called a free variable for f.

It is well known that a function f on V™ can be uniquely represented by a
polynomial on GF'(2) whose degree is at most n. Namely,

i1y Lig

flx,. ... zn) = @ glag,...,an)zi* ... x0n

(a1,...,an)EV™

where ¢ is also a function on V™. This polynomial representation of f is called
the algebraic normal form (briefly, ANF) of the function and each z{*...z%"
is called a term in ANF of f. The algebraic degree of f, denoted by deg(f), is
defined as the number of variables in the longest term of f. The algebraic degree
of variable x; in f, denoted by deg(f, x;), is the number of variables in the longest
term of f that contains z;. If deg(f,z;) = 1, we say that x; is a linear variable
in f. The term of length 1 is called a linear term. If deg(f) < 1 then f is called
an affine function.

The Hamming distance d(z’, x"") between two vectors 2’ and 2’ is the number
of components where vectors 2’ and z” differ. For two Boolean functions f; and
f2 on V™ we define the distance between f; and fo by d(f1, fo) = #{z €
V™ fi(x) # fo(x)}. The minimum distance between f and the set of all affine
functions is called the nonlinearity of f and denoted by nl(f).
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A Boolean function f on V" is said to be correlation-immune of order m,
with 1 < m < n, if the output of f and any m input variables are statistically in-
dependent. This concept was introduced by Siegenthaler [17]. In equivalent non-
probabilistic formulation the Boolean function f is called correlation-immune of
order m if wt(f’) = wt(f)/2™ for any its subfunction f’ of n—m variables. A bal-
anced mth order correlation immune function is called an m-resilient function.
In other words the Boolean function f is called m-resilient if wt(f’) = 27»~™~1
for any its subfunction f’ of n — m variables. From this point of view we can
consider formally any balanced Boolean function as O-resilient (this convention
is accepted in [1], [9], [12]) and an arbitrary Boolean function as (—1)-resilient.
The concept of an m-resilient function was introduced in [3].

Siegenthaler’s Inequality [17] states that if the function f is a correla-
tion-immune function of order m then deg(f) < n — m. Moreover, if f is an
m-resilient, m < n — 2, then deg(f) <n—m — 1.

The next lemma is well-known.

Lemma 1. Let f(x1,...,2,) be a Boolean function represented in the form

f('rlw"vxn): @ (l‘l@Ul)---(f[@Ul)f(O'l@1,...,0'[@1,.’1}l+1,...,l‘n)-

(01,--,01)

Suppose that all 2 subfunctions f(o1®D1,...,00®1, 2141, ..,%,) are m-resilient.
Then the function f is an m-resilient too.

The Lemma 1 was proved in a lot of papers including (for I = 1) the pioneer-
ing paper of Siegenthaler (Theorem 2 in [17]). General case follows immediately
from the case [ = 1.

3 The Problem of Maximal Nonlinearity for Resilient
Functions

Let m and n be integers, —1 < m < n. Denote by nimax(n,m) the maximal
possible nonlinearity of m-resilient Boolean function on V™. It is well-known
that the nonlinearity of a Boolean function does not exceed 2"~1 — 231 [15].
Thus, nlmaz(n,—1) < 2"~! — 25~ This value can be achieved only for even
n. The functions with such nonlinearity are called bent functions. Thus, for even
n we have nlmax(n,—1) = 2"~1 — 251 Tt is known [13,14,7] that for odd n,
n < 7, nlmazx(n,—1) = 2"~ — 202=1/2 "and for odd n, n > 15, the inequality
nimaz(n, —1) > 2n~1 — 2(n=1)/2 holds. Bent functions are nonbalanced always,
so, for balanced (O-resilient) n-variable function f we have nl(f) < 2"~ ! —
2571 and nlmaz(n,m) < 2"t — 2571 for m > 0. If f is n-variable m-resilient
function, m > n — 2, then by Siegenthaler’s Inequality [17] deg(f) < 1, so
nlmax(n,m) = 0. For some small values of parameters n and m exact values of
maximal nonlinearity are known. The latest collection of such values is given in
[10]. The upper bound nimaz(n,m) < 27~1 —2m+L for m < n — 1 was proven
independently in [10], [19] and [23], all three these manuscripts were submitted
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to Crypto 2000 although only the first was accepted). In [19] and [20] an effective
construction of m-resilient function on V" with nonlinearity 27! — 2m+! was
given. This construction gives that nimaz(n, m) = 2"~ —2m+1 for 22T <y <
n — 2. The construction of [19] and [20] was slightly modified in [11]. The last
modification follows that nlmax(n,m) = 2"~ —2m+! for @ <m<n-2.1In
[10] it was proved that the nonlinearity of m-resilient function on V" is divided
by 2m+1. Also in [10] it was proved that nlmax(n,m) < 27~ — 2n/2=1 _ gm+1
for m < (n/2) — 2 (for the case of odd n a bit more strong bound was given).

4 On Linear and Quasilinear Variables

In this section we recall the concepts of linear and quasilinear variables. The last
concept was introduced in [19].

Recall that a variable z; is called a linear for a function f = f(x1,...,2;_1,
Ty Tigl,---,xq) if deg(f,x;) = 1. Also we say that a function f depends on a
variable x; linearly. If a variable x; is linear for a function f we can represent f
in the form

f(xla~'-7$i717$i7$i+17~-~7$n) = 9(1’1,--- 7$i717xi+17~-~7xn) @x’b

Other equivalent definition of a linear variable is that a variable x; is linear for
a function f if f(z’) # f(x”) for any two vectors 2’ and z’ that differ only in
tth component. By analogy with the last definition we give a new definition for
a pair of quasilinear variables.

Definition 1. We say that a Boolean function f = f(x1,...,x,) depends on a
pair of its variables (z;, x;) quasilinearly if f(z') # f(z”) for any two vectors x’
and " of length n that differ only in ith and jth components. A pair (z;,x;) in
this case is called a pair of quasilinear variables in f.

The proof of the next lemma is given in [19] and [20].

Lemma 2. Let f(z1,...,2,) be a Boolean function. Then (x;,x;), i < j, is a
pair of quasilinear variables in f iff f can be represented in the form

f(ﬂ]‘l, ce ,xn) = g(ml, ey =15 L4153 Tj—1, Lj41y - - - 5 Lny T S5 Ij) D x;. (1)
The next lemmas are obvious.

Lemma 3. Let f(x1,...,x,) be a Boolean function. If f depends on some vari-
able x; linearly then f is balanced.

Lemma 4. f(x1,...,z,) be a Boolean function. If f depends on some variables
Tiyy Tigs - -+, Ti, linearly then f is (s — 1)-resilient.

Note that Lemma 4 agrees with our assumption that a balanced function is
O-resilient, and an arbitrary Boolean function is (—1)-resilient. (In the last case
s=0.)
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Lemma 5. Let f(x1,...,z,) be a Boolean function. If f depends on some pair
of variables (x;,x;) quasilinearly then f is balanced.

Lemma 6. Let f(z1,...,2n,Tpny1) = f(21,...,2T0n) ® ctpi1 where ¢ € {0, 1}.
Then nl(f) = 2nl(g).

Lemma 7. Let f(x1,...,2,) be a Boolean function on V" and f depends on
some pair of variables (x;,x;) quasilinearly. Then nl(f) = 2nl(g) where g is a
function used in the representation of f in Lemma 2.

Lemma 8. Let f1 and fy be two Boolean functions on V™. Moreover, there
exist variables x; and x; such that fi depends on a pair of variables (x;,x;)
quasilinearly whereas fo depends on the variables x; and x; linearly. Let | be an
arbitrary affine function on V™. Then at least one of two functions f1 ® 1 and
fo @1 is balanced.

Proof. Let I = @ upx, ®ug, ur € {0,1},r=0,1,...,n. If u; = 0 (correspon-
r=1
dently, u; = 0) then fy @ [ depends on the variable z; (x;) linearly, therefore

the function fo @[ is balanced. The remained case is u; = u; = 1. But here
it is easy to see that the function f; @[ depends on a pair of variables (z;, ;)
quasilinearly, therefore f; @ [ is balanced. O

5 A Method of Constructing

Suppose that fy, f1,..., for_; are Boolean functions on V". We denote f, also

as foy..0, Where oy...0y is a binary representation of the number r. Suppose
k

that ¢ = (e1,...,¢x) is an arbitrary binary vector. Put s = Y ¢;. We denote

i=1
X=Azli=1,....n}, Y ={y|li=1,....k}, Z ={zi|lc; = 1, i =1,...,k}
(The set Z contains the variables z; only for ¢ such that ¢; = 1). We define

k k
[(X.)Y,Z) = b <H(y@ D cizi @(%‘)) for.on(X) @@Cizi- (2)

(o15e.0,08)EVE \i=1

By construction the function f in (2) depends on n + k + s variables. Below we
formulate some properties of construction (2).

Remark. Some details of construction (2) can be understood more easily if
weput cg =...=c¢s =1, csy1 = ... = ¢ = 0. But for an effective implementa-
tion it is important in some cases to vary the vector c.

Lemma 9. Suppose that all 28 Boolean functions fo, fi, ..., for_1 in (2) are
m-resilient. Then the function f(X,Y,Z) is (m + s)-resilient.

Proof. Substitute in (2) arbitrary m+s constants for arbitrary m+s variables.
We obtain some (n 4+ k — m)-variable subfunction f’. If ¢; = 1 for some 4 and
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if both variables y; and z; are free in f’ then the pair of variables (y;, z;) is a
quasilinear pair in f’ therefore by Lemma 5 the subfunction f” is balanced). Thus,
we can assume that for each 7 such that ¢; = 1 at least one of two variables y; and
z; is substituted by constant. Then at most m variables from X are substituted

by constants in (2). All functions fo, f1,..., for_; are balanced, therefore the
function f(X,Y, Z) is balanced too. We have proved that an arbitrary (n+k—m)-
variable subfunction of f(X,Y, Z) is balanced. O

Lemma 10. Suppose that the nonlinearity of all 2¢ Boolean functions fo, f1,
oy for_1 in (2) is at least Ny. Moreover, for any two functions f., and f,,
0 <1y #ry <28 -1, there exists a pair of variables (@i, ;) such that one of
these two functions, say fr, depends linearly on the variables x; and x; whereas
another function f,, depends quasilinearly on the pair (x;,x;). Then nl(f) >
25(2n=1(2F — 1) + Np).

Proof. Tt is obvious that if we replace ¢; = 0 by ¢; = 1 then we multiplate
the nonlinearity by 2 (adding new variable). Thus we can assume that s = 0.
Consider an arbitrary affine function I. Denote I, = I5!%17+®1 where 0y ... o},

is a binary representation of the number 7. Note that for any r = 0,...,2% — 1,
2k -1

we have [, =g or [, =lo®1. Then d(f,l) = > d(fr,l.). By Lemma 8 and the
r=0

hypothesis of this lemma we have that d(f,,[,) # 2"~ ! for at most one value of
r. Thus d(f,1) > 2"~ 1(2¥ — 1) + Ny. An affine function | was chosen arbitrary.
Therefore nl(f) > 2"~ 1(2F — 1) + Np. O

The construction (2) is a generalization of the construction in [19] and [20]
where only the case k = 1 is considered.

The problem is to find the functions fy, f1, ..., for_; with desirable distribu-
tion of linear and quasilinear variables. Below we give some approach that allows
to construct such systems of functions.

Definition 2. Let B = (b;;) be (28 x p) matriz of 2% rows and p columns with
entries from the set {1,2,%}. Let ko and t be positive integers. We assume that

(1) for every two rows i1 and is there exists a column j such that b;,; =1,
bin =2 or bilj = 2, bizj =1.

P
(1) for every row i the inequality Y b;; <t holds (a sign * does not give an
j=1

influence to these sums).

(i) in every row the number of ones does not exceed ky.

If the matriz B satisfies all properties (i), (i), (iii) we say that B is a proper
(ko, k, p, t)-matriz.

Definition 3. Let F be a set of Boolean functions such that for every s, 0 <
s <k, the set F contains an (m+ s)-resilient function on V"V with nonlinearity
at least 2°(2"~1 —2mFA) (X is not necessary integer). Moreover, we assume that
each fs contains s disjoint pairs of quasilinear variables. Then we say that F is
a Sp,m,k  -System of Boolean functions.
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Remark. To provide an existence of a S, ,, 1 A-system of Boolean functions
it is sufficient to have only one (m 4+ k)-resilient function f on V"** with non-
linearity at least 2%(27~1 — 2m*X) that contains k disjoint pairs of quasilinear
variables. All other necessary functions of Sy, ,, k., A-system can be obtained from
f by substitutions of constants for the variables from different disjoint pairs
of quasilinear variables. But note that the last way is not effective from the
implementation point of view.

Lemma 11. There exists an So,_1,2,1-system of Boolean functions.

Proof. Put f§ = 122, fi = (z1®x2)z3D 1, f§ = (21D 22) (23D 24) D21 D3,
It is easy to verify that f!, s = 0,1,2, is a (=1 + s)-resilient function on V?2**
with nonlinearity 2%(22~1 — 271*1) moreover, f/ contains s disjoint pairs of
quasilinear variables. a

Theorem 1. Suppose that there exists an Sy m, ko, A-System of Boolean functions
F and there exists a proper (ko, k,p,t)-matriz B, n > 2p —t. Then there exists
an Sptk+t,m+t,k,x-system of Boolean functions.

Proof. Consider the ith row of the matrix B, i = 0,1, ...,2* —1. Suppose that
this row contains s = s(4) ones. The matrix B is a proper, therefore s < kg, s < t.
By assumption there exists an (m+s)-resilient function f/ on V" *¢ that contains
s disjoint pairs of quasilinear variables with nonlinearity at least 25 (27~ —2m+),
Add t — s new linear variables to the function f/. As a result we obtain the
function f!” on V"t Tt is easy to see that the function f! is an (m + t)-resilient
function with nonlinearity at least 2¢(2"~! — 2™*}) moreover f!’ contains s
disjoint pairs of quasilinear variables and besides ¢ — s linear variables. Note that
by the property (ii) of a proper matrix the value ¢ — s is not less than the number
of 2’s in ith row of B multiplied by 2. By this way we construct the functions f/’
on V"t forevery i, i = 0,1,...,2*—1. By assumption n+t > 2p. Next, for every
i,i=0,1,...,2F -1, we permute the variables in f/(x1,...,7,;) obtaining the
function f; such that the function f; depends on a pair of variables (z2;_1, Z2;)
quasilinearly if b;; = 1, and the function f; depends on the variables x5;_ and
x2j linearly if b;; = 2. By the arguments given above we have suflicient numbers
of quasilinear and linear variables for this procedure. Now we are ready to apply
the construction (2). By means of this construction varying the number of ones
in the vector (cy,...,cx) we obtain the functions f(X,Y,Z;), s = 0,1,... k.
The function f(X,Y, Z,) by Lemmas 9 and 10 is an (m+t+ s)-resilient function
on V"HEHt+s with the nonlinearity at least 2°(2nFF+t=1 — 2m+t+X) Moreover,
the function f(X,Y, Z,) contains s disjoint pairs of quasilinear variables. Thus,
we have constructed an .Sy, 1 k¢ m-+tt k& 1-System of Boolean functions. O

An application of the construction given in Theorem 1 we denote by

Snmko A ko kyp,t = Snktm-tkA-

If we add new linear variable to an m-resilient function f on V"™ then we
obtain (m+ 1)-resilient function f on V" *! with nonlinearity 2ni(f). We denote
this procedure by

Sr,m,0,0710,0,0,1 = Snt1,m41,0,A-
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6 Examples of Proper Matrices Effective for Our
Construction and New Resilient Boolean Functions
with Maximal Nonlinearity

At first, we give some examples of proper matrices effective for the construction
of Boolean functions with good combination of parameters. We denote a proper
(ko, k,p, t)-matrix by B, k,p.t-

2 2 2 1 x
2 2 1 * 2 1
Biii2= (1> , Baooa = 1 92| B3233 = 1 % 2|
1 1 1 1 1
2 2 1 1 % * 1 2 2
2 1 1 2 % 2 x 1 2
2 1 x 1 2 2 2 x 1
21 2 % 1 1 2 2 «
By356 = 11 % 2 2| B335 = 21 1 11>
1 2 1 % 2 1 211
1 «= 2 1 2 11 2 1
1 = 2 2 1 1 1 1 2
1 1 = x 2 2 2 2 2 2 x x x
*x 2 1 1 % 2 2 1 2 x 1 2 x
* x 2 2 1 1 2 1 2 x x 1 2
1 = x 2 2 2 1 1 2 x 2 x 1
2 1 1 % x 2 2 * 1 2 1 2 x
* x 2 1 1 2 2 * 1 2 x 1 2
* x 2 2 2 1 1 * 1 2 2 x 1
1 2 2 1 2 % % 2 x 1 1 2 =%
Brazs =1, 1 9 9 1 2 «[Bra6s=[o . 1 4+ 1 2
* x 1 2 2 1 2 2 x 1 2 x 1
2 x x 1 2 2 1 2 x 1 1 1 1
1 2 x 2 1 2 =« 1 2 « 1 1 1
* 1 2 x 2 1 2 *x 1 2 1 1 1
2 x 1 2 x 2 1 1 11 2 % 1
2 2 x 1 x 1 2 1 11 1 2 =«
2 2 2 x 1 x 1 1 1 1 « 1 2

It is easy to verify that all matrices given above are proper matrices with
correspondent parameters.

The simplest example of a proper matrix is the matrix By ;1 1,2. If 2”3_7 <m<
n — 3 then the numbers n and m can be represented in the form n = 3r + s + 2,
m = 2r + s — 1, where r and s are nonnegative integers (an existence of this
representation as well as an existence of the representations in Theorems 2 and
3 can be proved by the arguments from the elementary arithmetic). By Lemma

11 there exists a system S _1.2,1. We apply
Sa2-1,21(T1,1.1,2)" (T0,0,0,1)° = Snym.o,1-
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Therefore nlmaxz(n, m) > on—1_om+1 for m > 2”3*7. In Section 3 it was pointed
out that nimaz(n,m) < 2"~1 — 2™+ for m < n — 2. Therefore nlmax(n, m) =
2n=1 — 2mFL for 2T <y < n — 2. The above construction was given in [19]
and [20].

Theorem 2. nimaxz(n,m) = 2"~1 —2m+L for % <m<n-2.

Proof. Let n, m be integers. Note that [5214] > [22=T] for n < 17. If
n > 17, m > n — 8, then m > 2"37 Ifn>17 5" 13 < m < n— 8, then
the numbers n and m can be represented in the form n = 8ry + 3re + s + 17,
m = 511 + 2ry + s + 9, where rq, 72 and s are nonnegative integers. We apply

Sa2—12172224T2356(T33,45) " (T1,1,1,2)(70,0,01)° = Snm,0,1-

Ifn>17, % = m, then the numbers n and m can be represented in the form
n = 8r + 22, m = 5r 4+ 12, where r is nonnegative integer. In this case we apply

.
So2—121T2224T2356(T3345) 13233 = Snm,2.1-

Theorem 3. nimaz(n,m) =2""1 —2m+L for 0.6n —1<m <n-—2.

Proof. Let n, m be integers. Note that 0.6n—1 > 2” T for n < 20. If n > 20,
m >n—29, then m > 2"3 T If n > 20, 0.6n—1 <m<n—9 excepting the case

=0.6n—1,n=5 (mod 10), then the numbers n and m can be represented
in the form n = 107y + 8ry + 3r3 + s + 20, m = 611 + 5ro + 2r3 + s + 11, where
r1, ro,r3 and s are nonnegative integers. We apply

So—121T222.4T2.478(Taa66)" (13,3,4,5)(T1,1,1,2)" (T0,0,0,1)° = Sn,m,0,1-

3Ly4y sty

In the case n = 107425, m = 6r + 14, where r is a nonnegative integer we apply

S2,-1,2172.22,4T2.4,7,8(Ta4,6,6) 13,2,33 = Snm,2,1-

1454y

O

Note that the best previous result [11] was that nimax(n, m) = 27~ — 2m+!

for @ <m < n— 2. Since 5”8;14 < % for n > 22 it is easy to check that
our constructions provide the best known result beginning with n = 25.

7 Some Remarks on Combinatorial Problem and
Geometrical Interpretations

If there exists a proper (k, k, p, t)-matrix then using the technique described in
the previous section we can prove that nimaz(n,m) = 2"~ — 2™+ for m >
; +kn — ¢’ where ¢’ is a some constant. Therefore we are interesting to find a
proper (k, k,p,t)-matrix where the ratio i is as small as possible.
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For given positive integer k we denote by t(k) the minimal positive integer
t such that for some p there exists a proper (k,k,p,t)-matrix. It is clear that
we can consider only matrices without all-* columns. Then obviously p < t - 2%.
There exists a proper (k, k, k, 2k)-matrix (all rows are different and without x).
Thus, to find (k) it is sufficiently to consider only a finite set of matrices.

Proposition 1. Let ki and ko be positive integers. Then t(ky + ko) < t(k1) +

t(ks).

Proof. By definition for some p; and ps there exist a proper (k1, k1, p1, t(k1))-
matrix B’ and a proper (ka, ko, pa, t(k2))-matrix B”. Compose a (281452 x (p; +
p2)) matrix B where the rows of B are all possible concatenations of rows of
matrices B’ and B”. It is easy to see that B is a proper (ki + ko, k1 + ko, p1 +
pa2, t(k1) + t(ke))-matrix. Therefore t(k1 + k2) < t(k1) + t(ka). |

It is quite obvious that

Proposition 2. t(k) > k.

Propositions 1 and 2 follow that there exists the limit klim Uk)
—00

A proper (ko, k, p, t)-matrix B can be interpreted as a collection of 2* disjoint
subcubes in Boolean cube {1,2}?. Indeed, a row of B can be interpreted as a
subcube where the components with * are free whereas the components with 1
or 2 are substituted by correspondent constant. We illustrate this at the example
of the matrix B3 3.45:

row of Bssas points of a subcube

%122 {(1,1
2% 12 {(2,1
22 1 {(2,2,
122+ {(1,2,
2111 {(2,1,1,1
1211 {(1,2,1,1

{(1,1,2,1

)—l»—[\D[\D

) ) )

) )

2
1
2,
2

)

b

1
2
2,

2
)
)
)

2
27
2
1

N~ NN
o

)
)
)
)

)

2
1
1
2,
(2
(1
(1

}
}
1121 ,1,2,1)}
1112 {(1,1,1,2)}

The property (i) of a proper matrix provides that subcubes are disjoint. The
properties (ii) and (iii) characterize the location of subcubes in a cube and the
size of subcubes.

Estimating the numbers of points at different levels of Boolean cube that
belong to some disjoint subcubes we are able to prove that

Proposition 3. t(1) = 2, t(2) = 4, ¢(3) = 5, t(4) = 6, t(5) = 8, t(6) = 9,
#(7) = 11, £(8) = 12, £(10) = 15.

Already after FSE 2001 Fedorova and Tarannikov analysing a preliminary
version of this paper [21] proved in [5] and [6] that there do not exist proper

(ko, k, p, t)-matrices for < L = 0.5902... It follows that by means

t+k log, (VB+1)
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of only the method (2) with using of proper matrices it is impossible to construct
m-resilient function on V™ with maximal possible nonlinearity 27~! — 2m+1
for m < 0.5902...n + O(1). At the same time in [5] and [6] it is proved that

klim % = m = 0.5902... and it is constructed at infinite sequence
bde el 2

of such functions with m = 0.5902...n + O(logy n). Nevertheless the smallest
parameters given in [5] and [6] that improve our bounds are n = 172, m = 102.

The author is grateful to Claude Carlet, Oktay Kasim-Zadeh and Maria
Fedorova for helpful discussions.
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Abstract. Modes of operation adapt block ciphers to many applica-
tions. Among the encryption modes, only CFB (Cipher Feedback) has
both of the following properties: Firstly it allows transmission units
shorter than the block-cipher length to be encrypted and sent without
delay and message expansion. Secondly, it can resynchronize after the
loss of such transmission units.

However, CFB is inefficient in such applications, since for every trans-
mission unit, regardless how short, a call to the block cipher is needed.
We propose a new mode of operation based on CFB which remedies
this problem. Our proposal, OCFB, is almost optimally efficient (i.e.,
almost as many message bits are encrypted as block-cipher output bits
produced) and it can self-synchronize after the loss or insertion of trans-
mission units. We prove the security of CFB and OCFB in the sense of
modern cryptography.

1 Introduction

Symmetric-key block ciphers are one of the most prominent building blocks in
many cryptographic systems. They are used to construct various primitives such
as stream ciphers, message authentication codes, and hash functions. Concep-
tually, a block cipher is a function that maps fixed-size [-bit plaintext blocks
to I-bit ciphertext blocks (I is called the length of block cipher). The function
is parametrized by a key k of a certain length. Examples of well-known block
ciphers are Triple-DES (based on [DEST77]), IDEA [LM91] and the AES can-
didates [NIST00], in particular Rijndael [DR99]. To encrypt longer messages
and to fulfil varying application requirements, several modes of operation for
block ciphers have been proposed. Among the standardized encryption modes
from [FIPS81], CBC (Cipher Block Chaining) and CFB (Cipher Feedback) use
the previous ciphertext block in the encryption so that each ciphertext block de-
pends on the preceding plaintext, while OFB (Output Feedback) acts as pseudo-
random bit generator and allows a large part of the encryption procedure to be
precomputed. CFB and OFB can be used for applications where plaintext units
with L < [ bits (L = 8 and L = 1 are typical cases) must be encrypted and

M. Matsui (Ed.): FSE 2001, LNCS 2355, pp. 78-91] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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transmitted without delay. We call this a transmission unit. The counter mode
(e.g., [DH7IILRWO0|) can replace OFB.

Several applications need a self-synchronizing mode of operation, i.e., an er-
ror in the ciphertext must only lead to a small amount of incorrect plaintext.
These are applications where the protocols have no or very basic built-in fault
tolerance because the data type, e.g., voice or video, is such that small errors
are unnoticeable or recoverable by natural redundancy. A more systematic al-
ternative to a self-synchronizing cipher would be to add more error correction
either to the transmission system or the application, but in practice, both may
be fixed and one has to offer a transparent encryption layer in between. An
application where we encountered this problem is ISDN, a common network
for the subscriber area in Europe and Japan [Boc92], in particular for integrat-
ing phone, fax and Internet access. An effective way to secure the voice and fax
communication, too, is transparent encryption directly before the ISDN network
termination, e.g., by an ISDN card together with software encryption. Here one
has precisely the network and application conditions for a self-synchronizing ci-
pher: no underlying error correction, no message expansion possible (at least not
without administrational problems), and the applications tolerate small errors
but not desynchronization.

There are different types of errors. We speak of bit errors if certain bits are
flipped, but the number of bits is unchanged. (Hence we include some burst errors
in this class.) Slips are errors where bits are lost or inserted. Apart from outside
disturbances, slips result from crossing networks with different clock frequency.
CBC and CFB only tolerate slips if entire transmission units are inserted or lost.
Hence only CFB can be used on networks where slips for units smaller than the
block-cipher length occur. For instance, ISDN is byte-synchronous, i.e., slips can
only be multiples of L = 8 bits [Boc92]. Hence CFB with 8-bit transmission
units can be used. If nothing at all is known about the slips, L = 1 must be
used. However, CFB is inefficient in such cases, since for every transmission unit
the block cipher is called to encrypt [ bits, e.g., 64 or 128. This is n = [/L times
as often as in other modes.

In this paper we present a solution OCFB to this problem. It is based on CFB,
almost as efficient as CFB with L = [ and self-synchronizing even for L < [. We
prove the concrete security of CFB and OCFB in the sense of [BDJR97]. To our
knowledge this is also the first rigorous security analysis of CFB.

These properties make our proposal very appealing also to all applications
which already use CFB.

Related literature: CFB and OCFB are so-called single modes of operation.
Recently, multiple modes of operation have found considerable attention, but
results as in [Bih94/Bih98Wag98|/HP99| suggest that single modes with a better
block cipher are more promising. Now that an AES winner has been announced,
this seems realistic.

Apart from that, recent research on modes of operation concentrates on
MAC modes, e.g., [BROOPROOJCKMO00] and modes combining integrity and
secrecy [GDO00JJut00/Rog00]. This is clearly important for many applications
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and the natural way to build new applications, but as motivated above, well-
established networks and applications remain where self-synchronization is im-
portant.

Proving the security of modes of operation started with [BKR94IBGR95], and
a large part of the new literature cited above contains such proofs. Encryption
modes (CBC and counter) were first treated in [BDJRO7], and here also the
concrete security of symmetric encryption was defined in detail.

The only fairly recent security analysis for CFB we know is [PNRB94], but
rather from the point of view that CFB does not prevent differential and linear
cryptanalysis of the block cipher.

Outline of the paper: We first present some basics and notations: the trans-
mission model, notation for encryption, and CFB and its self-synchronization
properties. After this we present our proposed operation mode OCFB and its
self-synchronization property and compare the efficiency of CFB and OCFB.
Finally, we present left-or-right security [BDJR97] as a basis for our security
treatment and give concrete security proofs for both standard CFB and OCFB.

2 Preliminaries
2.1 Transmission Model

As motivated above, we assume a communication system with L-bit transmission
units. The most important fact is that slips, i.e., losses or insertions, only occur
for entire transmission units. The main case we consider is L = 8. We assume
that we are not allowed any message expansion.

2.2 Encryption Notation

A block cipher is a triple (gen, enc, dec). The algorithm gen randomly generates
a key k, which is used by the encryption function ency : {0,1} — {0,1} to
encrypt a plaintext message m to a ciphertext ¢ = encg(m). The decryption
function decy, decrypts a ciphertext ¢’ to m’ = decy(c’) using the same key k.
The value [ is called the block-cipher 1engthﬂ

CFB and OCFB use [-bit shift registers consisting of n = [/L positions

SR[1],...,SR[n] of L-bit transmission units. By »r = SR or SR = r we denote
reading or writing the entire register. Shifting a transmission unit m into the
register is written SR < m, i.e., this means SR[i] = SR[i+ 1] fori=1,... ,n—1

and SR[n] = m. Shifting a transmission unit out is written m <+ SR, i.e., this
means m = SR[1], SR[i{] = SR[i + 1] fori=1,... ,n—1 and SR[n] = 0.

Other notations are |m/| for the length of a string and & for the bitwise exor of
strings of equal length. By a € S we denote the random and uniform selection
of an element a from the set S. Further, P(pred(x) :: x = A(z)) represents
the probability that z fulfils a certain predicate pred if x is chosen with the
probabilistic algorithm A on input z.

L CFB and OCFB do not use decy or the fact that ency is a permutation; hence we
could also define them with an arbitrary family F' of functions ency.



Optimized Self-Synchronizing Mode of Operation 81

2.3 Cipher Feedback Mode

The Cipher Feedback Mode (CFB) is illustrated in Figure [I. More precisely,
CFB“Y denotes the version with an [-bit block cipher and L-bit transmission
units, where [ = Ln.

Shift Register SR1 Shift Register SR1
— —
i T o

XOR XOR
‘ Encryption ‘ ‘ Decryption ‘

Fig. 1. Cipher Feedback Mode

In the figure, the block cipher ency, followed by a fixed selection of L output
bits is summarized as a function f; : {0,1}' — {0,1}L. The values m; and ¢;
denote plaintext and ciphertext transmission units. A shift register SR1 holds
the last n ciphertext transmission units, i.e., SR1; = ¢;_,...c;_1 in Round
1 > n. In round 7 = 1, it contains an initialization vector SR1; = IV. Then the
encryption algorithm of CFB“" for the i-th transmission unit is:

1. o; = select(enci(SR1;));
2. ¢i =m; ® o;
3. SR1i+1 = (SRL — Ci).

For decryption, Step 2 is replaced by m; = ¢; ® o;.

Error Propagation: Under the given error model, i.e., if slips only occur for
multiples of transmission units, errors disturb decryption only as long as they
remain in the shift register of the receiver.

3 Optimized Cipher Feedback (OCFB)

For communication systems with L < [, CFB is inefficient. For instance, for
L =8, it calls ency, for every single transmitted byte. This is less efficient than
other modes by a factor of n =1/L, e.g., 8 for DES and 16 for AES.

The efficiency of CFB can be optimized by buffering all [ output bits of ency,
and using them for successive transmission units, using a counter to trigger a
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call of ency every n-th transmission unit. However, this would destroy the self-
synchronization for slips of individual transmission units because the counters of
the sender and the recipient would lose their synchrony (relative to the ciphertext
stream). Hence the counters must be resynchronized. As the transmission model
does not allow message expansion, this can only be done via the ciphertext
itself. The idea is to use a synchronization pattern; this is sketched in Figure
Each automaton (for encryption and decryption) compares the content of its
shift register SR1 with this pattern after each transmission unit. If it finds the
pattern, it resets its counter; this reset synchronizes the counters of the two
automata.

clock clock
Shift Register SR1 Shift Register SR1
— — —>] —
—e >—
S TERENEEE NN g
S JLP 1 1 Lp'l’_, §
S S
B8 S,
”g enc |b]g k enc r— E
E E
s l l B
S S
= Shift Register SR2 Shift Register SR2 =
Al L] n ol |11 ] 1™
oL L L oL
m c c m
2 _.l_ e N i _|_ 2
‘ Encryption ‘ ‘ Decryption ‘
Fig. 2. OCFB

Let pattern denote the pattern, Lp its length, and p the probability that it
matches a random register content. The pattern can be fixed at an arbitrary
time, it need not be secret or random. The counter is called shiftcount, and
match denotes the pattern-matching algorithm, typically a simple string com-
parison, possibly with wildcards. One can start with fixed initialization vectors
in the registers SR1 and shiftcount = n — 1, but also asynchronously. Then the
encryption algorithm of OCFBYLP for the i-th transmission unit is:

If match(SR1;, pattern) then shiftcount = n else shiftcount++;
if shiftcount = n then SR2; = enci(SR1;); shiftcount = 0;
SR21'+1 = (Oi — SR2Z)

¢ = m; O oj;

SRIZ;H = (SRlZ — Ci).

Pl o=

2 If encryption is called in the next round, two values are called SR2;.;. When in
doubt, the second (final) one is meant.



Optimized Self-Synchronizing Mode of Operation 83

For decryption, Step 4 is replaced by m; = ¢; ® o;.
CFEB can be seen as a special case of OCFB where the synchronization pattern
is found in every round (e.g., by using the pattern length zero).

4 Efficiency of CFB and OCFB

We define the efficiency effy; of a mode of operation M as the average number
of encrypted plaintext bits per call to the I-bit block cipher, divided by I. The
optimum with any normal mode of operation is therefore 1.The efficiency of
CFB"Y is effoppi. = L/1. The efficiency of OCFB is E(X)/n, where X, called
distance, is the random variable describing the number of transmission units
between two calls to the block cipher, and E(X) its expectation. Recall that
the pattern matches random data with probability p.Let p = 1 — p, and for the
pattern length we assume L, < LBA

If shiftcount = n, the block cipher is always called. Hence, assuming that
the values ¢; are random (this will be justified in Section [H), the distance X
has a cut-off geometric distribution: P(X = j) = p’!p for 0 < j < n and
P(X =n) =p""!. Hence

n n—1
BE(X)=) jP(X =4)=> jpp’ " +np""
7j=1 7j=1
_1-p"
= 1-—ﬁ'

This can be verified by multiplying the terms out; a similar formula can, e.g.,
be found in [Nel95].Hence the efficiency is effoopgiir = (1 —5")/(np).

For instance, for | = 64 and L = 8, an 8-bit pattern with p = 278 gives an
efficiency of 0.986, i.e., one block-cipher call for 7.89 bytes on average.

Self-synchronization for bit errors is as in CFB. Self-synchronization after

a slip takes somewhat longer, 1/p transmission units on average. Tests have
shown that this is no problem for phone and fax with the parameters from the
previous example and the usual error rates of ISDN. Even with much larger p,
e.g., p = 1/n so that resynchronization after slips happens after about one I-bit
block just as for bit errors, the efficiency of OCFB is still far superior to that of
CFB. E.g., for [ = 64 and L = 8, we then get effocrpirr, = 1—(1—1/n)" =~ 0.66,
which is more than 5 times faster than CFB.

3 For our main example L = 8, this is reasonable and simplifies the analysis because

successive matchings are independent. For small L (in particular, L = 1) we advise
a pattern like 100...000 where repetition is only possible after L,/L transmission
units.
Depending on the soft- or hardware configuration, it may be useful to buffer the
values 0; to avoid problems if the pattern sometimes repeats faster than its expec-
tation. In the definition, Step 4 becomes ¢; = m; @ 0;,—g for a buffer length 3. The
computation of the 0;’s and the exors are then almost asynchronous. The security
analysis is easily adapted to this case.
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5 Security

In this section we prove the concrete security of CFB and OCFB, using the first
proof as a basis for the second one. The proof follows the pattern of other security
proofs of modes of operation: The block cipher is modeled as a pseudo-random
function [GGMS6] or rather, for concrete security, one parametrizes the effort an
adversary needs to notice non-random properties [BKR94]. One then shows that
any attack against the mode of operation that succeeds with a certain probability
given a certain amount of resources would give an attack on the underlying block
cipher, again with precise resources and probability.

5.1 Left-or-Right Security

Left-or-right security was introduced in [BD.JR97] as a strong (adaptive) form
of chosen-plaintext securityE The attack is modeled as a game between an ac-
tive adversary (left-right distinguisher) Dy, and an encryption oracle & p, which
contains a key k and a bit b € {0,1}. In each round, D, chooses two plain-
texts m? and m} with [m?| = |m}| and gives them to & ;. This oracle returns
¢; = enc(m?). (The cases b = 0 and b = 1 are called left and right case.) Finally,
Dy, outputs a bit e, meant as a guess at b. The adversary’s advantage Advp, is
the defined as for a statistical test, i.e., the probability difference of the output
e = 0 in the two cases.

The adversary’s resources are parametrized by its maximum running time ¢,
the number of queries g to the encryption oracle, and their total length u. Its

maximum success probability is called e.

Definition 1 (Left-or-right security [BDJR97]). An encryption scheme
(gen, enc, dec) is (t,q, p,e)-secure in the left-or-right sense if for any adver-
sary Dy which runs in time at most t and asks at most q queries, these totaling
at most p bits,

Advp, = P[Dy,° =0:: k + gen] — P[Dy,""* =0:: k + gen] <e.

The first term describes the probability that D;. outputs e = 0 when interact-
ing with the oracle containing b = 0, and the second term the corresponding
probability for an oracle with b = 1. The definition is illustrated for CFB in
Figure [3

For modes of operation, the messages mg that the adversary can choose
adaptively may be individual transmission units.

Chosen-ciphertext security is not required in [BDJRIT|, and it cannot be
required in the strict sense for a self-synchronizing cipher: This would correspond
to non-malleability, but the purpose of self-synchronization is precisely to make
slightly distorted ciphertexts decrypt to related cleartexts.
® More precisely, [BDJRI7] contains four definitions and relations among them. It is

shown that concrete encryption systems are best proven with respect to left-or-right
security, since this implies good reductions to the other definitions.
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Distinguisher 0 1 CFB Oracle
Dlr my,my 6’“75
c1 = encorp,k(m?h) (be{0,1})
m3,mj

C2 = enCCFB,k‘(mg)

0 1

Mg, My

cq = enccpg,k(mZ)

Fig. 3. Left-or-right security

5.2 Function Families

When considering a mode of operation, the block cipher is typically modeled as
a pseudo-random function. In the case of CFB a weaker assumption is sufficient:
Only the family of functions fj = select(ency(-)) must be pseudo-random (see
Figure [T]).

We use the concrete-security definitions from [BKR94/BDJR97]. An (I, \)-
function family is a multiset F' of functions f : {0,1} — {0, 1}*. Alternatively,
one writes f € F for the random choice of a function from the family, or
k < gen if an algorithm is given that generates a key such that fj is random in
F.

The (I, \)-random function family R" consists of all functions rf : {0, 1}} —
{0,1}*. A key is simply an entire function rf. Clearly, such a key is much too
long in practice, but pseudo-randomness of other (I, \)-function families F' is
defined relative to R*: An adversary D, interacts with an oracle F that has
chosen a function f randomly from either F or R“*. In each round, D,,; may
send a value x € {0,1}! and F answers with f(x). Again, the adversary has to
output a bit meant as a guess at the function family, and its advantage is defined
as for a statistical test.

Definition 2 (Pseudo-random functions [BDJR97]). An (I, \)-function
family F' is a (t,q,¢)-secure PRF family if for any distinguisher Dpry making
at most q oracle queries and running in time at most t,

Advp, (F)=P[Dyy! =02 f €g F] = P[Dypy! =02 f eg R™Y <e.
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By CFB"“!(F) we denote CFB used with a certain function family F in the place
of the functions fi = select(ency(+)). Similarly, OCFB"“?(F) denotes OCFB
with F' as the functions ency.

5.3 Security with Random Functions

Before proving a certain degree of concrete security, it is useful to consider what
one can reasonably expect. This is a birthday bound, similar to other modes
with feedback. The basic idea is that left-or-right security breaks down at the
first repetition of the value of SR1: The adversary Dj,. knows the values in SR1
(they are ciphertexts, at least after the initialization vector). If SR1;, = SR1;
for ¢ # j, then also 0; = o; in CFB. Hence ¢; @ ¢; = m? @ m?, and thus b is
revealed if m{ ® mg #ml @ m}, which will typically be the case. For OCFB, a
similar argument holds, but only those values in SR1 must be considered where
encryption is called, i.e., on average they are fewer by a factor of n - effocrs.

We now show that if CFB were used with real random functions, there would
indeed be no better attack than waiting for collisions among values of SR1, and
we derive the resulting concrete security.

Lemma 1 (Concrete security of CFB with random functions).
CFB with random functions, i.e., CFBY"F(RME), is (t,q,Lq,ecppir 4)-secure in
the left-or-right sense for any t (i.e., no runtime restriction), any number q of
queries (of one transmission unit each), and € cppir , = q(q — 1)2--1,

Proof. We abbreviate probabilities in the left-or-right game with bit b as P,, and
for intermediate values in such a game (e.g., ¢;) we use the notation introduced
in the text (see also Figure [3)).For instance, the advantage can then be written
Advp, = Pyle =0] — Pi[e =0].

We distinguish whether a collision occurs during the attack or not. Let C' be
the collision event, i.e., it contains all runs of the game where i # j exist with
1<14,5 < qand SR1; = SR1;. Its complement is called C.

As long as no collision has occurred, each value o; = f(SR1;) can be seen as
randomly and independently chosen (by the definition of random functions), i.e.,
it is a one-time pad for the plaintext transmission unit m?. Hence ¢; is random
and independent of ¢1,... ,¢;_1 and m&, ... Jn?. Thus the collision probability
in round ¢ does not depend on b, and overall we can abbreviate

P[C] = Ry[C] = P,[C). (1)

For the same reason, collisions are the only help for the adversary. If no collision
occurs, the adversary outputs e = 0 with the same probability for b = 0 and
b=1.

PQ[€:O|6] = P1[6:0‘6]. (2)
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We can therefore rewrite the adversary’s advantage as follows (using (1) and (2)
in the last equality):

Advp, = Pyle =0] — Pile = 0]
= Pole =0 C] B[C]+ Pole =0 C] K[C]

— Pile=0|C] A[C] - Pile=0|C] P[C]
= P[C](Role =0 | C] = Pile =0 [ CT)

< P[C].

Collisions: For the collision probability, we cannot simply use the birthday for-
mula because SR1; and SR1; are not independent if |j —i| < n. We then say
that SR1; and SR1; overlap.

We define the stream B = IV ¢1...cq—1 of all the collision-relevant trans-
mission units, i.e., those shifted through SR1 until the last, g-th, encryption.
The length of B is @ = (n + g — 1)L bits, and the shift register contents
are SR1; = B[i]...Bli +n —1] for i = 1,... ,q. We first derive the number
col; ; of streams with a collision SR1; = SR1; for every possible pair (¢, j), i.e.,
1 <i < j < q. We do this for the case with random initialization vector IV.
(The difference in the other case is negligible).

a) Without overlapping, i.e., j > i + n:
As SR1; = SR1;, there are 2! possible values for the shift register contents
of both rounds. The remaining @ — 21 bits offer 292 possibilities. Thus
COli’j = 2@,

b) With overlapping, i.e., i < j < i+ n:
Let d = j — 4. Then SR1; and SR1; together use [ 4+ dL bits, and those
have 2¢% possible values because SR1;[1] = SR1;[1 +d], ..., SR1;[n —d] =
SR1;[n]. The remaining Q — [ — dL bits offer 297!=4L possibilities. Thus
again col; ; = 2L . 2Q—I=dL — 9Q—1,

There are q(q — 1)/2 possible pairs (i, ). Hence the number col of streams B
with at least one collision is less than g(g — 1)29~/~!. (In the bound, streams
with several collisions are counted several times.)

We have shown above that each stream without collision has the prob-
ability 279 (because each new ¢; is uniformly distributed). Hence P[C] =
(29 — col) /29 > 1 — q(q — 1)27'~1. This implies

P[C] < q(q—1)27",

which remained to be shown. O

Lemma 2 (Concrete security of OCFB with random function).

For all parameters, OCFB with random functions is at least as secure as CFB for
the same length of the block cipher and transmission units, i.e., OCFBZ’L’Z’(R“)
is at least as secure as CFB"*(RWD).
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Proof. The structure of the proof is similar to that for CFB.

First we have to show again that each value o;, and thus also ¢;, is random
and independent of c1, ... ,¢;_1 and m?, ... ,m?. By the use of shiftcount in the
encryption algorithm, SR2 is set to a value rf(SR1;) at least every n transmis-
sion units, where rf is the random function replacing ency. This gives n potential
values 0;, ... ,0;4+n,—1 Which are totally random at this point in time. The adver-
sary may choose m?, ,...,ml, _, adaptively after this, but no information at
all about 0;4; is given out before its use in ¢; ;. Thus the claimed independence
holds. This implies, as in the proof of Lemma [I that Advp, < P[C,y.], where
Clene is the event that there is a collision SR1; = SR1; for two indices %, j where
encryption (i.e., here rf) is called.

Clearly P[C.,.] < P|[C], the probability of collisions for arbitrary indices i, j.
Hence, with the results of the previous paragraph, an upper bound for P[C] can
be computed literally as for CFB. a

This lemma shows that OCFB“XP(RY) is (¢, ¢, Lq,ecppir 4)-secure for all
t and ¢q. In fact, the security is even somewhat better: It is approximately
(t,q,Lg,cocppirr q), Where eocppiis, = /(¢ —1)27'7" with ¢/ = g¢/(n -
effocrpie). This follows by counting only the collisions in Cep,. in the second
part of the proof: On average, encryption is called for every (n - effocrgtis)-th
index. Thus ¢’ roughly plays the role of ¢ in the proof above, i.e., the number of
possibilities for 7 and j.

5.4 Security with Pseudo-Random Functions

Now we want to prove the security of CFB and OCFB with pseudo-random
functions, i.e., in the real world, as far as the block cipher is pseudo-random.

Theorem 1 (Concrete security of CFB with pseudo-random func-
tions).

Let F be a (t',q',&")-secure (I, L)-bit pseudo-random function family, and tcrp
the time meeded for one CFB round without the computation of fi. Then
C’FBl’L(F) is (t,q, p,€)-secure in the left-or-right sense with ¢ = ¢', p = ¢'L,
t =t"—qtcrp — teonst for a small constant tonst, and € = 26" +ecppir 4

These bounds are very good: The allowed time t for an attack is almost ¢/
(because t' is the time for an attack on F, while gt cpp is time needed for the
correct use of CFB), and an addition of 2¢’ is standard for this kind of proof
(see [BD.JRIT)).

The basic idea of the proof is the standard pseudo-randomness argument: If
an adversary could break left-or-right security of CFB with a pseudo-random
function family better than this is possible with random functions, one could
use this adversary as a distinguisher between real and pseudo-random functions.
The following reduction gives the concrete security for this argument.

Proof. We assume that a distinguisher Dy, contradicts the theorem. We construct
a distinguisher D,,s which contains D;,. as a black box, playing the left-or-right
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game with a CFB oracle, see Figure[dl The CFB oracle is implemented by D¢
itself, using its own oracle F (containing a random or pseudo-random function)
as fx. Hence D,y chooses b itself (randomly) and can compare Dj,.’s output e
with b. It outputs the Boolean value e* = —=(e = b).

Dyry
ber {0, 1}
0,1
mi,my mI{ secsecsscnsns
Dy, c1 : CFB
0, 1 b .
Mg, My my .
Cc2 s F
0,1 boo.
Mg, My mg .
Cq .
le e’ =-(e=1b) e*

Fig. 4. Reduction of CFB to PRF

For each query of Dj, to the assumed CFB oracle, D),y must make one query
to F and update the CFB state. Hence it makes ¢’ = ¢ queries and takes time
t' = t+qt orp +teonst, where teons is the time for set-up and the final comparison.
Hence D,y is a distinguisher against which the function family F' is assumed to
be secure.

We now abbreviate R"Y by R, and for G € {R,F} we write Advp, (G)
for the advantage of Dy, (according to Definition ) when CFB“*(QG) is used.
Furthermore, let Pr and Pgr denote the two probability spaces from Definition
Then we can write the advantage of D,.s as

AdUD :PF[G*:O]—PR[G*:O],

prf

and for G € {R, F'}, we can continue

&

.
*
I

)
!

Ple* =0 f €r G;e* Dyl
=Ple=b:ferG;begr{0,1};e « DB,

Here we used the construction of Dy, and introduced the notation CFBy (cor-
responding to Definition M) for a CFB left-or-right oracle with the particular
function f and bit b. As the choices of f and b are independent, b can be chosen
first and we get
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1
Pgle® = 0] = 5 Z PID, TPt =b: f €R G
be{0,1}
1
= §(P[Derfov° =0:ferGl+1—P[D,Bri =0 fer @)
1 1
= 5 + iAd/UDlr(G)

We have assumed Advp, (F) > ¢, and by Lemma [ Advp, (R) < ecppir 4
Hence

1

1
Ad'UD = §(Adler(F) - AdUDlT(R)) > 5(5 - chBl’L,q) = 5/.

prf
This is the desired contradiction to the security of the pseudo-random function
family F. m|

Theorem 2 (Concrete security of OCFB with pseudo-random func-
tions).

OCFB is as secure as CFB in the following sense: Let F be a (t',q,&")-secure
(1,1)-bit pseudo-random function family. Then OC’FBZ’L”’(F) is (t, q, b, €)-secure
in the left-or-right sense with ¢ = ¢', p = qL, t = t' — qtocrB — teonst, and
e =2+ ECFBLL ¢

Proof. This proof is almost identical to that for CFB. The only difference is that
Dy, simulates an OCFB-oracle instead of a CFB-oracle, and therefore the time
for each call is tocrp instead of topp. O

In fact, the security is better: On average, Dj. only needs ¢ = ¢/(n -
effocrpiie) calls to its own oracle F (corresponding to the block cipher) to
encrypt the ¢ transmission units, i.e., ¢ can be chosen correspondingly larger.

Furthermore, as discussed after Lemma B, the bound € oppi.- , in that lemma
is not quite tight. The proof of Theorem Blremains unchanged for whatever value
€ocrptte ¢ s proven in Lemma [Tl
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Abstract. We present the eXtended Ciphertext Block Chaining
(XCBC) and the eXtended Electronic Codebook (XECB) encryption
schemes or modes of encryption that can detect encrypted-message
forgeries with high probability even when used with typical non-
cryptographic Manipulation Detection Code (MDC) functions (e.g., bit-
wise exclusive-or and cyclic redundancy code (CRC) functions). These
modes detect encrypted-message forgeries at low cost in performance,
power, and implementation, and preserve both message secrecy and in-
tegrity in a single pass over the message data. Their performance and
security scale directly with those of the underlying block cipher function.
We also present the XECB message authentication (XECB-MAC) modes
that have all the operational properties of the XOR-MAC modes (e.g.,
fully parallel and pipelined operation, incremental updates, and out-of-
order verification), and have better performance. They are intended for
use either stand-alone or with encryption modes that have similar prop-
erties (e.g., counter-based XOR encryption). However, the XECB-MAC
modes have higher upper bounds on the probability of adversary’s suc-
cess in producing a forgery than the XOR-MAC modes.

1 Introduction

No one said this was an easy game !
Paul van Oorschot, March 1999.

A long-standing goal in the design of block encryption modes has been the
ability to provide message-integrity protection with simple Manipulation Detec-
tion Code (MDC) functions, such as the exclusive-or, cyclic redundancy code
(CRC), or even constant functions [5l719]. Most attempts to achieve this goal in
the face of chosen-plaintext attacks focused on different variations of the Cipher
Block Chaining (CBC) mode of encryption, which is the most common block-
encryption mode in use. To date, most attempts, including one of our own, failed
[8].
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In this paper, we define the eXtended Ciphertext Block Chaining (XCBC)
modes and the eXtended Electronic Codebook (XECB) encryption modes that
can be used with an exclusive-or function to provide the authentication of en-
crypted messages in a single pass over the data with a single cryptographic
primitive (i.e., the block cipher). These modes detect integrity violations at a
low cost in performance, power, and implementation, and can be executed in
a parallel or pipelined manner. They provide authentication of encrypted mes-
sages in real-time, without the need for an additional processing path over the
input data. The performance and security of these modes scale directly with the
performance and security of the underlying block cipher function since separate
cryptographic primitives, such as hash functions, are unnecessary.

We also present the XECB message authentication (i.e., XECB-MAC) modes
and their salient properties. The XECB-MAC modes have all the operational
properties of the XOR message authentication (XOR-MAC) modes (e.g., they
can operate in a fully parallel and pipelined manner, and support incremen-
tal updates and out-of-order verification [2]), and have better performance; i.e.,
they use only about half the number of block-cipher invocations required by the
XOR-MAC modes. However, the XECB-MAC modes have higher bounds on the
adversary’s success of producing a forgery than those of the XOR-MAC modes.
The XECB-MAC modes are intended for use either stand-alone to protect the
integrity of plaintext messages, or with encryption modes that have similar prop-
erties (e.g., counter-based XOR, encryption [1] a.k.a “counter mode”) whenever
it is desired that separate keys be used for secrecy and integrity modes.

2 An Integrity Mode for Encryption

Preliminaries and Notation. In defining the encryption modes we adopt
the approach of Bellare et al. (viz., [1]), who show that an encryption mode can
be viewed as the triple (E, D, KG), where E is the encryption function, D is
the decryption function, and KG is the probabilistic key-generation algorithm.
(Similarly, a message authentication (MAC) mode can be viewed as the triple
(S,V, KG), where S is the message signing function, V' is the message verification
function, and K G is the probabilistic key-generation algorithm.) Our encryption
and authentication modes are implemented with block ciphers, which are mod-
eled with finite families of pseudorandom functions (PRFs) or pseudorandom
permutations (PRPs).

In this context, we use the concepts of pseudorandom functions (PRFSs),
pseudorandom permutations (PRPs), and super-pseudorandom permutations
(SPRPs) ([1], [15]). Let RiL the set of all functions {0, 1} — {0,1}£. We use
F to denote either a family of pseudorandom functions or a family of super-
pseudorandom permutations, as appropriate (e.g., for the encryption schemes,
F will be a family of super-pseudorandom permutations, while for our MAC
schemes, F' can be a family of pseudorandom functions).

Given encryption scheme IT = (E, D, KG) that is implemented with SPRP

F', we denote the use of the key K & KG in the encryption of a plaintext string
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x by EF%(z), and in the decryption of ciphertext string y by D¥ (y). The most
common method used to detect modifications of encrypted messages applies a
MDC function g (e.g., a non-keyed hash, cyclic redundancy code (CRC), bitwise
exclusive-or function [16]) to a plaintext message and concatenates the result
with the plaintext before encryption with Ef%. A message thus encrypted can
be decrypted and accepted as valid only after the integrity check is passed; i.e.,
after decryption with D¥% | the concatenated value of function g is removed from
the plaintext, and the check passes only if this value matches that obtained by
applying the MDC function to the remaining plaintext [BI7/T16]. If the integrity
check is not passed, a special failure indicator, denoted by Nwull herein, is re-
turned. This methodd has been used in commercial systems such as Kerberos
V5 [18122] and DCE [6]22], among others. The encryption scheme obtained by
using this method is denoted by IT-g = (E-g,D-g,KG), where IT is said to be
composed with MDC function g. In this mode, we denote the use of the key K
in the encryption of a plaintext string x by (Ef%-g)(x), and in the decryption
of ciphertext string y by (D¥%-g)(y).

A design goal for IT-g = (E-g, D-g, KG) modes is to find the simplest encryp-
tion mode IT = (E,D,KG) (e.g., comparable to the CBC modes) such that, when
this mode is composed with a simple, non-cryptographic MDC function g (e.g.,
as simple as a bitwise exclusive-or function), message encryption is protected
against existential forgeries. For any key K, a forgery is any ciphertext message
that is not the output of Ef%x-g. An existential forgery (EF) is a forgery that
passes the integrity check of Df%-g upon decryption; i.e., for forgery v/, (D%
¢)(y’) # Null, where Null is a failure indicator. Note that the plaintext outcome
of an existential forgery need not be known to the forgerer. It is sufficient that
the receiver of a forged ciphertext decrypt the forgery correctly.

Message Integrity Attack: Existential Forgery in a Chosen-
Plaintext Attack. The attack is defined by a protocol between an adversary
A and an oracle 9 as follows.

1. A and O select encryption mode IT-g = (E-g,D-g,KG), and O selects, uni-
formly at random, a key K of KG.

2. A sends encryption queries (i.e., plaintext messages to be encrypted) z?,
p=1,--+,qe, to the encryption function of O. Oracle O responds to A by
returning y? = (Efx-g)(a?),p =1, -+, qe, where 2P are A’s chosen plaintext
messages. A records both its encryption queries and O’s responses to them.

3. After receiving O’s encryption responses, A forges a collection of ciphertexts
Yyt 1 < i < q, where y'* # y?,Vp = 1,---,q., and sends each decryption

! Note that other methods for protecting the integrity of encrypted messages exist;
e.g., encrypting the message with a secret key and then taking the separately keyed
MAC of the ciphertext [16)3]. These methods require two passes over the message
data, require more power, and are more complex to implement than the modes we
envision for most common use. Nevertheless these methods are useful whenever key
separation is desired for secrecy and integrity.

2 O can be viewed as two oracles, the first for the encryption function of O and the
second for the decryption function of O.
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query 3% to the decryption function of O. O returns a success or failure
indicator to A, depending on whether (D¥%-g)(y'") # Null.

Adversary A is successful if there is at least one decryption query y'¢ such that
(DFx-g)(y'"") # Null for 1 < i < q,; i.e., ¥'* is an existential forgery. The mode
II-g = (E-g,D-g, KG) is said to be secure against a message-integrity attack if
the probability of an existential forgery in a chosen-plaintext attack is negligible.
(We use the notion of negligible probability in the same sense as that of Naor
and Reingold [17].)

Attack Parameters. A is allowed ¢. encryption queries (i.e., queries to
EFx_g), and ¢, decryption queries (i.e., queries to D% -g) totaling j. + i, bits,
and taking time t. + t,,.

Parameters ge, te, te are bound by the parameters (¢, ', t’, €’) which define
the chosen-plaintext security of I = (E,D,KG) in a secrecy attack (e.g., in the
left-or-right sense [1], for instance), and a constant ¢’ determined by the speed
of the function g. Since parameters (¢, ', t',€’) are expressed in terms of the
given parameters (t, ¢, €) of the SPRP family F, the attack parameters can be
related directly to those of the SPRP family F'.

Parameters e, fle, te, qu, v, &, are also bound by the parameters (t,q,¢€) of
the SPRP family F', namely pe + u, < ¢l, and t. + t, < t. (The parameters
qe, q» are determined by fi., pt,,.) These parameters can be set to specific values
determined by the desired probability of adversary’s success. Note that ¢, > 0
since A must be allowed verification queries. Otherwise, A cannot test whether
his forgeries are correct, since A does not know key K.

The message-integrity attack defined above is not weaker than an adaptive
one in the sense that the success probability of adversary A bounds from above
the success probability of another adversary A’ that intersperses the ¢, encryp-
tion and ¢, verification queries; i.e., the adversary is allowed to make his choice
of forgery after seeing the result of legitimate encryptions and other forgeries.
(This has been shown for chosen-message attacks against MAC functions [2|, but
the same argument holds here.) To date, this is the strongest of the known goal-
attack combinations against the integrity (authentication) of encrypted messages
[BI10].

3 Definition of the XCBC and XCBC-XOR Modes

We present three XCBC modes, namely (1) stateless, (2) stateful-sender, and
(3) stateful modes, and some implementation options. In general, the fewer state
variables the more robust the mode is in the face of failures (or disconnections)
and intrusion. This might suggest that, in practice, stateless modes are prefer-
able. However, this may not always be the case because (1) the cost of invoking
a good source of randomness for each message can be high (e.g., substantially
higher than a single AES block encryption), (2) the random number used in each
message encryption by the sender must be securely transmitted to the receiver,
which usually costs an additional block-cipher invocation, and (3) the source of
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randomness may be hard to protect. The stateful-sender mode (e.g., a counter-
based mode) eliminates the need for a good source of randomness but does not
always eliminate the extra block-cipher invocation and the need to protect the
extra sender state variables; e.g., the source of randomness is replaced by the
enciphering of a message counter but the counter must be maintained and its
integrity must be protected by the sender across multiple message authentica-
tions. Any erroneous or faulty modification of the message counter must trigger
re-keying. (The other advantage of counter-based modes, namely the ability to
go beyond the “birthday barrier” when used with pseudo-random functions, does
not materialize in the context of the AES since AES is modeled as a family of
pseudo-random permutations.)

Maintaining secret shared-state variables, as opposed to just sender-state,
helps eliminate the extra block-cipher invocations. Extending the shared keying
state with extra, per-key, random variables shared by senders and receivers is
a fairly straight-forward matter; e.g., these shared variables can be generated
and distributed in the same way as the shared secret key, or can be generated
using the shared key (at some marginal extra cost per message) by encrypting
constants with the shared key. However, maintaining the shared state in the
face of failures (or disconnections), and intrusion presents an extra challenge
for the mode user; e.g., enlarging the shared state beyond that of a shared
secret key may increase the exposure of the mode to physical attacks. The above
discussion suggests that none of the three types of operational modes is superior
to the others in all environments, and hence all of them should be supported in
a general mode definition.

In the encryption modes presented below, the key generation algorithm, K G,
outputs a random, uniformly distributed, k-bit string or key K for the underlying
SPRP family F, thereby specifying f = Fx and f~! = Flzl of I-bits to [Fbits.
If a separate second key is needed in a mode, then a new string or key K’ is
generated by KG identifying f' = Fgs and f/~!' = F [},1 The plaintext message
to be encrypted is partitioned into a sequence of I-bit blocks (padding is done
first, if necessary), * = x1 - - z,,. Throughout this paper, @ is the exclusive-or
operator and + represents modulo 2! addition.

Stateless XCBC Mode (XCBCS$)
The encryption and decryption functions of the stateless mode,
E-XCBC$"x (x) and D—XCBC$ % (y), are defined as follows.

function £-XCBC$/(z) function D—XCBC$/ (y)
ro <+ {0,1}! Parse y as yol|ly1 - - Un

Yo = f(ro); z0 = f'(r0) ro = f""(v0); 20 = f'(r0)
fori=1,---,ndo { fori=1,---,ndo{

zi = f(x; ® zi—1) Zi =Y —1XTrg

Yi=2 +ixXro} zi=f"M2) ®zi1 }
return y = yol|ly1y2 - Yn return r = 1122 - T,
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Stateful-Sender XCBC Mode (XCBCC)
The encryption and decryption functions of the stateful-sender mode,
E-XCBCCOFx (z,ctr) and D—XCBCCFx (y), are defined as follows.

function £-XCBCC/ (z, ctr)
ro = f(ctr); 20 = f'(ro)
fori=1,---,ndo{

zi = f(z; ® zi—1)

Yi =2; +1 X 1o }

ctr’ < ctr +1

y=ctr|lyryz - yn
return y

function D—XCBCC/ (y)
Parse y as ctr||y1 -+ - yn

ro = f(ctr); 20 = f'(ro)
fori=1,---,ndo{

2 = Yi —1XT0

;= f"Nz) @ zim1 }
return r = x5 x,

Note that in the XCBCC mode the counter ctr can be initialized to a known

constant such as —1 by the sender. ctr’ represents the updated ctr value. In both
of the above modes the complexity is n + 2 block-cipher invocations, where n in
the length of input string x in blocks.

Stateful XCBC Mode (XCBCS)
Let IV be a random and uniformly distributed variable that is part of the keying
state shared by the sender and receiver.
E—-XCBCS$"x () and D—XCBCS$" (y), are defined as follows.

function £-XCBCS$/ (z)
Ty < {O, l}l

Yo = f(ro); 20 =1V + 1o
fori=1,---,ndo{

2z = f(x; ® zi-1)

yi =z +i X719}

return y = yo|[y1y2 -+ Yn

function D—XCBCS$/ (y)
Parse y as yo|[y1 - - - Yn
ro=f" (yo); 20 =1V +1g
fori=1,---,ndo{

Zi =1Y; —1 X7

i =f"Nz) ®zio1 }

return r =122 - ¥,

Note that in the XCBCS mode the shared IV value can be generated ran-
domly by KG and distributed to the sender and receiver along with key K
thereby saving one block cipher invocation, or can be can be generated using
key K by standard key-separation techniques thereby requiring an additional
block encryption operation per key. In the former case, the complexity of the
mode is exactly n+1 block-cipher invocations and, in the latter, is asymptotically
n + 1 block-cipher invocations.

Chaining Sequence. The block chaining sequence is that used for the tradi-
tional CBC mode, namely z; = f(x; ®z;—1), where 2 is the initialization vector,
x; is the plaintext and z; is the ciphertext of block 4,7 = 1, - - -, n. In contrast with
the traditional CBC mode, the value of z; is not revealed outside the encryption
modes, and, for this reason, z; is called a hidden ciphertext block. The actual
ciphertext output, y;, of the XCBC modes is defined using extra randomization,
namely y; = z; + i x rg, where i X rg is the modulo 2! addition of the random,
uniformly distributed, variable rg, 7 times to itself; i.e., ¢ X rq def ro+ -+ 7ro.

i times

Examples for why the randomization is necessary include those which show

that, without randomization, the swapping of two z; blocks of a ciphertext mes-
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sage, or the insertion of two arbitrary but identical blocks into two adjacent
positions of a ciphertext message, would cause the decryption of the resulting
forgery with probability one whenever an bitwise exclusive-or function is used
as the MDC (which is what we intend to use, since these functions are among
the fastest known). Correct randomization sequences, such as i X ¢, ensure that,
among other things, collisions between any two z; values is negligible regardless
of whether these values are obtained during message encryption, forgery decryp-
tion, or both. Note that this probability is negligible even though the random-
ization sequence i X ro allows low-order bits of some z;’s to become known. (A
detailed account of why such collisions contribute to an adversary’s success in
breaking message integrity is provided in the proof of the XCBC$-XOR mode;
viz., hitp://csrc.nist.gov/encryption/modes/proposedmodes.) Examples of incor-
rect randomization sequences can be readily found; e.g., the sequence whereby
each element 7 is computed as an bitwise exclusive-or of 7 instances of r.

Initialization. In stateless implementations of the XCBC modes 79 < {0, 1};
i.e., ro is initialized to a random, uniformly distributed, [-bit value for every
message. The value of rg is sent by the sender to the receiver as yo = f(rg). In
contrast, in stateful-sender implementations, which avoid the use of a random
number generator, a counter, ctr, is initialized to a new [-bit constant (e.g., -
1) for every key K, and incremented on every message encryption. In stateful
implementations, a random initialization-vector value IV that is shared by the
sender and receiver is generated for every key K, and used to create a per-
message random initialization vector zg.

In all XCBC modes, the initialization vector zq is independent of ry. While
non-independent zg and rg values might yield secure initialization, simple rela-
tionships between these values can lead to the discovery of r¢ with non-negligible
probability, and integrity can be easily brokenH Since we use zo in the definition
of function g(z) (see below), zg should also be unpredictable so that g(x) has a
per-message unpredictable value.

The choice of encrypting 7o with a second key K’ to obtain 2y (i.e., zg =
f'(r0)) is made exclusively to simplify both the secrecy [I] and the integrity
proofs; e.g., such a zg is independent of ry and is unpredictable. To eliminate the
use of the second key and still satisfy the requirements for zy suggested above,
we can compute zg = f(rg+ 1) in stateless implementations, whereas in stateful
implementations we compute zg = IV + 7y, where the per-message ro can be
generated as a random value, or as an encryption of ctr in the XORC mode. This
eliminates the additional block-cipher invocations necessary in the stateless and
stateful-sender modes at the cost of maintaining an extra shared state variable
(IV). This choice still satisfies the requirements for z.

Generalization. The above method for protecting message integrity against
existential forgeries in chosen-plaintext attacks can be generalized as follows.
Let the output ciphertext y; be computed as y; = z; op F;, where op is the ran-

3 As a simple example illustrating why this is the case, let zo = 70 + 1, choose z; such
that zo ® x1 = ro with non-negligible probability, and then compute y1 — yo = 70.
With a known 7, one can cause collisions in the values of z; and break integrity.
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domization operation, E; are the elements of the randomization sequence, and
z; the hidden ciphertext generated by the encryption mode II. The encryption
mode IT (1) must be secure against adaptive chosen-plaintext attacks with re-
spect to secrecy, and (2) must use the input plaintext blocks z; to generate the
input to f. The PCBC [13/16], and the “infinite garble extension” [5] modes are
suitable, but counter-mode/XORC and XOR$ are not (since they fail condition
(2)). Operation op must be invertible, so @, modular 2! addition and subtrac-
tion are appropriate. Elements E; must be unpredictable such that collisions
among z;’s (discussed above) could only occur with negligible probability. Other
sequences can be used. For example F; = a’ X7 can be used, where F; is a linear
congruence sequence with multiplier a, where a can be chosen so that the se-
quence passes spectral tests to whatever degree of accuracy is deemed necessary.
(Examples of good multipliers are readily available in the literature [12].)

XCBC-XOR Modes. To illustrate the properties of the XCBC modes in
integrity attacks, we choose g(z) = 20 D1 ® - - - Dz, for plaintext = x1 - - -z,
where zg is defined as the initialization vector of the mode. In this example,
block g(z) is appended to the end of a n-block message plaintext x, and hence
block Zp41 = 20 ® 21 B -+ B x,. For this choice of g(z), the integrity check
performed at decryption becomes zo @ 21 @ - D 2y, = f~(2n11) ® 2n, where
Zn+1 = Yn+1 — (n+ 1) X rg, and z, =y, — n X 19.

In the XCBC modes padding is done with a standard pattern that always
starts with a “1” bit followed by the minimum number of “0” bits necessary
to fill the last block of plaintext. If the last block of a message does not need
padding, use block ¢'(z) =Zg @ 21 P - - - B, as the 41 plaintext block, where
Zo is the bitwise complement of zp; otherwise, use g(x) = 2o ® 21 O -+ D Tp.
This avoids the extra block encryption which would otherwise be necessary for
plaintexts consisting of an integral number of blocks.

The stateless and stateful encryption modes II-g obtained by the use of
schemes IT = XCBC$, II = XCBCC, or IT = XCBCS with function g(z) =
20D 11D+ D x, are denoted by XCBC$-XOR, XCBCC-XOR, and XCBCS-
XOR respectively.

Examples of Other Encryption Modes that Preserve Message In-
tegrity.

Katz and Yung [I1] proposed an interesting single-pass encryption mode, called
the Related Plaintext Chaining (RPC), that is EF-CPA secure when using a
non-cryptographic MDC function g consisting only of message start and end
tokens. RPC has several important operational advantages, such as full paral-
lelization, incremental updates, out-of-order processing, and low upper bound on
the probability of adversary’s success in producing a forgery. However, it wastes
a substantial amount of throughput since it encrypts the block sequence number
and message data in the same block. This may make the selection of modern
hash functions as the MDC function g for common encryption modes, such as
CBC, a superior performance alternative, at least for sequential implementa-
tions. Similarly the use of modern MACs, such as the UMAC, with a separate
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key may also produce better overall throughput performance than RPC when
used with common encryption modes.

Recently, C.S. Jutla [14] proposed an interesting scheme in which the output
blocks z; of CBC encryption are modified by (i.e., bitwise exclusive-or operations)
with a sequence E; of pairwise independent elements. In this model, E; = (¢ x
IVh + IVy)mod p, where IVy, IV, are random values generated from an initial
random value r, and p is prime, and the complexity is n + 3, where n is the
length of the plaintext input in blocks. In contrast with C.S. Jutla’s scheme,
the elements of the XCBC sequence, E; = (i x 79)mod 2!, are not pairwise
independent, and the complexity is n + 2 for the stateless and stateful-sender
cases, and n + 1 for the stateful case. Also, the performance of the required
modular 2! additions is slightly better than that of mod p additions, where p is
prime. However, the pairwise independence of C.S. Jutla’s F; sequence should
yield a slightly tighter bound on the probability of successful forgery illustrating,
yet again, a fundamental tradeoff between performance and security. (The bound
is tighter by a fraction of a log, factor depending on the value of p, which would
mean that the attack complexity is within the same order of magnitude of the
XCBC bound — viz., Section 5).

More recently, P. Rogaway [20] has proposed other schemes that use inter-
esting variations of non-independent and pairwise-independent elements for the
E; sequence, similar to the sequences presented in this paper and C.S. Jutla’s,
to achieve n + 1 complexity. Under the same assumptions regarding stateful and
stateless implementations, C.S. Jutla’s modes require an extra block enciphering
over the XCBC and P. Rogaway’s modes. We note that all modes for authenti-
cated encryption include an extra block cipher operation for the enciphering of
the exclusive-or MDC; e.g., stateful XCBC and P. Rogaway’s OCB mode, which
is also stateful, require n 4+ 2 block-cipher invocations.

Architecture-Independent Parallel Encryption. C.S. Jutla’s recent parallel
mode [I4] requires that both the input to and output of the block cipher are
randomized using a sequence of pairwise-independent random blocks. Our fully
parallel modes achieve the same effect without using a sequence of pairwise-
independent random blocks. For these modes, it is sufficient to randomize the
input and output blocks of f using the same type of sequence. In this case,
the probability of input or output collisions, which would be necessary to break
security and integrity respectively, would remain negligible. An example is the
stateful Extended FElectronic Codebook-XOR encryption (XECBS-XOR) mode,
in which for index ¢,1 <14 < n+ 1,n = |z|, the ciphertext block y; is obtained
through the formulae:

yi = flx;+ctr x R+ix R)+ctr x R+ix R*, Vi,1<i<n,ctr <gq
Ynt1 = f(@pt1 +ctr x R)+ctr x R4+ (n+1) x R*,

where R, R* are two random, uniformly distributed and independent blocks each
of [ bits in length that are part of the keying state shared by the sender and
receiver, and ctr is the counter that serves as message identifier. The counter
ctr is initialized to 1 and increased by 1 on every message encryption up to
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e, which is the bound of the number of allowable message encryptions (viz.,
Theorem 4 below). Note that a per-message unpredictable or random nonce is
unnecessary, and that the sequence of elements E; = ctr x R+ 1 X R* can be
precomputed for multiple messages, can be computed incrementally [4], and in
an out-of-order manner. To provide authentication, the last block is computed
using the following formula for the function g:

Tn+1 29(90) =21 DDy

This authenticated encryption mode achieves optimal performance; i.e., n + 1
parallel block cipher invocations, and has a throughput close to that of a single
block-cipher invocation. The security of the XECBS-XOR mode with respect
to confidentiality in an adaptive chosen-plaintext attack can be demonstrated in
the same manner as that used for the CBC mode [1].

For the XECBS-XOR encryption scheme proposed above, padding follows
the similar conventions as those for the XCBC-XOR modes to distinguish be-
tween padded and unpadded messages; i.e., the following formula is used for the
enciphering of the last block.

Yni1 = f(@py1 +ctr x Z) +ctr x R+ (n+1) x R*,

where Z = R is the bitwise complement of R and is used for unpadded messages,
and Z = R for padded messages.

Stateless architecture-independent parallel modes and stateful-sender
architecture-independent parallel modes can be specified in the same manner
as those for the XCBC modes. For example, for the stateless mode, an I-bit
random number number 7y is generated and one can replace ctr x R with rq
and use R* = f(ro + 1) in the formulae for the stateless encryption mode; rg is
also enciphered to generate yo = f(rg) which is part of the ciphertext string. In
the stateful-sender mode, rg = f(ctr), where ctr is an [-bit counter initialized to
a constant such as —1; one can replace ctr x R with ro use R* = f(rg) in the
formulae for the stateful-sender encryption mode. In the modes thus obtained
(and other related variants), there would not be any ciphertext chaining, and a
priori knowledge of the number of processors would be unnecessary.

As noted earlier, the sequence F; = ctr x R+ i X R* does not completely
hide the low order bits of z; thereby enabling verification of key guesses by an
adversary. Resistance to such attacks can be implemented in a similar manner
as that of DESX [19], if deemed necessary. However, adoption of modern block
ciphers with long keys should reduce the need for this.

4 Definition of the XECB Authentication Modes

In this section, we introduce new Message Authentication Modes (MACs) that
counter adaptive chosen-message attacks [2]. We call these MACs the eXtended
Electronic Codebook MACs, or XECB-MACs. The XECB-MAC modes have all
the properties of the XOR MACs [2], but they do not waste half of the block
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size for recording the block identifier thereby avoid doubling the number of
block cipher invocations. Many variants of XECB-MACs are possible, and here
we present stateless version, XECB$-MAC, a stateful-sender version XECBC-
MAC, and a stateful version, the XECBS-MAC.

Message Signing. In both the stateless and stateful-sender implementation,
we generate a per-message random value yo that is used to randomize each
plaintext block of a message x, namely x;,1 < i < n,n = |z|, before it is fed to
the block cipher function f, where f = Fx is selected from a PRF family F by a
key K, which is random and uniform. The result of the randomization is x; +4 X
yo, and the result of block enciphering with f is y; = f(2; +7 X yo). The stateless
mode initialization requires a random number generator to create the random
block rg; i.e., 79 = {0,1}. Then yo = f(ro). Stateful-sender implementations
avoid the use of the random number generator, and instead, uses a counter ctr,
to create yo directly, namely yo = f(ctr). The counter ctr is initialized by the
sender on a per-key basis to a constant, such as —1, and is maintained across
consecutive signing requests for the same key K.

For the purposes of simplifying the proofs, we made the following choices
for the generation and use of random vector zp in both implementations: (1)
an additional per-message unpredictable block zy is generated and treated as
an additional last block of the message plaintext before it is also randomized
and enciphered by f, namely z,+1 = 20 and yp41 = f(20 + (R + 1) X yo); and
(2) we set zg = f'(ro), where f' = Fk/ is a PRF selected with the second key
K'. Clearly, the generation of zy can be performed with the same key, K, by
block enciphering a simple function of g (e.g., f(ro+1)), and use of K’ becomes
unnecessary.

The block cipher outputs, y1, -+, Yn,Ynt1, are exclusive-or-ed to generate
the authentication tag w = y1 & - - ® Yn  Yn+1. The algorithm outputs the pair
(ro,w) in the stateless mode, and (ctr,w) in the stateful-sender mode.

We include the stateful-sender version of the XECB MAC modes below. For
the (very similar) stateless version, the reader is referred to
http://csre.nist.gov/encryption/modes/proposedmodes.

Stateful-Sender XECB-MAC Mode (XECBC-MAC)

function Sign-XECBC-MAC/ (ctr, z) function Verify-XECBC-MAC (z, ctr, w)
yo = f(ctr),zo = f'(yo) yo = f(etr),zo = f'(yo)

Tnt+1 = 20 Tnt1 = 20

fori=1,---,n+1do { fori=1,---,n+1do{

yi = f(zi +i % yo) } yi = f(xi +ixyo) }

W=Yy1 D DYn D Yn+1 w=y1® D Yn D Ynt1

ctr’ «ctr +1
return (ctr,w)

if w = v’ then return 1
else return 0.

Note that ctr’ represents the updated ctr value.
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Message Verification. For verification, an adversary submits a forgery =z =
x7 - -+ o, and a forged pair (rg, w) or (ctr, w) depending upon the modefd Message
x is then signed and an authentication tag w’' = y1 ®- - - @y, ByYn+1 is generated.
The algorithm outputs a bit that is either 1, if the forged authentication tag is
correct, namely w = w’, or 0, otherwise.

Block-Cipher Invocations and Mode Throughput. The number of block-cipher
invocations in the stateless and stateful-sender XECB modes can be reduced
from n 4+ 3 to n + 2 simply by eliminating the enciphering of block x,;. For
example, the enciphering of the last plaintext block can be changed to y, =
f(zn @ 20 + n X yo) (without affecting the proofs significantly). Furthermore,
in a stateful version, a random variable R is maintained on the per-key basis,
and zg = R + yg, as in the XCBCS encryption mode. This would eliminate
the extra block enciphering of the function of ry for each message, without
affecting the proofs. Hence, in a stateful XECB MAC mode, the number of
block-cipher invocations becomes n + 1, which is one more than that of PMAC
[21], which is also a stateful mode. As is the case with PMAC, the throughput
of the XECB modes comes close to that corresponding to two sequential block-
cipher invocations (as opposed to that of XOR-MAC, which corresponds to that
of a single block-cipher invocation).

The following stateful variant of the XECB modes appears to come close to
the optimal performance of any parallel MAC, namely n parallel block-cipher
invocations and throughput equivalent of a single block-cipher invocation.

Stateful XECB-MAC Mode (XECBS-MAC)
Let R, R* be two random, uniformly distributed and independent blocks that
are part of the keying state shared by the sender and receiver.

function Verify-XECBS-MACY (z, ctr, w)
if ctr > ¢s then return 0
fori=1,---,ndo{

yi = f(xi+ctr x R+ix R") }
W=D Dyn

if w = w’ then return 1

function Sign-XECBS-MAC (ctr, z)
fori=1,---,ndo {

yi = f(zi+ctr x R+ix R") }
w=y1 D DYn

ctr’ + ctr +1

return (ctr,w)

else return 0.

Note that ctr is initialized to 1, and ctr’ represents the updated ctr value.
For the XECBS-MAC mode proposed above, padding follows the similar
conventions as those for the XECBS-XOR mode to distinguish between padded
and unpadded messages; i.e., the following formula is used for the enciphering
of the last block.
Yn = f(xn + ctr Xx Z+n x RY),

where Z = R is the bitwise complement of R and is used for unpadded messages,
and Z = R for padded messages. Note that, as in the case of the XECBS-XOR

* The forgeries (z, 70, w) or (x, ctr, w) are not previously signed queries. Note also that
the length n of the forged message need not be equal to the length of any signed
message.
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mode, a per-message unpredictable or random nonce is unnecessary, and that
the sequence of elements E; = ctr x R+1i X R* can be precomputed for multiple
messages, can be computed incrementally, and in an out-of-order manner.

Properties of the XECB Authentication Modes

1. Security. The XECB authentication modes are intended to be secure
against adaptive chosen-message attacks [2]. Theorem 2 below shows the security
bounds for the stateful-sender mode. The XECB modes, as well as all the other
modes that use similar types of randomization sequences, have higher, but still
negligible, upper bounds on the adversary’s success in producing a forgery than
those of the XOR-MAC modes.

2. Parallel and Pipelined Operation. Block-cipher (e.g., AES) computations
on different blocks can be made in a fully parallel or pipelined manner; i.e., it can
exploit any degree of parallelism or pipelining available at the sender or receiver
without a priori knowledge of the number of processors available.

3. Incremental Updates. The XECB-MAC modes are incremental with re-
spect to block replacement; e.g., a block x; of a long message is replaced with a
new value z;. For instance, let us consider the stateful-sender mode. Let the two
messages have the same counter ctr; hence, the authentication tag of the new
message, w', is obtained from the authentication tag of the previous message, w,
by the following formula: w’ = w f(z; 4+ x yo) ® f (2} +i X yo). The replacement
property can be easily extended to insertion and deletion of blocks.

4. Out-of-order Verification. The verification of the authentication tag can
proceed even if the blocks of the message arrive out of order as long as each
block is accompanied by its index and the first block has been retrieved.

5 Security Considerations

The theorems and proofs that demonstrate that these modes are secure with
respect to secrecy (e.g., in a left-or-right sense) are similar to those of the CBC
mode [T] and, therefore, are omitted. For an XCBC mode, we can determine the
(t',q', 1, €) secrecy parameters; i.e., an adversary making at most ¢’ queries,
totaling at most y’ bits, and taking time ¢’ has an advantage in breaking the
secrecy of that that mode (e.g., in a left-or-right sense) that is bounded by a
negligible €.

In establishing the security of the XCBC$ mode against the message-integrity
attack, let the parameters used in the attack be bound as follows: ¢. < ¢/,
since the XCBC$ mode is also chosen-plaintext secure, t. +t, < ¢, and u”
te + iy < ql. Let the forgery verification parameters g, i, t, be chosen within
the constraints of these bounds and to obtain the desired Prf ® F[Succ].

Theorem 1 [Security of XCBC$-XOR against a Message-Integrity At-
tack].

Suppose F'is a (t,q,€)-secure SPRP family with block length [. The mode
XCBC$-XOR is secure against a message-integrity attack consisting of g, + ¢,
queries, totaling pe + 1, < gl bits, and taking at most t. + ¢, <t time; i.e., the
probability of adversary’s success is
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,va(,ufu - l) Qe(Qe - 1) (qe + l)ﬂv

Prf(EF[SucC] < e+ o 571 ot l2l+1 (log, 22 7 ~+3)
Qo e
+ l2l (logZ 7 + 3)

(The proof of Theorem 1 can be found in the full version of the paper avail-
able at http://csrc.nist.gov/encryption/modes/proposedmodes.) Note that pa-
rameters g, (e, t. can be easily stated in terms of secrecy parameters (', ¢, ', €)
above by introducing a constant ¢’ defining the speed of the X OR function.
Theorem 1 above allows us to estimate the complexity of a message-integrity
attackf In a successful attack, Pr 3 [Succ} (negligible, 1]. To estimate com-

plexity, we set the probability of success when f & Pl to the customary 1/2,
and assume that the attack parameters used in the above bound, namely &=, £
are of the same order or magnitude, namely 2%, where 0 < a < 1. Also, since
the shortest message has at least three blocks, ¢e,q, < L J In this case, by

setting

qe(qe — 1) | pro(ptn — 1) (ge + 1) pty

2l+1 + l221+1 + 12! +l2l+1 (10g2 l +3)
Gulle
o (lo z ©13)=1/2,

we obtain (by ignoring the | .| function) the equation 22! 6al34 4 gal 3‘“;11 =9

which allows us to estimate « for different values of I. (In this estimate, we can
ignore the term in 2% since it is insignificant compared to the other term of

the sum.) For example, for | = 64,a =~ 22, for | = 128,a =~ 16218, and for
l= 256 a R ;gé Hence, this attack is very close to a square-root attack (i.e.,

a — 5 as [ increases), and remains this way even is the secrecy bound of Lemma
1 presented in the full version of the paper available at
http://csre.nist.gov/encryption/modes/proposedmodes (adjusted for PRPs) is
taken into account for integrity (i.e., half of it is added to the integrity bound).
Thus the payoff from improved bounds using families of SPRPs is limited.

A variant of Theorem 1 can be proved for the stateful modes. Furthermore,
similar theorems hold for single-key stateless modes. The statement and proof for
such theorems are similar to the statement and proof for the integrity theorem
for the stateless mode, and hence, are omitted.

5 Technically, the complexity of a successful integrity attack, and the bound of The-
orem 1, should account for the success of a secrecy attack; i.e., half of the se-
crecy bound shown of Lemma 1 presented in the full version of the paper avail-
able at hitp://csrc.nist.gov/encryption/modes/proposedmodes (adjusted for the use
of PRPs) should be added to the bound in Theorem 1. This is the case because,
in general, in modes using the same key for both secrecy and integrity, a success-
ful secrecy attack can break integrity and, vice-versa, a successful integrity attack
can break secrecy. (This can be shown using the secrecy and integrity properties
of the IGE mode; viz., http://csrc.nist.gov/encryption/modes/proposedmodes.) As
suggested below, the addition of the secrecy bound would not affect the complexity
of a successful integrity attack.
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The XECB-MAC modes are intended to be secure against adaptive chosen-
message attacks [2] consisting of up to ¢, signature queries totaling at most s
bits and using time up to t4, and g, verification queries totaling at most w, bits
and using time at most t,. The security of the XECBC-MAC mode is established
by the following theorem.

Theorem 2 [Security of XECBC-MAC in an Adaptive Chosen-Message
Attack].

Suppose F' is a (¢, q, €)-secure PRF family with block length I. The message
authentication mode (Sign-XECBC-MAC/, Verify-XECBC-MAC/, KG) is se-
cure against adaptive chosen-message (gs, ¢, ) attacks consisting of ¢s+ ¢, queries
totaling us 4w, < ¢l bits and taking at most t5+1%, < ¢ time; i.e., the probability
of adversary’s success is

Prfz [Succ] < e+ “ (logy —+3) Dsho | (qs +2q, + &) Bs (logy +3)

l 12! 21/ (2141 0l
The proof of this theorem is similar to that of Theorem 1 and is presented in
the full version of the paper available at
http://csre.nist.gov/encryption/modes/proposedmodes.

A similar theorem can be provided for the stateless message authentication
mode. The complexity of an attack against XECBC-MAC can be determined in
a similar manner to that of an attack against the XCBC$-XOR mode.

We also present a theorem for the security of the XECBS-MAC mode. (The
restatement of this theorem in terms of a family of PRPs, such as AES, and the
corresponding proof modifications are standard.)

Theorem 3 [Security of XECBS-MAC in an Adaptive Chosen-Message
Attack].

Suppose F' is a (¢, q, €)-secure PRF family with block length I. The message
authentication mode (Sign-XECBS-MACY, Verify-XECBS-MAC/, KQ) is secure
against adaptive chosen-message (gs,q,) attacks consisting of ¢s + ¢, queries
(qv < ¢s) totaling ps + p,y < gl bits and taking at most ¢t + ¢, < ¢ time; i.e., the
probability of adversary’s success is

12!

QU Hs
Prfz [Succ] < eJr — + l21+1 (log, T +3)+ (qq) + ; ) s (logs g5 + 3)

i
+ (q”+ I )l2l+1(1 g27+3)

The proof of this theorem is similar to that of Theorems 1 and 2 and is presented
in the full version of the paper available at
http://csre.nist.gov/encryption/modes/proposedmodes.

The security of the XECBS-XOR mode in a message-integrity attack is
shown by the theorem bellow.

Theorem 4 [Security of XECBS-XOR in a Message-Integrity Attack].

Suppose F' is a (t,q,€)-secure SPRP family with block length [. The mode
XECBS-XOR is secure against a message-integrity attack consisting of ¢. + ¢,
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queries (g, < q.), totaling p. + 1, < gl bits, and taking at most t. +t, < t time;
i.e., the probability of adversary’s success is

Ho
[2l+1

pe(pte — 1)
1291+1

(log, Te +3).

fo (pv — 1) Iz
1}1221;“ (log, TU +3)+
He Ge He He
+ (0 ) grrromac+3)+ (04 )

o)
Prf]iF[Succ] <e+ + o +

(The proof of Theorem 4 can be found in the full version of the paper available
at hitp://csre.nist.gov/encryption/modes/proposedmodes.) Note that maximum
allowable values for ¢; and g, in Theorems 3 and 4 can be determined by setting
the probability of successful forgery to a desired value.
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Abstract. The recent selection of the AES block cipher to replace DES
has generated interest in developing new modes of operation to sup-
plement the modes defined as part of the DES standard [IJT6J23]. We
initiate the study of modes of encryption which are both incremental
and unforgeable, and point out a number of applications for modes meet-
ing these requirements. We also propose three specific modes achieving
these goals, and discuss the strengths and weaknesses of each.

1 Introduction

1.1 Motivation

With the recent selection of the proposed AES, there has been an intensification
of study on all aspects of private-key cryptography. In particular, there has
been much interest in the design and analysis of new modes of operation for
private-key encryption (indeed, NIST recently held a workshop focusing on this
topic [22]). Tt is important to note that just as no block cipher is “best” for all
applications, the same holds true for modes of encryption (hence the number of
different modes proposed). In fact, each application determines a different set of
requirements for the encryption scheme to be used.

It is often required to maintain an encrypted copy of data which undergoes
frequent, yet small, changes [4]. One example is a user revising a file who wants
to maintain an encrypted copy at all times. Other examples include the mainte-
nance of an encrypted database or table throughout the course of many update
operations during which isolated entries change while the bulk of the data re-
mains the same. These examples may be taking place in an environment such as
an encrypted file system [9] in which the underlying data is constantly changing
yet encrypted versions must always be stored.

In such cases, using an incremental encryption scheme can lead to huge effi-
ciency gains. The goal of incremental cryptography, introduced by Bellare, Gol-
dreich, and Goldwasser [3], is to design cryptographic algorithms whose output
can be updated very efficiently when the underlying input changes. For example,

M. Matsui (Ed.): FSE 2001, LNCS 2355, pp. 109-[124] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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say we have a document D, and have applied cryptographic transformation T
to this document to generate T(D). The document is then modified via update
operation M (where, for example, M = “delete block 7”) to give new document
D’. An incremental update algorithm IncT is one such that IncT(D, M, T(D))
outputs a valid cryptographic transformation of D’. Note that computation of
IncT can be potentially much faster than recomputing T(D’) from scratch. Ide-
ally, the running time of IncT should depend on the type of modification only
(and possibly the security parameter), but, in particular, should be indepen-
dent of the size of the document |D|. Even when this cannot be achieved, one
might hope for an incremental update operation which runs in time O(log|D|)
instead of time O(|D|) which is required for re-computation from scratch. When
documents change frequently, dramatic efficiency improvements are possible.

In many of the aforementioned scenarios, incrementality is not enough. Ad-
ditionally, one typically requires a guarantee of data integrity. Consider the case
of an encrypted file system or remote database. The resulting ciphertext may
be stored on an insecure medium (this is the reason for encryption in the first
place), and an adversary may be able to modify the ciphertext as he chooses. A
malicious attacker should be prevented from modifying the ciphertext so that it
will appear correct when it is later decrypted by the user. Data integrity is useful
as a means of virus protection [4] if applications and data are always checked
for validity before being used. We model this requirement via unforgeability [18|
19| (also known as ciphertext integrity [7]). Briefly, a malicious adversary (who
views a sequence of encryptions and incremental update operations) should be
unable to generate any new ciphertext which decrypts to a valid plaintext. This
is the strongest notion of integrity for the case of encryption.

1.2 Previous Work

The joint importance of incrementality and integrity in the context of cryp-
tographic file systems has been recognized elsewhere [4]. However, [4] focuses
primarily on MAC and hashing algorithms. Achieving these goals simultaneously
for the case of encryption has not previously been considered.

INCREMENTAL ENCRYPTION. Prior work dealing with incremental cryptography
has focused mainly on hashing, signing, and message authentication [BIZI6TO/IT]
21]. We are aware of only one previous work dealing with (among other things)
incremental encryption [4]; the scheme there is based on encrypting a description
of the modification and appending it to the end of the current ciphertext. A
comparison of our work to [4] is worthwhile:

— A formal definition of security for incremental encryption does not appear
in [4]. We provide appropriate definitions here.

— To achieve incrementality in the non-amortized sense, the scheme of [4] is
complex and relatively inefficient. It requires O(log |D|) block cipher evalua-
tions even for simple updates, and results in ciphertext which is as much as
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four times longer than the plaintext. The schemes presented here are sim-
ple to implement, can be updated using a constant number of block cipher
evaluations, and (in some cases) reduce the ciphertext expansion.

— The scheme of [4] does not achieve any measure of integrity (this was not
the focus of their work). They did not consider active attacks, only semantic
security. The schemes presented here are unforgeable under the strongest
definition of the term.

— The basic scheme of [4] is not oblivious in the sense of hiding the revision
history of the document (see Section ?7). The schemes presented here are
all oblivious, without requiring additional complexity.

In fairness, the notion of security considered in [4] is stricter than that which we
consider here. Specifically, we allow the adversary to determine the location of
modifications made (although an adversary cannot determine the nature of the
change). In practice, we believe this is not a serious concern. Discussion of this
point appears in Section 2.3l

UNFORGEABILITY. The importance of integrity in the context of private-key
encryption has been recognized for some time. Besides being important in its
own right, integrity implies security against chosen ciphertext attacks [19] (see
also [7]). Recently, there have appeared a flurry of definitions, detailed analyses,
and modes of encryption all intending to more carefully address this issue [19]
T77RIT224122/15]. We use the notion of unforgeability [I8/19] (also known as
ciphertext integrity [7]), which is the strongest notion of integrity. Under this
definition, an adversary may observe a sequence of encryptions (and incremental
updates in our case) yet should be unable to generate any new ciphertext which
decrypts to valid plaintext. The formal definition appears in Section 24l

1.3 Summary of Results

We begin by presenting our definitions: a definition for incremental encryption,
formal definitions of security (privacy and integrity) for the setting of incremental
encryption, and a definition of obliviousness. We then introduce three modes of
encryption achieving both incrementality and unforgeability, and give theorems
indicating the exact security of each construction. We conclude with a discussion
comparing the strengths and weaknesses of these modes.

2 Definitions

2.1 Notation

For probabilistic algorithm A, denote by y <+ A(x1,22,...) the experiment
in which we generate random coins r for A and let y equal the output of
A(xq,22,...;r). Furthermore, let {A(z1,z2,...)} represent the probability dis-
tribution defined by execution of A on the specified input, with coins for A
generated randomly. If S is a set, then b < S denotes assigning to b an el-
ement uniformly chosen from S. If p(z1,22,...) is a predicate, the notation
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Prx; « S;xe «— A(z1,y2,...); - : p(x1,22,...)] denotes the probability that
p(x1,xa,...) is true after ordered execution of the listed experiments.

STRONG PSEUDORANDOM PERMUTATIONS. We follow [I3[/2/20] in defining a
strong pseudorandom permutation family F' as one for which the input/output
behavior of Fjy, ijl “looks random” to someone who does not know the ran-
domly selected key sk. We refer to the listed references for details.

2.2 Incremental Encryption

DoOCUMENT MODIFICATIONS. We view the document D as a sequence of blocks
01,...,05, where the blocksize may depend on the security parameter k. For
simplicity, we assume that all documents consist of an integral number of blocks
(documents can be padded using standard methods if this is not the case). In the
context of incremental cryptography, various modification operations have been
considered. We represent a generic modification operation by M and denote the

effect of M on document D by D(M). We define sequential modifications opera-

tions by: D(My, Ma, ..., My) % (- (D(My))(Ms)) - - -)(Mj,). We consider the

following types of modification operations:

— M = (delete, i) deletes block i of the document.
— M = (insert,i,0) inserts o between the i*" and (i 4+ 1)*® blocks of the docu-
ment.

— M = (replace, i, o) changes the i‘"

block of the document to o.

Other modifications of interest include the cut and paste operations, which divide
a document into two or combine two documents together. Although some of the
schemes presented here support these modifications, we leave the details for a
future version of this paper.

The location of modification operation M is the block number ¢ which is mod-
ified. We always implicitly assume that a modification operation is valid; that
is, it represents some feasibld] modification of D. For the operations considered
above, we define | M| to be the underlying blocksize.

INCREMENTAL ENCRYPTION SCHEMES. We recall the generic definition of an
incremental algorithm as presented by Bellare, Goldreich, and Goldwasser [4],
modified here for the case of encryption. (Although the definition below explicitly
mentions the security parameter k, we omit this parameter when discussing
concrete security definitions and theorems since, in practice, we are given a
fixed-size block cipher only.)

Definition 1. An incremental, private-key encryption scheme II defined over
modification space M is a 4-tuple of algorithms (IC, &, IncE, D) in which:

— K, the key generation algorithm, is a probabilistic, poly(k)-time algorithm
that takes as input security parameter k (in unary) and returns secret key
sk. The security parameter also fixes a block size b.

! E.g., we do not call (delete,i) on D when D contains fewer than i blocks.
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— &, the encryption algorithm, is a probabilistic, poly(k,|D|)-time algorithm
that takes as input sk and document D € ({0,1}*)* and returns ciphertext
C.

— IncE, the incremental update algorithm, is a probabilistic, poly(k,|C|, |M])-
time algorithm that takes as input secret key sk, document D, modification
operation M € M, and ciphertext C and returns modified ciphertext C'.

— D, the decryption algorithm, is a deterministic, poly(k, |C|)-time algorithm
that takes as input secret key sk and ciphertext C and returns either docu-
ment D or a special symbol L to indicate that ciphertext C is invalid.

We require that for all sk which can be output by K, for all valid D, we have
Dy (Esk (D)) = D. Additionally, for all sk which can be output by KC, for all valid
D, for all modifications M € M, we have Dgy(IncEs, (D, M, Es(D))) = D(M).

Remark 1. We do not define the behavior of IncEs, (D, M, C) in the case when
it is given “garbage” input; i.e., when Dy (C) # D or Dy (C) =L. We refer to
this sort of input as invalid for the incremental update algorithm.

Remark 2. It may seem strange that we allow the running time of IncE to be
polynomial in | D|. However, such schemes may be of interest; for example, when
an update can be done in half the time it would take to re-encrypt from scratch.
Optimally, the running time of IncE should be independent of the length of
document D. Following [4], such schemes are called ideal. In the present schemes,
IncE does not require access to the original document D; thus, execution of the
incremental update algorithm is abbreviated by IncEgx (M, C).

Remark 3. The underlying modification space M is included in the specification.
As discussed in Section [2.2] various modification operations can be considered;
not every incremental encryption scheme supports every such operation.

2.3 Indistinguishability of Incremental Encryption

Although security for incremental encryption has been discussed informally in
[], this is the first formal definition of which we are aware. The secrecy require-
ments (informally) are as follows: first, the basic encryption algorithm should
be semantically secure. Second, the incremental update algorithm should not
somehow “ruin” the semantic security of the encryption. Finally, the incremen-
tal update algorithm itself should not leak information (discussed in more detail
below) about the underlying modification.

According to the previous definition [4], an adversary, upon observing an
incremental update, should not be able to determine the location of the mod-
ification taking place or the symbol being modified. We relax this requirement
and allow the possibility that an adversary can determine where a modification
takes place (but still cannot determine the symbol being modified). For exam-
ple, an adversary should be unable to distinguish between a (replace, i, o) and
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a (replace,i,0’) modification. The case addressed by the previous definition is
often not of practical concern (the location of a change may be known, anyway).
Furthermore, the other benefits of our schemes outweigh this weaker security
guarantee in many situations. In particular, our schemes are oblivious (hide de-
tails about the document modification history) and unforgeable, which are often
more desirable goals. Finally, it is unclear how to extend the previous definition
to handle modifications such as cut and paste, in which the “location” of the
modification is trivially determined.

Formally, we model security using the notion of find-then-guess indistin-
guishability [2], which implies the standard notion [14] of semantic security.
The adversary may interact with an encryption oracle Es(-) and an incremen-
tal update oracle IncEgy (-, -). Then, the adversary outputs either two documents
(D1, D2) (which must have equal number of blocks ¢) or a ciphertext C along
with two modification operations (M7, M2) (which must be of the same type and
modifying the same location). A bit b is chosen at random and kept hidden from
the adversary. In the first case document Dy is encrypted, while in the second
case the IncE algorithm is applied to M}, and C; in either case, the result is given
to the adversary. The adversary may then continue to interact with the £ and
IncEgy, oracles. We say the adversary succeeds if it correctly guesses b. We define
the advantage of the adversary as twice the probability of success, minus 1/2.

Our concrete security definition follows the approach employed by [5]. We
say that encryption scheme IT is (¢, ge, it, Gine, £; €)-secure in the sense of indis-
tinguishability if, for any adversary A which runs in time ¢, making g, queries
to the encryption oracle and g, queries to the IncE oracle (with the total num-
ber of blocks in all encryption and incremental update queries equal to u), the
advantage of A is less than e.

2.4 Unforgeability of Incremental Encryption

We now consider unforgeability for incremental modes of encryption, extending
the definition of [I9]. The adversary is again allowed to interact with an en-
cryption oracle and an incremental update oracle. Now, however, we allow the
adversary to submit only valid queries (in the sense of Remark 1) to the IncE al-
gorithm. At the end of its execution, the adversary outputs a ciphertext C' which
must be different from any ciphertext it received from either of its oracles. The
adversary succeeds if C' is valid. Formally:

Definition 2. Let IT = (K,&,IncE, D) be an incremental encryption scheme

over modification space M, and let A be an adversary. Let Advj’ﬁ] def

Pr [sk K C e ABROINE() Do) £1]

We insist that A’s queries to the IncE oracle are all valid, and that C was never
received in response from either oracle. We say that I is (t, Ge, 14, Qinc; €)-Secure
in the sense of unforgeability if, for any adversary A which runs in time t, making
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ge queries to the encryption oracle and ¢;n. valid queries to the IncE oracle (with
the total number of blocks in all encryption and incremental update queries equal
unf

to p), Adviyy is less than e.

The above definition corresponds to the “basic security” of [3/4]. One may
also consider the more complicated setting in which the adversary is given un-
restricted access to the IncE oracle, and is allowed to submit invalid queries as
well. Security in this setting is generally much more difficult to achieve [3[46]. In
this paper, we concentrate on the case of basic security onlyﬁ (which in typical
applications is sufficient).

2.5 Obliviousness of Incremental Encryption

An incremental encryption scheme raises new security concerns. One such con-
cern is that a ciphertext may reveal information about the revision history of
the underlying plaintext. We say a scheme is oblivious if this revision history is
hidden even to someone who knows the secret key. Motivation for this concern
arises when the ciphertext is transmitted between two parties; the first party
sending the ciphertext will not, in general, want the second party to be able to
learn about the modifications made in the course of creating the document. This
notion was first formally defined by Micciancio [21]; we modify his definition for
the present context:

Definition 3. Let II be an incremental encryption scheme over modification
space M. We say that II is oblivious if, for any two documents D, D', for any
sequence of modifications My, ..., M; € M such that D' = D{(My, ..., M;), and
for all keys sk, we have:

{E (D)} = {InCEpo (M, -+, INCE oo (M7, Egie (D)) - - )} .

3 Incremental and Unforgeable Modes of Encryption

3.1 Encrypt-then-Incremental-MAC

One method of achieving both incrementality and unforgeability is to use an
incremental mode of encryption together with an incremental MAC [3J46] of the
ciphertext (the encrypt-then-MAC approach [7]). Let inc-€ be an incremental
encryption scheme, and let inc-MAC be a secure, incremental MAC algorithm.
Then incremental, unforgeable encryption can be performed as follows:

E ks (D) = C 0 ine-MACy, (C), (1)

where C' = inc-&, (D). Incremental updates are done in the straightforward
way: first, perform the incremental update operation for C' (based on the new

2 The indistinguishability of our schemes, however, holds even when an adversary is
given unrestricted access to the IncE oracle, as reflected in the definition.
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document) to obtain C’; then, perform the incremental update operation for the
MAC (based on the new ciphertext C').

Care must be taken with the details of inc-£. First, note that not all incre-
mental encryption algorithms will result in practical schemes. For example, if the
incremental update operation for inc-€ changes a large fraction of the ciphertext
C, there may not exist an efficient incremental update operation for the MAC.
Furthermore, one must ensure that the incremental encryption scheme is indeed
secure under the definition of Section 23l One possible solution is the following
“randomized” ECB mode of encryption (rECB): given message o1, .. .,0,, choose
random 7g,71,...,7, < {0,1}* (where b is the blocksize) and compute:

Fo(r0), Fsi(r1 ® 10), Fsp(o1 ®11), ..., Fop(rn ®10), For(0n @ 15).

This mode is a secure, incremental encryption scheme, with updates (replace,
insert, and delete) done in the obvious way. Note that incremental updates result
in only small changes to the ciphertext; thus, we can efficiently combine this
mode with an incremental MAC algorithm (which handles replace, insert, and
delete), as in (). If the incremental MAC is secure, the result is a mode of
encryption which is both incremental and unforgeable.

3.2 inc-IAPM Mode

The previous proposal is attractive for its simplicity. Unfortunately, in practice,
incremental MAC algorithms are not very efficient (see Section (). Thus, we
propose other modes which improve the computational efficiency and ciphertext
expansion rate.

The inc-IAPM mode described here is directly based on the TAPM mode of
Jutla [I7]. TAPM mode represents an advance over previous unforgeable modes
of encryption, and is more efficient than the standard “encrypt-then-MAC” ap-
proach by a factor of two. Furthermore, it is parallelizable, which suggested to us
the possibility that it could be adapted to give an incremental mode. However,
it is non-trivial to modify this mode to achieve an efficient, incremental mode
while completely satisfying our definitions of security.

We now present the details. Similarly to the TAPM mode, encrypting an
n-block plaintext requires a sequence of pairwise independent blocks (labeled
So, S, 8T, ..., SfH_l, S} 11, 5" see below) which will be used for “output whiten-
ing”. These blocks are generated from a random seed K which is included with
the ciphertext. G